Course Development Team
Head of Programme

: Assoc Prof Antonio L. Rappa

Course Developer(s)

: Assoc Prof Antonio L. Rappa

Technical Writer

: Diane Quek, ETP

Video Production

: Samuel Goh, ETP

Instructional Designer

: Siti Fatimah, ETP

©

2020 Singapore University of Social Sciences. All rights reserved.

No part of this material may be reproduced in any form or by any means without
permission in writing from the Educational Technology & Production, Singapore
University of Social Sciences.
ISBN 978-981-4685-71-9
Educational Technology & Production
Singapore University of Social Sciences
463 Clementi Road
Singapore 599494

How to cite this Study Guide (APA):
Rappa, A. L. (2020). SEC337 Security and technology (study guide). Singapore: Singapore
University of Social Sciences.
Release V1.5
Build S1.0.5, T1.5.21

Table of Contents

Table of Contents
Course Guide
1. Welcome.................................................................................................................. CG-2
2. Course Description and Aims............................................................................ CG-3
3. Learning Outcomes.............................................................................................. CG-4
4. Learning Material................................................................................................. CG-5
5. Assessment Overview.......................................................................................... CG-6
6. Course Schedule.................................................................................................... CG-8
7. Learning Mode...................................................................................................... CG-9

Study Unit 1: Technology, Criminals and Terrorists
Learning Outcomes................................................................................................. SU1-2
Overview................................................................................................................... SU1-3
Chapter 1: Definitions & Conceptual Relationships.......................................... SU1-8
Chapter 2: Models of Security & Technology.................................................... SU1-23
Summary................................................................................................................. SU1-29
Formative Assessment.......................................................................................... SU1-32
References............................................................................................................... SU1-42

Study Unit 2: Technology, Policing and Intelligence
Learning Outcomes................................................................................................. SU2-2
Overview................................................................................................................... SU2-3

i

Table of Contents

Chapter 1: Nature vs Nurture................................................................................ SU2-7
Chapter 2: Technology, Intelligence and Security Assessments..................... SU2-21
Summary................................................................................................................. SU2-28
Formative Assessment.......................................................................................... SU2-30
References............................................................................................................... SU2-40

Study Unit 3: Technology, Security and Analysis
Learning Outcomes................................................................................................. SU3-2
Overview................................................................................................................... SU3-3
Chapter 1: Terrorist Legislation............................................................................. SU3-5
Chapter 2: Theories of Technology..................................................................... SU3-20
Summary................................................................................................................. SU3-24
Formative Assessment.......................................................................................... SU3-25
References............................................................................................................... SU3-34

Study Unit 4: Technology and Enforcement
Learning Outcomes................................................................................................. SU4-2
Overview................................................................................................................... SU4-3
Chapter 1: Security And Technology.................................................................... SU4-5
Chapter 2: The Human-machinery Technological Nexus................................ SU4-16
Summary................................................................................................................. SU4-23
Formative Assessment.......................................................................................... SU4-24
References............................................................................................................... SU4-33

ii

Table of Contents

Study Unit 5: Technology, Crime and Terrorism
Learning Outcomes................................................................................................. SU5-2
Overview................................................................................................................... SU5-3
Chapter 1: Security and Technology..................................................................... SU5-6
Chapter 2: Terrorist Financing............................................................................. SU5-15
Summary................................................................................................................. SU5-23
Formative Assessment.......................................................................................... SU5-25
References............................................................................................................... SU5-34

Study Unit 6: Crime, Security and Technology
Learning Outcomes................................................................................................. SU6-2
Overview................................................................................................................... SU6-3
Chapter 1: Prisons: The Nexus of Technology, Security, Crime and
Punishment............................................................................................................... SU6-4
Chapter 2: Dominant Qyestions.......................................................................... SU6-22
Summary................................................................................................................. SU6-23
Formative Assessment.......................................................................................... SU6-24
References............................................................................................................... SU6-33

iii

Table of Contents

iv

List of Tables

List of Tables
Table 2.1 Types Of Intelligence................................................................................. SU2-22

v

List of Tables

vi

List of Figures

List of Figures
Figure 2.1 ..................................................................................................................... SU2-15
Figure 2.2 Löckinger’s Typological Tree of Terrorism........................................... SU2-18
Figure 2.3 Intelligence Cycle..................................................................................... SU2-26
Figure 4.1 ....................................................................................................................... SU4-5
Figure 4.2 ....................................................................................................................... SU4-9
Figure 4.3 PSIM Best Practices................................................................................. SU4-13
Figure 4.4 ..................................................................................................................... SU4-16
Figure 4.5 ..................................................................................................................... SU4-20
Figure 4.6 ..................................................................................................................... SU4-22
Figure 6.1 ....................................................................................................................... SU6-7
Figure 6.2 ..................................................................................................................... SU6-12
Figure 6.3 ..................................................................................................................... SU6-13
Figure 6.4 ..................................................................................................................... SU6-14
Figure 6.5 ..................................................................................................................... SU6-14
Figure 6.6 ..................................................................................................................... SU6-15
Figure 6.7 ..................................................................................................................... SU6-16
Figure 6.8 ..................................................................................................................... SU6-16
Figure 6.9 ..................................................................................................................... SU6-19

vii

List of Figures

Figure 6.10 ................................................................................................................... SU6-21

viii

List of Lesson Recordings

List of Lesson Recordings
Culture and Society.................................................................................................... SU1-31
Culture and Society – Security as the Basis of Cultural Survival........................ SU1-31
Culture and Society – Security Consciousness and Cultural Concepts.............. SU1-31
Technology, Police and Security Agencies in Asia (and the Pacific)................... SU2-28
Technology, Security and Analysis.......................................................................... SU3-24
Energy, Environment, Health and Food Security Presentation 1........................ SU4-23
Energy, Environment, Health and Food Security Presentation 2........................ SU4-23
Energy, Environment, Health and Food Security Presentation 3........................ SU4-23
Technology, Crime and Terrorism Presentation 1.................................................. SU5-23
Technology, Crime and Terrorism Presentation 2.................................................. SU5-23
Crime, Security and Technology.............................................................................. SU6-23

ix

List of Lesson Recordings

x

Course
Guide

Security and Technology

SEC337

Course Guide

1. Welcome

Presenter: Assoc Prof Antonio L. Rappa
This streaming video requires Internet connection. Access it via Wi-Fi to
avoid incurring data charges on your personal mobile plan.
Click here to watch the video. i

Welcome to your study of SEC337 Security and Technology, a 5 credit unit (CU) course.
This Study Guide is divided into two sections – the Course Guide and Study Units.
The Course Guide provides a structure for the entire course. As the phrase implies, the
Course Guide aims to guide you through the learning experience. In other words, it may
be seen as a roadmap through which you are introduced to the different topics within
the broader subject. This Guide has been prepared to help you understand the aim[s] and
learning outcomes of the course. In addition, it explains how the various materials and
resources are organised and how they may be used, how your learning will be assessed,
and how to get help if you need it.

i

https://d2jifwt31jjehd.cloudfront.net/SEC337/IntroVideo/SEC337_Intro_Video.mp4
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2. Course Description and Aims
Security and Technology is about the use of technology by law enforcement and
security agencies as well as criminals themselves. This course explains some basic
security principles that guide and impact security technology in the face of cybercrime
and cyberterrorism. The technological proficiency of criminals and non-state actors
coupled with the dropping cost of technology have given rise to the dual-challenge
of disruptive agents aided by disruptive technology. This has further compounded the
problem of mitigating these challenges given evolving trends in security and technology.
Observers in the security industry have raised the adoption of technology agnostic
approaches to mitigate threats in the long run. This course will help students glean a
better understanding of security, technology and its reciprocal impact on each other.
Additionally the course will empower students with a better understanding of their daily
work environment in the security industry.
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3. Learning Outcomes
Knowledge & Understanding (Theory Component)
By the end of this course, you should be able to:
1.

Develop the relationship between technology, criminals and terrorists.

2.

Appraise models of security technology.

3.

Evaluate differences between criminals and terrorists.

4.

Assess technology, police and security agencies in Asia.

5.

Debate the use of technology in state enforcement.

6.

Compare security technology in Southeast Asia.

7.

Distinguish "first generation" and "new generation" security technology.

8.

Debate the idea of social media and its impact on security.

9.

Evaluate energy, environment, health and food security technology.

10.

Compare terrorist financing, cyberspace and cybercrime.

Key Skills (Practical Component)
By the end of this course, you should be able to:
11.

Contrast the state, criminals and technology.

12.

Apply security studies concepts to seminar discussions.

13.

Interpret work-based problems with concepts in security studies.

14.

Demonstrate competence in academic writing (political science).
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4. Learning Material
The following is a list of the required learning materials to complete this course.

Required Textbook(s)

Landau, S. E. (2013). Surveillance or security?: The risks posed by new wiretapping
technologies. Cambridge, Mass.; London: MIT Press.

Other recommended study material (Optional)

Timothy, A. M., McElwee, B. W. H., & Joseph, L. (Eds.). (2009). Peace, justice, and security
studies a curriculum guide (7th ed.). . Boulder, Colo.; London: L. Rienner.
Wayne, M. I. (2008). China's war on terrorism: Counter- insurgency, politics, and internal
security. London: Routledge.

Special Requirement (Optional)
Students are required to read any version of the local Singapore newspapers everyday.
They are to focus on the news reports relating to security matters and issues including
foreign policy, domestic politics and government, terrorism, police matters, criminal
activities, political violence, conflict and military matters across the world in general,
and specifically in Southeast Asia.
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5. Assessment Overview
The overall assessment weighting for this course is as follows:
Assessment

Description

Weight Allocation

Pre-Course Quiz 1

2%

Pre-Class Quiz 1

2%

Pre-Class Quiz 2

2%

Assignment 2

Group-based Assignment

20%

Assignment 3

Tutor-marked Assignment

18%

Class Participation

Participation

6%

Examination

Written Examination

50%

Assignment 1

TOTAL

100%

SUSS’s assessment strategy consists of two components: the Overall Continuous
Assessment Score (OCAS) and the Overall Examinable Score (OES), which make up the
overall course assessment score. Both components are equally weighted 50:50.

Continuous Assessment:
There will be continuous assessment in the form of quizzes, one tutor-marked assignment ,
one group-based assignment and class participation. In total, this continuous assessment
will constitute 50 percent of overall student assessment for this course. The continuous
assignments are compulsory and are non-substitutable. It is imperative that you read
through your Assignment questions and submission instructions before embarking on
your Assignment.
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Examination:
The final (2-hour) written exam will constitute the other 50 percent of overall student
assessment. All topics covered in the course outline will be examinable. To prepare for
the exam, you are advised to review Specimen or Past Year Exam Papers available on
Learning Management System.

Passing Mark:
To successfully pass the course, you must obtain a minimum passing mark of 40 percent
for each of the continuous assessments components. That is, students must obtain at least
a mark of 40 percent for the combined assessments and also at least a mark of 40 percent
for the final exam. For detailed information on the Course grading policy, please refer to
The Student Handbook (‘Award of Grades’ section under Assessment and Examination
Regulations). The Student Handbook is available from the Student Portal.

Non-graded Learning Activities:
Activities for the purpose of self-learning are present in each study unit. These learning
activities are meant to enable you to assess your understanding and achievement of the
learning outcomes. The type of activities can be in the form of Quiz, Review Questions,
Application-Based Questions or similar. You are expected to complete the suggested
activities either independently and/or in groups.
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6. Course Schedule
To help monitor your study progress, you should pay special attention to your
Course Schedule. It contains study unit related activities including Assignments, Selfassessments, and Examinations. Please refer to the Course Timetable in the Student Portal
for the updated Course Schedule.
Note: You should always make it a point to check the Student Portal for any
announcements and latest updates.
You need to ensure you fully understand the contents of each Study Unit listed in
the Course Schedule. You are expected to complete the suggested activities either
independently and/or in groups. It is imperative that you read through your Assignment
questions and submission instructions before embarking on your Assignment. It is also
important you comprehend the Overall Assessment Weighting of your course. It is also
important you comprehend the assessment weighting of your course which is listed in
the Assessment Overview of this Guide.
Manage your time well so you can meet given deadlines and do regular revisions after
completing each unit of study. They will help you retain the knowledge garnered and
prepare you for any required formal assessment. If your course requires an end-ofsemester examination, do look through the Specimen or Past Year Exam Paper which is
available on Learning Management System.

CG-8

SEC337

Course Guide

7. Learning Mode
iStudyGuide
You may be viewing the iStudyGuide version, which is the mobile version of the
Study Guide. The iStudyGuide is developed to enhance your learning experience with
interactive learning activities and engaging multimedia. Depending on the reader you are
using to view the iStudyGuide, you will be able to personalise your learning with digital
bookmarks, note-taking and highlight sections of the guide.

Interaction with Instructor and Fellow Students
Although flexible learning – learning at your own pace, space and time – is a hallmark
at SUSS, you are encouraged to engage your instructor and fellow students in online
discussion forums. Sharing of ideas through meaningful debates will help broaden your
learning and crystallise your thinking.

Academic Integrity
As a student of SUSS, it is expected that you adhere to the academic standards stipulated
in The Student Handbook, which contains important information regarding academic
policies, academic integrity and course administration. It is necessary that you read and
understand the information stipulated in the Student Handbook, prior to embarking on
the course.
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Study
Unit

Technology, Criminals and
Terrorists
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SEC337

Technology, Criminals and Terrorists

Learning Outcomes
Knowledge & Understanding (Theory Component)
By the end of this course, you should be able to
1.

Develop the relationship between technology, criminals and terrorists.

2.

Appraise models of security technology.

3.

Evaluate differences between criminals and terrorists.

4.

Assess technology, police and security agencies in Asia.

5.

Debate the use of technology in state enforcement.

6.

Compare security technology in Southeast Asia.

7.

Distinguish "first generation" and "new generation" security technology.

8.

Debate the idea of social media and its impact on security.

9.

Evaluate energy, environment, health and food security technology.

10.

Compare terrorist financing, cyberspace and cybercrime.

Key Skills (Practical Component)
By the end of this course, you should be able to:
11.

Contrast the state, criminals and technology.

12.

Apply security studies concepts to seminar discussions.

13.

Interpret work-based problems with concepts in security studies.

14.

Demonstrate competence in academic writing (political science).
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Overview
Newer forms of technology are also subject to criminal misuse. Robots are
becoming more commonplace, and international organized crime groups and
terrorists have lost no time in deploying these technologies as part of their field
operations.
Marc Goodman,
Former Futurist-in-residence with the FBI,
New York Times Best-Selling author, global strategist and consultant

“There are risks and costs to a program of action — but they are far less than
the long range cost of comfortable inaction.”
John F. Kennedy
35th President of the United States

Security specialists like Bruce Schneider have long studied the manner in which
enforcement agencies as well as criminals and by extension terrorists use technology.
He noted that “Security is a tradeoff, a balancing act between attacker and defender.
Unfortunately, that balance is never static. Changes in technology affects both
sides.” (Schneider, 2014). Amidst this grandiose game of cat and mouse .
At the crux of discussions on security and technology is the conceptual notion of both
safety and security. Whilst often used interchangeably and perhaps at times taken to mean
the same thing, the understanding of security and safety needs to be unpacked. Ironically,
technology will be used by both attacker and the defender. Depending on one’s vantage
point, the role of attacker and that of defender would change accordingly.
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Safety and Security
In very broad terms, the concept of security highlights the value placed on the loose and
intangible feeling of safety wherein one’s ultimate survival is not put to question. Today,
no longer is the concept of security limited to relations between states but includes the
impact by non-state actors.
There is value in teasing out these differences in order to better understand how
technology can often be used by terrorists and criminals but additionally the need to
underscore the varied manner through which safety and security are uniquely enmeshed
together.

Source: The New Conservative Party

“The underlying concepts of safety and security are indeed notidentical, they're
complementary. In both cases we have a "system" in an environment. The system
might be able to have an undesirable effect on its environment, but the environment
can equally well have an undesirable effect on the system. The inability of the system
to affect its environment in an undesirable way is usually called safety; the inability of
the environment to affect the system in an undesirable way is usually called security.
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Depending on the type of system, its environment and the types of undesirable effects
one can have on the other we get a multitude of definitions for safety and security.” 1

Conceptually, the dropping cost of technology and the use of technology by individuals
from both sides have added a considerable layer of complexity to the efforts undertaken
to mitigate the threat and to work towards ensuring efforts made at ascertaining security
are undertaken. Both terrorists and criminals will continue to make considerable effort to
capitalise on the use of technology and its accompanying cost effective platforms to both
stay ahead of agencies that attempt to combat them. The propensity for a future attack
capitalising on available platforms or using available platforms to conduct attacks given
that technology will continue to progress and improve with time.
Understanding the Variables
Why do we need to study all three variables, viz. technology, criminals and terrorists in
a complex manner? The reason is straightforward. We need to study these variables in a
complex manner through theoretical and conceptual models because that is the way in
which security, criminal and terrorist issues present themselves in the modern world, or
in modernity. Security specialist, Bruce Schneier refers to this as the scope of defection. It
refers to the manner not only in which criminals and terrorists alike make creative use of
technology in order to further their cause but additionally the manner through which law
enforcement adapts to the use of technology. Law enforcement is often relentlessly placed
in a position wherein they are forced to work to catch up and be ahead of the learning
curve of both criminal and terrorists who have shown themselves to be more adapt at
navigating the terrain.
Security and technology are interdependent variables. According to Antonio L. Rappa, a
variable in the social sciences is an entity that possesses a certain quality and quantity of

1

Bartnes, Maria. (2006). Safety vs security? Proceedings of the 8th International Conference on
Probabilistic Safety Assessment and Management
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matter that is subject to change. It is in reference to factors that can be subject to change.
An interdependent variable as such refers to variables that are in turn dependent on each
other.
So take for example, the quality and quantity of Police Special Forces deployed against
terrorists. However, a variable may also refer to an entity that is less tangible such as
“regionalism” or “neoliberalism” or even, “security technology”. In the social sciences
such as political science, the independent variable is an entity that may or may not impact
on another entity. We are now going to study the meaning of how some entities or variables
in Security and Technology have a significant impact while other variables in this area of
work do not.
This Study Unit broadly examines the relationship between technology, criminals
and terrorists. It will simultaneously explore the manner through which “Combatting
transnational issues such as cyber attacks, terrorism, and propaganda requires developing
new rules to address the negative consequences of technology.” (Karsten, 2017)
Definitions of security, technology, criminals, and terrorists are also included. This Study
Unit also invites students to consider different variations of models of security technology.
Dual-Use Technology
Students are encouraged to explore the complexity of dual-use technology and be
sensitised to the evolving challenge of the dropping cost of technology and its impact
on security. The term Dual use “refers to materials, hardware, and knowledge that have
peaceful applications but could also be exploited for the illicit production of nuclear,
chemical, or biological weapons.”2 At the end of this Study Unit, students should be
able to discuss the relationship between technology, criminals and terrorists. With the
rapidly evolving technology, there is a need to evaluate attempts made by governments
internationally as they attempt to keep up with these changes and the challenges that

2

Johnathan Tucker, Innovation, Dual Use, and Security: Managing the Risks of Emerging Biological and
Chemical Technologies, (United States: MIT Press, 2012) p.2
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they in turn present. Coordinated efforts by intelligence, police and enforcement agencies
are needed to better understand and mitigate the threat of a rapidly shifting technology
and the manner through which technology can be used as a weapon, target or enabler.
Technology can be used to benefit humanity which can also be used to harm.
Over the course of the Study Units, students should also be able to appraise models
of security technology. Antonio L. Rappa reminds us that the links between security,
technology, crime and terrorism are akin (or similar) to a spider web of intersecting and
interlocking attachments, relationships, and hierarchies. This unique ability to navigate
the complex terrain of interdependent relationships would enable better appreciation of
the evolving quality of these relationships. It is only through a better appreciation of the
security and technology landscape can better efforts be gleaned towards embracing the
challenges ahead.

Source: Dr Jerard
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Chapter 1: Definitions & Conceptual Relationships
The meaning of security and technology varies from author to author. These differences
often surface with the varied focus of discussions. The term security derives its
etymological roots from “Latin secures safe, secure, se without + cura care – the quality or
state of being secure or as a freedom from danger (freedom or fear or anxiety).” (Liotta,
2003; Mesjasz, 2009) ‘Security’ refers to protection against threats. These threats include a
variety of forms of danger, damage, loss, and criminal activity. These threats could affect
individual persons, properties, communities, nation-states and even the entire world.
Securities as a form of protection are structures and processes that provide or improve
stability as a condition.
Some writers, for example, focus on the technical aspects of security while others prefer
more linguistic-based discussions of security and technology. A third category of such
writers prefers to categorise the approaches to the topic. Regardless of their approaches
and the meanings that they attach to security and technology, two things remain clear.
Firstly, they have to include discussions of both concepts, which are broad-based, and
secondly, these writers have to straddle both concepts since they impact one another.
These challenges highlight this very notion of interdependence as mentioned earlier
whilst at the same time, it highlights the importance through which all three approaches
bear resonance to the appreciation of this holistic strategy through which a better
appreciation can be gleaned.

1.1 Definition of Security
Security is amongst the foremost tasks of governments. It is vital that states remain
robust in their effort to isolate, contain and mitigate security threats. Security is the
degree of protection against danger, damage, loss, and criminal activity. Securities as a
form of protection refer to structures and processes that provide or improve security as
a condition. This includes anticipation of dangers arising out of criminal and terrorist
activities. This also includes anticipation of criminal activities that emerge indirectly out
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of natural disasters such as the 11 March 2011 Tsunami in Japan. The extent of the damage
that criminals and terrorists will inflict indirectly by taking advantage of the hubris in the
wake of the tsunami is inestimable.

Source: Wikipedia, 2019

In most security systems, the "weakest link in the chain" is the most important one to be
considered by experts. Clausewitz (Von Clausewitz, Howard and Paret, 2008) referred to
the position of the government and security forces as ‘the position of the interior.’ It was in
reference to the challenging situation in which law enforcement and the security services
were placed. The situation is asymmetric since the defender must cover all points of attack
while the attacker need only identify a single weak point upon which to concentrate. Bruce
Schneier, “Defectors are more agile and adaptable, making them much better at being
early adopters of new technology.”
Perception of security may be poorly mapped to measureable objective security. For
example, the fear of earthquakes has been reported to be more common than the fear
of slipping on the bathroom floor although the latter kills many more people than the
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former. Similarly, the perceived effectiveness of security measures is sometimes different
from the actual security provided by those measures. The presence of security protections
may even be taken for security itself. For example, two computer security programs could
be interfering with each other and even cancelling each other's effect, while the owner
believes he is getting twice the protection. The perception of security considerably impacts
and dominates assessments of risk and vulnerability. This in turn impacts the manner
through which operational decisions are made. The cascading impact of the perception of
security can be felt in the most devastating manner when criminals and terrorists exploit
it.
Security theatre is a critical term for deployment of measures primarily aimed at raising
subjective security in a population without a genuine or commensurate concern for
the effects of that measure on—and possibly decreasing—objective security. In essence,
“Security theatre refers to security measures that make people feel more secure without
doing anything to actually improve their security.” For example, some consider the
screening of airline passengers based on static databases to have been Security Theatre
and Computer Assisted Passenger Pre-screening System to create a decrease in objective
security.
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Huawei and China Unicom to deploy 5G smart travel system at Beijing’s new airport
for China Eastern passengers

Source: South China Morning Post, 2019

Perception of security can also increase objective security when it affects or deters
malicious behaviour, as with visual signs of security protections, such as video
surveillance, alarm systems in a home, or an anti-theft system in a car such as a “LoJack”.
Since some intruders will decide not to attempt to break into such areas or vehicles, there
can actually be less damage to windows in addition to protection of valuable objects
inside. Without such advertisement, a car-thief might, for example, approach a car, break
the window, and then flee in response to an alarm being triggered. With perceived security,
even the windows of the car have a lower chance of being damaged, increasing the
financial security of its owner.
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Source: Dr Jerard (2015)

It is important, however, for signs advertising security not to give clues as to how to
subvert that security, for example, in the case where a home burglar might be more likely
to break into a certain home if he or she is able to learn beforehand which company makes
its security system.

1.2 Definitions of Technology
Technology is the usage and knowledge of tools, techniques, crafts, systems or methods
of organisation in order to solve a problem or serve some purpose. The word technology
comes from the Greek technología (τεχνολογία) — téchnē (τέχνη), an "art", "skill" or
"craft" and -logía (-λογία), the study of something, or the branch of knowledge of a
discipline. The term can either be applied generally or to specific areas, for example,
construction technology, medical technology, and information technology.
Technologies significantly affect human as well as other animal species' ability to control
and adapt to their natural environments. The human species' use of technology began with
the conversion of natural resources into simple tools. The prehistorical discovery of the
ability to control fire increased the available sources of food and the invention of the wheel
helped humans in travelling in and controlling their environment. Recent technological
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developments, including the printing press, the telephone, and the Internet, have lessened
physical barriers to communication and allowed humans to interact freely on a global
scale. However, not all technology has been used for peaceful purposes; the development
of weapons of ever-increasing destructive power has progressed throughout history, from
clubs to nuclear weapons.
Technology has affected society and its surroundings in a number of ways. In many
societies, technology has helped develop more advanced economies (including today's
global economy) and has allowed the rise of a leisure class. Many technological processes
produce unwanted by-products, known as pollution, and deplete natural resources, to
the detriment of the Earth and its environment. Various implementations of technology
influence the values of a society and new technology often raises new ethical questions.
Examples include the rise of the notion of efficiency in terms of human productivity, a
term originally applied only to machines, and the challenge of traditional norms.
Philosophical debates have arisen over the present and future use of technology in society,
with disagreements over whether technology improves the human condition or worsens
it. Neo-Luddism, anarcho-primitivism, and similar movements criticize the pervasiveness
of technology in the modern world, opining that it harms the environment and alienates
people; proponents of ideologies such as trans-humanism and techno-progressivism view
continued technological progress as beneficial to society and the human condition. Indeed,
until recently, it was believed that the development of technology was restricted only
to human beings, but recent scientific studies indicate that other primates and certain
dolphin communities have developed simple tools and learned to pass their knowledge
to other generations.
The use of the term technology has changed significantly over the last 200 years. Before the
20th century, the term was uncommon in English, and usually referred to the description
or study of the useful arts. The term was often connected to technical education, as
in the Massachusetts Institute of Technology (chartered in 1861). "Technology" rose to
prominence in the 20th century in connection with the second industrial revolution.
The meanings of technology changed in the early 20th century when American social
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scientists, beginning with Thorstein Veblen, translated ideas from the German concept of
Technik into "technology." In German and other European languages, a distinction exists
between Technik and Technologie that is absent in English, as both terms are usually
translated as "technology." By the 1930s, "technology" referred not to the study of the
industrial arts, but to the industrial arts themselves. In 1937, the American sociologist Read
Bain wrote that "technology includes all tools, machines, utensils, weapons, instruments,
housing, clothing, communicating and transporting devices and the skills by which
we produce and use them." Bain's definition remains common among scholars today,
especially social scientists. But equally prominent is the definition of technology as
applied science, especially among scientists and engineers, although most social scientists
that study technology reject this definition. More recently, scholars have borrowed from
European philosophers of "technique" to extend the meaning of technology to various
forms of instrumental reason, as in Foucault's work on technologies of the self ("techniques
de soi").
Technology can be most broadly defined as the entities, viz. material and immaterial,
created by the application of mental and physical effort in order to achieve some value. In
this usage, technology refers to tools and machines that may be used to solve real-world
problems. It is a far-reaching term that may include simple tools, such as a crowbar or
wooden spoon, or more complex machines, such as a space station or particle accelerator.
Tools and machines need not be material; virtual technology, such as computer software
and business methods, falls under this definition of technology.
The word "technology" can also be used to refer to a collection of techniques. In this
context, it is the current state of humanity's knowledge of how to combine resources to
produce desired products, to solve problems, fulfil needs, or satisfy wants; it includes
technical methods, skills, processes, techniques, tools and raw materials. When combined
with another term, such as "medical technology" or "space technology", it refers to the
state of the respective field's knowledge and tools. "State-of-the-art technology" refers to
the high technology available to humanity in any field.
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Technology can be viewed as an activity that forms or changes culture. Additionally,
technology is the application of maths, science, and the arts for the benefit of life, as it is
known. A modern example is the rise of communication technology, which has lessened
barriers to human interaction and, as a result, has helped spawn new subcultures; the rise
of cyber culture has, at its basis, the development of the Internet and the computer. Not all
technology enhances culture in a creative way; technology can also help facilitate political
oppression and war via tools such as guns. As a cultural activity, technology predates
both science and engineering, each of which formalises some aspects of technological
endeavour.

1.3 Definitions of Crime
Crime is the breach of rules or laws for which some governing authority (via mechanisms
such as legal systems) can ultimately prescribe a conviction. Individual human societies
may each define crime differently, in different localities (state, local, international), at
different time stages of the so-called "crime" (planning, disclosure, supposedly intended,
supposedly prepared, incomplete, completed or futuristically proclaimed after the
"crime".
While every crime violates the law, not every violation of the law counts as a crime;
for example, breaches of contract and of other civil law may rank as "offences" or as
"infractions". Modern societies generally regard crimes as offences against the public or
the state, as distinguished from torts (offences against private parties that can give rise to
a civil cause of action).
When informal relationships and sanctions prove insufficient to establish and maintain
a desired social order, a government or a state may impose more formalized or stricter
systems of social control. With institutional and legal machinery at their disposal, agents
of the State can compel populations to conform to codes, and can opt to punish or attempt
to reform those who do not conform.
The word crime, from the root of Latin cerno = "I decide, I give judgment". Originally the
Latin word crimen meant "charge" or "cry of distress."
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A normative definition views crime as deviant behaviour that violates prevailing norms
– cultural standards prescribing how humans ought to behave normally. This approach
considers the complex realities surrounding the concept of crime and seeks to understand
how changing social, political, psychological, and economic conditions may affect
changing definitions of crime and the form of the legal, law-enforcement, and penal
responses made by society.
Governments create legislatures, whose main job is to create and pass laws (called mala
prohibita) that define crimes, which violate social norms. In general, they divide crimes
up into crimes against the state (for example, treason), crimes against another person (for
example, murder), crimes against property (for example, vandalism) and crimes against
the public order (for example, prostitution).
English criminal law and the related criminal law of Commonwealth countries can define
offences which the courts alone have developed over the years, without any actual
legislation: common law offences. The courts used the concept of malum in se to develop
various common law offences. This refers to “an act that is "wrong in itself," in its very
nature being illegal because it violates the natural, moral or public principles of a civilized
society”. (Sudhanshu, 2011)

1.4 Definitions of Terrorism
Terrorism is the systematic use of terror especially as a means of coercion. No universally
agreed, legally binding, criminal law definition of terrorism currently exists. Common
definitions of terrorism refer only to those violent acts which are intended to create fear
(terror), are perpetrated for a religious, political or ideological goal, deliberately target or
disregard the safety of non-combatants (civilians), and are committed by non-government
agencies.
Some definitions also include acts of unlawful violence and war. The use of similar tactics
by criminal organisations for protection rackets or to enforce a code of silence is usually
not labelled terrorism though these same actions may be labelled terrorism when done by
a politically motivated group.
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The word "terrorism" is politically and emotionally charged, and this greatly compounds
the difficulty of providing a precise definition.

Source: European Council on Foreign Relations, 2019

According to the revised consensus on the definition of terrorism amongst academics, Prof
Schmid listed the following 12 factors in The Routledge Handbook of Terrorism Research. The
seminal work of Prof Schmid revised the initial number for definitions of terrorism from
109 in 1988 to over 260 in his 2011 edition. The list of factors as shown below highlights the
various factors that are seen to be key when discussions surface on elements of terrorism
(Schmid, 2011):
1.

Terrorism refers, on the one hand, to a doctrine about the presumed effectiveness
of a special form or tactic of fear-generating, coercive political violence and, on
the other hand, to a conspiratorial practice of calculated, demonstrative, direct
violent action without legal or moral restraints, targeting mainly civilians and
non-combatants, performed for its propagandistic and psychological effects on
various audiences and conflict parties;

2.

Terrorism as a tactic is employed in three main contexts: (i) illegal state repression,
(ii) propagandistic agitation by non-state actors in times of peace or outside zones
of conflict and (iii) as an illicit tactic of irregular warfare employed by state- and
non-state actors;
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The physical violence or threat thereof employed by terrorist actors involves
single-phase acts of lethal violence (such as bombings and armed assaults), dualphased life-threatening incidents (like kidnapping, hijacking and other forms
of hostage-taking for coercive bargaining) as well as multi-phased sequences
of actions (such as in ‘disappearances’ involving kidnapping, secret detention,
torture and murder);

4.

The public (-ised) terrorist victimization initiates threat-based communication
processes whereby, on the one hand, conditional demands are made to
individuals, groups, governments, societies or sections thereof, and, on the other
hand, the support of specific constituencies (based on ties of ethnicity, religion,
political affiliation and the like) is sought by the terrorist perpetrators;

5.

At the origin of terrorism stands terror – instilled fear, dread, panic or mere
anxiety – spread among those identifying, or sharing similarities, with the direct
victims, generated by some of the modalities of the terrorist act – it’s shocking
brutality, lack of discrimination, dramatic or symbolic quality and disregard of
the rules of warfare and the rules of punishment;

6.

The main direct victims of terrorist attacks are in general not any armed forces but
are usually civilians, non-combatants or other innocent and defenceless persons who
bear no direct responsibility for the conflict that gave rise to acts of terrorism;

7.

The direct victims are not the ultimate target (as in a classical assassination where
victim and target coincide) but serve as message generators, more or less
unwittingly helped by the news values of the mass media, to reach various
audiences and conflict parties that identify either with the victims’ plight or the
terrorists’ professed cause;

8.

Sources of terrorist violence can be individual perpetrators, small groups, diffuse
transnational networks as well as state actors or state-sponsored clandestine
agents (such as death squads and hit teams);

9.

While showing similarities with methods employed by organised crimeas as well
as those found in war crimes, terrorist violence is predominantly political – usually
in its motivation but nearly always in its societal repercussions;
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10.

The immediate intent of acts of terrorism is to terrorise, intimidate, antagonize,
disorientate, destabilise, coerce, compel, demoralize or provoke a target
population or conflict party in the hope of achieving from the resulting insecurity
a favorable power outcome, e.g. obtaining publicity, extorting ransom money,
submission to terrorist demands and/or mobilizing or immobilizing sectors of
noted the public;

11.

The motivations to engage in terrorism cover a broad range, including redress
for alleged grievances, personal or vicarious revenge, collective punishment,
revolution, national liberation and the promotion of diverse ideological, political,
social, national or religious causes and objectives;

12.

Acts of terrorism rarely standalone but form part of a campaign of violence which
alone can, due to the serial character of acts of violence and threats of more to
come, create a pervasive climate of fear that enables the terrorists to manipulate
the political process.

The concept of terrorism may itself be controversial as it is often used by state authorities
to delegitimise political or other opponents, and potentially legitimise the state's own use
of armed force against opponents (such use of force may itself be described as "terror" by
opponents of the state).
Terrorism has been practised by a broad array of political organisations for furthering
their objectives. It has been practised by both right-wing and left-wing political parties,
nationalistic groups, religious groups, revolutionaries, and ruling governments. An
abiding characteristic is the indiscriminate use of violence against non-combatants for the
purpose of gaining publicity for a group, cause, or individual.
"Terror" comes from the Latin verb “terrere” meaning "to frighten". The terror “cimbricus”
was a panic state of emergency in Rome in response to the approach of warriors of the
Cimbri tribe in 105 BC.
The definition of terrorism has proved controversial. Various legal systems and
government agencies use different definitions of terrorism in their national legislation.
Moreover, the International community has been slow to formulate a universally agreed,
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legally binding definition of this crime. These difficulties arise from the fact that the
term "terrorism" is politically and emotionally charged. In this regard, Angus Martyn,
briefing the Australian Parliament, stated that "The international community has never
succeeded in developing an accepted comprehensive definition of terrorism. During the
1970s and 1980s, the United Nations attempts to define the term floundered mainly due to
differences of opinion between various members about the use of violence in the context
of conflicts over national liberation and self-determination."
These divergences have made it impossible for the United Nations to conclude a
Comprehensive Convention on International Terrorism that incorporates a single, allencompassing, legally binding, criminal law definition of terrorism. Nonetheless, the
international community has adopted a series of sectorial conventions that define and
criminalise various types of terrorist activities. Moreover, since 1994, the United Nations
General Assembly has repeatedly condemned terrorist acts using the following political
description of terrorism: "Criminal acts intended or calculated to provoke a state of terror
in the general public, a group of persons or particular persons for political purposes are in
any circumstance unjustifiable, whatever the considerations of a political, philosophical,
ideological, racial, ethnic, religious or any other nature that may be invoked to justify
them."
Terrorist attacks are usually carried out in such a way as to maximise the severity and
length of the psychological impact. Each act of terrorism is a “performance” devised to
have an impact on many large audiences. Terrorists also attack national symbols, to show
power and to attempt to shake the foundation of the country or society they are opposed
to. This may negatively affect a government, while increasing the prestige of the given
terrorist organisation and/or ideology behind a terrorist act.
Terrorist acts frequently have a political purpose. Terrorism is a political tactic, like letterwriting or protesting, which is used by activists when they believe that no other means
will affect the kind of change they desire. The change is desired so badly that failure to
achieve change is seen as a worse outcome than the deaths of civilians. This is often where
the inter- relationship between terrorism and religion occurs. When a political struggle
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is integrated into the framework of a religious or "cosmic" struggle, such as over the
control of an ancestral homeland or holy site such as Israel and Jerusalem, failing in the
political goal (nationalism) becomes equated with spiritual failure, which, for the highly
committed, is worse than their own death or the deaths of innocent civilians.
Very often, the victims of terrorism are targeted not because they are threats, but because
their suffering accomplishes the terrorists' goals of instilling fear, getting their message
out to an audience or otherwise satisfying the demands of their often radical religious and
political agendas.
The terms "terrorism" and "terrorist" (someone who engages in terrorism) carry strong
negative connotations. These terms are often used as political labels, to condemn violence
or the threat of violence by certain actors as immoral, indiscriminate, unjustified or to
condemn an entire segment of a population. Those labelled "terrorists" by their opponents
rarely identify themselves as such, and typically use other terms or terms specific to their
situation, such as separatist, freedom fighter, liberator, revolutionary, vigilante, militant,
paramilitary, guerrilla, rebel, patriot, or any similar-meaning word in other languages and
cultures. It is common for both parties in a conflict to describe each other as terrorists.
The pejorative connotations of the word can be summed up in the often repeated
aphorism, "One man's terrorist is another man's freedom fighter". This is exemplified
when a group using irregular military methods is an ally of a state against a mutual
enemy, but later falls out with the state and starts to use those methods against its former
ally. During World War II, the Malayan People’s Anti-Japanese Army was allied with the
British, but during the Malayan Emergency, members of its successor (the Malayan Races
Liberation Army), were branded "terrorists" by the British.
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Activity 1.1
Explore this often-heard statement: “One Man’s Terrorist Is Another Man’s Freedom
Fighter”.
In your opinion, how true is this statement? Consider 3 key differences between a
criminal and a terrorist.
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Chapter 2: Models of Security & Technology
There are four models of security-and-technology that we can look at in this module.

2.1 Model 1: Security Influences Technology
Security, the lack of, or the need for, could influence the creation of new technology or the
improvements on current technology. One of the examples we can think of in this regard is
with regard to the case of graffiti on an MRT train in Singapore in 2010. In this case, Oliver
Fricker and Dane Alexander Lloyd, had broken into the MRT train depot at Tanah Merah.
On two train carriages nearest to the fence, Fricker spray-painted the word "McKoy" on
the left while Lloyd spray-painted the word "Banos" next to it; Lloyd took photographs of
the vandalised carriages before both left through the hole in the fence.
SMRT Corporation reported the incident to police only on 19 May, two days after the
breach, because staff thought the brightly coloured graffiti was an advertisement. It was
seen by many commuters and even recorded by a public transportation enthusiast and
posted on YouTube; this may have alerted the authorities. SMRT said the graffiti caused
about SGD 11,000 (USD 7,900) worth of damage to the two train carriages.
Oliver Fricker, on 25 June 2010, was sentenced to five months' jail and three strokes of the
cane under the Vandalism Act and Protected Areas and Protected Places Act. On appeal,
the jail sentence was increased to seven months.
Judge See Kee Oon said of Fricker's actions "he was fully conscious of the criminal nature
of the act and must be prepared to face the consequences", and agreed with the Public
Prosecutor that the defendant had committed a very serious offence that "alarmed the
general public" and "shaken their confidence in the security of protected places".
The breach at Changi train depot was Singapore’s biggest security lapse since notorious
terrorist Mas Selamat's dramatic escape two years ago; he was re-captured only a year later
in Johor Bahru. The train system, other high-traffic public areas and foreign embassies are
all considered potential terrorist targets by Islamic extremists in Southeast Asia.
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The Changi depot case caused an outcry from the public in the media and on the internet,
most of it not towards the vandals but directed at the authorities for the lax security of
public transportation and protected installations in general. Some of the major concerns
were:
a.

how easily high-security premises were penetrated simply by cutting a hole in
the fence that went unnoticed for days;

b.

consequences if the intruders had been terrorists instead of merely vandals;

c.

whether security measures and enforcement in other sensitive, protected
facilities were similarly slack;

d.

random checks by journalists on other depots, bus interchanges and power
plants also exposed some shortcomings;

e.

Perception of security and complacency that had set in over the years.

Immediately after the incident, SMRT increased the number of security personnel and
patrols, installed more cameras, added razor wires to perimeter fences, and engaged a
security consultant to conduct a comprehensive audit of its systems.
Another public transport operator, SBS Transit, also beefed up its security presence and
announced plans to replace wired fencing with mesh fencing around its train depots.
Other measures would include removal of shrubs and hedges along perimeter fencing
and placement of concertina wires.
On 11 June 2010, the Public Transport Security Committee (PTSC) announced a
"comprehensive" security review of the public transport network over the next six months.
PTSC, chaired by LTA, is a multi-agency committee formed in 2004 to ensure that security
reviews, recommendations and improvements are made to enhance public transport
security.
On 27 June 2010, LTA said it was assessing whether to impose penalties on SMRT for the
security breach. For the security lapse at the Changi depot in May 2010, SMRT was fined
$50,000.
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In 2011, the Land Transport Authority (LTA) subsequently fined SMRT $200,000 under the
Rapid Transit Systems (RTS) Act for lapses relating to the security breach at the Bishan
MRT depot on 17 August 2011. In this instance, “SMRT had failed to exercise the due
diligence and vigilance expected of a public transport operator, by failing to regularly
inspect, continuously maintain and repair its operating facilities.” In this instance, it had
both “failed to effectively guard against unauthorised intrusions” and “also failed to
detect, in a timely manner, the security breach.”

2.2 Model 2: Technology Influences Security
Technology, the lack of, or the need for, could influence the creation of new forms of
security or the improvements on current security. Schenier notes, “As systems get more
complicated due to technology, more attacks become possible.” The ability for more
sophisticated systems to present more sophisticated threats in turn has raised the bar for
challenges that have surfaced.
Adept use of technology could negatively affect the levels of security of a state. Pertinent
to discussion today is the reliance on technology and the interconnectivity that has
been unyielding in the means through which society can be impacted when technology
influences security.
In March 2018, the Facebook Scandal saw its CEO and founder Zuckerberg announce
new steps to rein in the leakage of data to outside developers and third-party apps,
while giving users more control over their information through a special toolbar. The
scandal surfaced when an investigative journalist did an expose on how data accrual from
Facebook through an app created by University of Cambridge Academic Dr Aleksandr
Kogan resulted in the creation of psychological profiles of approximately 50 million
users by Cambridge Analytica a firm that specialized in data mining, data brokerage,
and data analysis. The firm was known to advise the strategic communication for
electoral processes and was involved in the President Donald Trump’s 2016 Campaign for
Presidency.
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The Facebook scandal comes hot on the heels of other elements of technology that can
affect the security for instance, through the spread of misinformation.
Another example that can be quoted here is that of individuals who cannot afford or
simply do not have the means to access certain technologies and thus compensate their
situations by increasing securitisation.
Imagine, for example, a small business or enterprise, while purchasing additional security,
would really help in ensuring the safety of the business premises. However, since the small
business or enterprise cannot afford such technology, the small business or enterprise
would need to use other means to improve its security on a daily basis. In order to secure
their work documents, the owners might buy a ring folder and an organiser to file and
take note of hardcopy documents. In order to secure contact numbers and e-mails, the
small business or enterprise might store them online on their Gmail account and set a
stronger password so that no one could hack into these account and access these contacts
and e-mails. In order to secure the physical perimeters of the store, the small business or
enterprise might get people in the neighbourhood and neighbouring businesses to keep
a look out for intruders whilst simultaneously purchasing additional locks.

2.3 Model 3: Security and Technology are Mutually Influential
Security, the lack of, or the need for, could influence the creation of new technology or
the improvements on current technology. Conversely, technology, the lack of, or the need
for, could also influence the creation of new forms of security or the improvements on
current security. In the story of X below, we encounter a professional who is working
in the intelligence services but whose problems are common to many others in different
industries.
The division that X belongs to in an organisation has just been assigned a new office. In
the old office, X used to sit in a corner with his back to the wall. This allowed X to work
quietly, while sometimes attending to personal matters and matters concerning X’s parttime job. In the new office, however, X’s assigned seat is in the eye of the hurricane. People
walk all around X all the time, and half the office, including one of the bosses who sits
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directly behind X. This made X very insecure at first. The lack of security influenced X’s
consideration and search for the adoption of a new technology. X considered purchasing
a screen filter that allows for only straight on viewing, but X was unable to afford such
an extravagant purchase on X’s meagre salary. X’s lack of knowledge of such technology
matters in turn influenced X’s adoption of an alternative and new security measure. X
increased his vigilance by placing two mirrors on both sides of his laptop to catch prying
eyes. X screen-captured a PowerPoint slide and assigned it as a “desktop wallpaper” to
give the impression that X was working all the time, and X made his browser a third of
the total screen size. The story of X however is only one example of a desperate and shortterm measure to solve a problem. However, the point being made here is that there is
covariance between security and technology.
Another example would be the dependence on security cameras by almost every single
industry worldwide. When a given generation of security camera is deemed unworkable,
the entire range of cameras used worldwide will have to be changed or the companies
involved will have to face the dire consequences of criminal activities.

2.4 Model 4: Security and Technology are Mutually Exclusive
In rational choice theory, there is a distinction made between "random walks" and "path
dependency". Path dependency refers to situations, which are influenced by past events.
Crime, for example, is path dependent. For criminals, “mistakes” in the past will be
remembered and try to be avoided in the next criminal activity. Random plans are
situations, which are mutually exclusive from other situations or events, past, present and
future. Gambling, for example, is about randomness. Slot machines are not programmed
to release the jackpot after a set number of pulls or a set amount of coins in it. If the roulette
has been hitting odds for the past 3 rounds, it does not mean that the next round will
see an even number. It is still a 50-50 chance. To believe the former would be to believe
(erroneously) in a law of averages.
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2.5 Work-Place and the Lens of Security Studies
At the heart of understanding is the ability to apply the knowledge gleaned to the work
environment. In this instance, knowledge of the unique facets of security and technology
and the impact that this in turn will have in the thought processes, understanding and
rationales behind the decisions will ensure that individuals will be better placed to
decisions on ensuring the safety and security of peoples and assets.

Activity 1.2
Social media company Facebook and Cambridge Analytica were the centre of alleged
harvesting and use of personal data. The way in which the data that was harvested
could be used including that of election fraud.
Explore the challenges of ensuring data security in the digital age.
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Summary
In this Study Unit, we have defined ‘security’ as a degree of protection against threats.
These threats include a variety of forms of danger, damage, loss, and criminal activity.
These threats could affect individual persons, properties, communities, nation-states and
even the entire world. Security as a form of protection possesses structures and processes
that provides or improves cultural stability as a condition. But the works of Foucault, Derrida
and Connolly, for example, have proven that security measures ironically lead cultures
towards insecurity.
It is pertinent to understand the complexities of the terms and terminologies that dominate
the central discussions between and amongst technology, criminals and terrorists are
interdependent. Despite their interdependence, it is important that as students of security
studies, one is sensitive to the nuances and the pejorative use of the terms and terminology.
While all terrorists are criminals, not all criminals are terrorists. The links between security,
technology, crime and terrorism are akin to a spider web of intersecting and interlocking
attachments, relationships, and hierarchies.
Agile and Adaptable
The ability to navigate the terrain of technology and its impact is dependent on the manner
through which law enforcement and the security services are able to manage debates and
operationalizing of the conception notion of security. This often is demonstrated in the
concurrent manner through which there is a spirit of agility and adaptability needed to
manage the evolving security environment.
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Source: Designed for SEC337 by Dr Jolene Jerard (UAE University,
2019)

Appreciative of the Nuances of the Debate
An element that is pertinent to consider is the nuances of this debate. The complicities that
arise from the unique nuances from each of these factors have significant implications to
the understanding of interdependence of these variables.
Security as a fundamental concept has not changed. As societies evolve, the challenge
would be that the collective understanding of society and what the collective aims to
protect would change. In a constant series of adapting, that will fuel the economic security
and culture.
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Lesson Recording
Culture and Society
Culture and Society – Security as the Basis of Cultural Survival
Culture and Society – Security Consciousness and Cultural Concepts

Additional Resources
Hamilton, P. (1992). Talcott Parsons: critical assessments. London: Routledge.
Treviño, A. J. (2001). Talcott Parsons today: his theory and legacy in contemporary sociology.
Lanham, MD: Rowman & Littlefield.
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Formative Assessment
1.

The links between security, technology, crime and terrorism are similar to a spider
web. Identify the statement that explains this analogy.
a. The analogy highlights the intersecting and interlocking attachments,
relationships and hierarchies among all the elements.
b. The analogy highlights the various components of technology and its negative
correlation. That is because not everything is positively correlated.
c. The analogy highlights the changes in the variables and the lack of engagement
within the variables. This is so as to perceive it clearly.
d. The analogy highlights the negative correlation of variables such as security,
technology, crime, terrorism, and interrogation.

2.

Identify the most accurate definition of security from the four options.
a. A level of security monitoring against economic loss.
b. The degree of protection against terrorism, fraud, corruption, danger, damage,
loss and criminal activity.
c. The degree of protection from harm, danger, ill will, black magic, and
superstition.
d. Some degree of protection against emotional grievances, sadness and poverty.

3.

Technology in Security Studies is best understood as: ______________
a. The study of philosophy and techniques.
b. The study of history.
c. The branch of knowledge that emphasizes the use of ways and means to make
security work more efficient, less costly, or more effective.
d. The study of financial terrorists.
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Neo-Luddism, anarcho-primitivism and other similar movements criticise the use of
technology for the following reasons EXCEPT
a. encourages globalisation
b. harms the environment
c. alienates people
d. discourage emotional connection among workers.

5.

Technology can be defined in various ways. Which of the following term FAILS to
show how technology may be defined?
a. Technology refers to the study of the industrial and corporate arts and sciences.
b. Technology includes all tools, machines and devices
c. Technology can be defined along instrumental and organizational lines.
d. War is the absence of peace and technology about the presence of war.

6.

Criminal activities are often defined as
a. offences against the environment
b. offences against a company or firm.
c. offences against the state and the rule of law.
d. offences against morality

7.

Legislation is created by the government with the intention to prohibit_____________
a. actions that violate the Constitution.
b. Conduct or behaviour that generates more income.
c. conduct or activity that encourages social etiquette.
d. conduct that promotes traditional beliefs

8.

Terrorists use technologies to create disaster and violence among innocent people.
Such acts are considered:
a. ones that promote familial contact
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b. acts that encourage mutual understanding.
c. acts that deter political stability
d. acts that perpetrate hatred and disharmony in politicized society.
9.

Identify the statement that BEST depicts how security influences technology.
a. The changes in the stratosphere impact on security measures.
b. Design and development in technology gives less impetus for security
awareness.
c. The lack of sufficient security measures in certain sectors ironically encourages
the development of technology by attracting resources so as to address the
weakest links.
d. obalization has a negative impact on technological development on security
technology.

10. The following conditions have an impact on crime EXCEPT:
a. psychological conditions.
b. weather conditions.
c. political conditions.
d. economic conditions.
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Solutions or Suggested Answers
Formative Assessment
1.

The links between security, technology, crime and terrorism are similar to a spider
web. Identify the statement that explains this analogy.
a.

The analogy highlights the intersecting and interlocking attachments,
relationships and hierarchies among all the elements.
Correct. The analogy highlights the need to understand the different
variables. Refer to study unit 1.

b.

The analogy highlights the various components of technology and its
negative correlation. That is because not everything is positively correlated.
Incorrect. The analogy highlights the connection between security,
technology, crime and terrorism. Not just technology alone. Refer to study
unit 1.

c.

The analogy highlights the changes in the variables and the lack of
engagement within the variables. This is so as to perceive it clearly.
Incorrect. This analogy highlights the connection between variable such as
security, technology, crime and terrorism. They are not disengaged. Refer to
study unit 1.

d.

The analogy highlights the negative correlation of variables such as security,
technology, crime, terrorism, and interrogation.
Incorrect. This analogy highlights a positive correlation with the variables.
Refer to study unit 1.

2.

Identify the most accurate definition of security from the four options.
a.

A level of security monitoring against economic loss.
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Incorrect. Security is not monitoring economical loss though lapses in
security may result in economic losses. Refer to study unit 1.
b.

The degree of protection against terrorism, fraud, corruption, danger,
damage, loss and criminal activity.
Correct. Security is protection against danger. Refer to study unit 1.

c.

The degree of protection from harm, danger, ill will, black magic, and
superstition.
Incorrect. Security is not about these mythical and intangible issues but more
tangible ones. Refer to study unit 1.

d.

Some degree of protection against emotional grievances, sadness and
poverty.
Incorrect. Security is not about protection against emotional grievances,
sadness and poverty. You should consider something more tangible than
emotions. Refer to study unit 1.

3.

Technology in Security Studies is best understood as: ______________
a.

The study of philosophy and techniques.
Incorrect. This answer is incomplete and there is too little information to
make it suitable as the right choice. Refer to study unit 1.

b.

The study of history.
Incorrect. Study of history is not the definition for technology as it is too
narrowly focussed on one area of work. Refer to study unit 1.

c.

The branch of knowledge that emphasizes the use of ways and means to
make security work more efficient, less costly, or more effective.
Correct. Also refer to study unit 1 and the general readings on security and
technology.

d.

The study of financial terrorists.
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Incorrect. “Study of financial terrorists” is not the right answer and is not a
phrase that is widely used in Security Studies. Think about a more general
term. Refer to study unit 1.
4.

Neo-Luddism, anarcho-primitivism and other similar movements criticise the use of
technology for the following reasons EXCEPT
a.

encourages globalisation
Correct. This is a positive effect of technology. Refer to study unit 1.

b.

harms the environment
Incorrect. This is one of the negative impacts of technology. Think the other
way round. Refer to study unit 1.

c.

alienates people
Incorrect. This is not only about class differences but about a larger picture.
Refer to study unit 1.

d.

discourage emotional connection among workers.
Incorrect. This is one of the negative impacts of technology that is too narrow.
Refer to study unit 1.

5.

Technology can be defined in various ways. Which of the following term FAILS to
show how technology may be defined?
a.

Technology refers to the study of the industrial and corporate arts and
sciences.
Incorrect. This is an accurate term to describe technology. Refer to study unit
1.

b.

Technology includes all tools, machines and devices
Incorrect. This is another useful term to describe technology. Refer to study
unit 1.

c.

Technology can be defined along instrumental and organizational lines.
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Incorrect. This is an acceptable way to describe technology. Refer to study
unit 1.
d.

War is the absence of peace and technology about the presence of war.
Correct. Technology includes weapons of mass destruction, which may not
necessary be a peaceful option. This answer proposes a phrase that is only
half correct, in that war is the absence of peace but technology is on fact
not about the presence of war. Refer to study unit 1.

6.

Criminal activities are often defined as
a.

offences against the environment
Incorrect. Offences against the environment are not defined as purely
criminal activities. Refer to study unit 1.

b.

offences against a company or firm.
Incorrect. Offences against a company or firm may not necessarily be
classified as criminal activities. Refer to study unit 1.

c.

offences against the state and the rule of law.
Correct. Crime is accurately defined as offences against the state. Refer to
study unit 1.

d.

offences against morality
Incorrect. Offences against morality may not necessarily be classified as
criminal activities. Refer to study unit 1.

7.

Legislation is created by the government with the intention to prohibit_____________
a.

actions that violate the Constitution.
Correct. Legislations are created to prevent crimes such as those against
the state,against another person, against the property and against public
order. Refer to study unit 1.

b.

Conduct or behaviour that generates more income.
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Incorrect. Legislation is not only about how to make more money. And own
properties. Refer to study unit 1.
c.

conduct or activity that encourages social etiquette.
Incorrect. Think about the importance of the rule of law as opposed to
societies norms. Refer to study unit 1.

d.

conduct that promotes traditional beliefs
Incorrect. Are such traditional beliefs more important that legal aspects of a
democratic society? Think again about the importance of legislation. Refer
to study unit 1.

8.

Terrorists use technologies to create disaster and violence among innocent people.
Such acts are considered:
a.

ones that promote familial contact
Incorrect. Terrorism involves violent conduct and it does not encourage
familial contact. Refer to study unit 1.

b.

acts that encourage mutual understanding.
Incorrect. Terrorism involves violent conduct and it does not encourage
mutual understanding. Refer to study unit 1.

c.

acts that deter political stability
Incorrect. The terror acts may be conducted for political reasons. However,
this is not a common definition for terrorism. Refer to study unit 1.

d.

acts that perpetrate hatred and disharmony in politicized society.
Correct. The violent acts are perpetrated for a religious, political or
ideological goal with little regard for the safety of civilians. Refer to study
unit 1.

9.

Identify the statement that BEST depicts how security influences technology.
a.

The changes in the stratosphere impact on security measures.
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Incorrect. The changes in the stratosphere have no known impact on security
systems and hence this is not the best description of the model. Refer to study
unit 1.
b.

Design and development in technology gives less impetus for security
awareness.
Incorrect. Technology assists in security management. Therefore design and
development enhances the impetus for security awareness. Refer to study
unit 1.

c.

The lack of sufficient security measures in certain sectors ironically
encourages the development of technology by attracting resources so as to
address the weakest links.
Correct. Technology has been developed to address lack of security in
certain sectors. Refer to study unit 1.

d.

obalization has a negative impact on technological development on security
technology.
Incorrect. Globalization encourages development in security technology.
Refer to study unit 1.

10. The following conditions have an impact on crime EXCEPT:
a.

psychological conditions.
Incorrect. Psychological conditions have an impact on crime. There were no
good reasons for the 2011 Swedish sniper who killed people in public. Refer
to the many press reports about these killings. Also refer to study unit 1.

b.

weather conditions.
Correct. The weather conditions do not have an impact on crime. This is
a tough one. Are criminal activities more likely during a thunderstorm or
on a bright sunny day? Some food for thought. Refer to unit 1.

c.

political conditions.
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Incorrect. Political conditions have an impact on crime. For example,
systemic corruption in Thailand had led to the conviction of Thaksin
Shinawatra in absentia. Also refer to unit 1 as well as the Bangkok Post (2006)
and the Nation (2007).
d.

economic conditions.
Incorrect. Economic conditions have an impact on crime. For example, higher
levels of poverty are positively correlated with crime in the inner cities of the
USA. See also to unit 1.

SU1-41

SEC337

Technology, Criminals and Terrorists

References
Darby, S. (1997). Contesting an essential concept: Reading the dilemmas in
contemporary security discourse. In K. Krause, & M. C. Williams (Eds.), Critical
security studies: concepts and cases (pp. 12-13). London: UCL Press.
Goldstein, D. (1996). International terrorism in the twenty-first century. Retrieved from
https://www.hsdl.org/?view&did=437831
Karsten, J. (2017). As criminals adapt to new technology so must international
law. Techtank. Retrieved from https://www.brookings.edu/blog/
techtank/2017/04/21/as-criminals-adapt-to-new-technology-so-mustinternational-law/
Kimiecik, R. C. (1995). Loss prevention guide for retail businesses. New York: Wiley.
Liotta, P. H. (2003). The uncertain certainty: Human security, environmental change, and the
future Euro-Mediterranean. Lanham,MD: Lexington Books.
Mesjasz, C. (2009). Complexity studies and securitization in the complex world: An
epistomological framework of analysis. In A. Minai, D. Braha, & Y. Bar-Yam
(Eds.), Unifying themes in complex systems. Berlin: Springer.
Rappa, A. L. (2013). Security and modernity in Southeast Asia. Singapore: Cengage
Learning Asia.
Rappa, A. L. (2004). Globalization: An Asian perspective on modernity and politics in America.
Singapore: Cavendish Acad.
Rosenbaum, D. P., Lurigio, A. J., & Lavrakas, P. J. (1987). Crime stoppers: A national
evaluation of program operations and effects. Washington, DC: US Dept. of Justice,
National Institute of Justice.
Schmid, A. P. (2011). Handbook of terrorism research. London: Routledge.
Schneier, B. (2014). How changing technology affects security. Retrieved from https://
www.wired.com/insights/2014/02/changing-technology-affects-security/

SU1-42

SEC337

Technology, Criminals and Terrorists

Sudhanshu, J. (2011). Dictionary on legal terms. New Delhi: Excel Books.
Von Clausewitz, C., Howard, M., & Paret, P. (2008). On Wa. Princeton: Princeton
University Press.
White, J. R. (2006). Terrorism and homeland security (5th ed.). Belmont, CA: Thompson
Wadsworth.

SU1-43

SEC337

Technology, Criminals and Terrorists

SU1-44

Study
Unit

Technology, Policing and
Intelligence

2

SEC337

Technology, Policing and Intelligence

Learning Outcomes
Knowledge & Understanding (Theory Component)
By the end of this course, you should be able to
1.

Develop the relationship between technology, criminals and terrorists.

2.

Appraise models of security technology.

3.

Evaluate differences between criminals and terrorists.

4.

Assess technology, police and security agencies in Asia.

5.

Debate the use of technology in state enforcement.

6.

Compare security technology in Southeast Asia.

7.

Distinguish "first generation" and "new generation" security technology.

8.

Debate the idea of social media and its impact on security.

9.

Evaluate energy, environment, health and food security technology.

10.

Compare terrorist financing, cyberspace and cybercrime.

Key Skills (Practical Component)
By the end of this course, you should be able to:
11.

Contrast the state, criminals and technology.

12.

Apply security studies concepts to seminar discussions.

13.

Interpret work-based problems with concepts in security studies.

14.

Demonstrate competence in academic writing (political science).
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Overview
“Don't tell me from genetics. What've they got to do with it?" said Crowley.
"Look at Satan. Created as an angel, grows up to be the Great Adversary. Hey,
if you're going to go on about genetics, you might as well say the kid will
grow up to be an angel. After all, his father was really big in Heaven in the old
days. Saying he'll grow up to be a demon just because his dad _became_ one
is like saying a mouse with its tail cut off will give birth to tailless mice. No.
Upbringing is everything. Take it from me.”
Terry Pratchett,
Good Omens: The Nice and Accurate Prophecies of Agnes Nutter, Witch

Source: JSTOR, 2019
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In the first unit, we explored how security and technology are interdependent variables.
This Study Unit examines the meaning of technology and its relationship between
criminals and terrorists. This Study Unit also assesses the use of technology by police and
other security agencies in Asia.
A crime is committed every single second, argues Antonio L Rappa, in late modernity.
According to the FBI in the US in 2015 alone, “A violent crime was committed every 26.3
seconds. A murder occurred every 33.5 minutes, a rape every 4.2 minutes, a robbery every
1.6 minutes, and an aggravated assault every 41.3 seconds. A property crime offence was
committed every 3.9 seconds. A burglary offence occurred every 20.0 seconds, a larcenytheft every 5.5 seconds, and a motor vehicle theft every 44.6 seconds.” (FBI, 2016)
What constitutes a “crime”? Dukheim defined crime as “an act is criminal when it offends
strong and well-defined goals of the collective.” (Schmaus, 1994) Broadly, while sociology
as noted in the definition by Durkheim attributes crime due to poor socialisation in
society, psychologists draw attributions to crime mainly due to biological and pathological
criminogenic behaviours. “Criminogenic behaviours refer to characteristic cognitive
styles or belief systems that tend to precede criminal activities and other forms of antisocial
behaviour.” (Zeigler-Hill et al., 2017) Antonio Rappa explains that crime is dependent on
the legal and political system and interpretation in the given territory or state. This means
that one may have a system in place but it is the interpretation of the laws and regulations
in the system that is important. For example, a person who throws a bomb at the Yemeni
consulate in a democratic state may be interpreted as a criminal. However, in some African
states, the tribal enemies of Yemen would interpret an attack on Yemeni diplomats or
embassies as an act of heroism. Whilst perceptions dominate the moral value ascribed to
an action, the legislative system of the country will determine if the action undertaken is
a crime.
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Source: JSTOR, 2019

In Amsterdam, one may consume marijuana, but in the United States, the possession and
consumption of marijuana is a criminal offence. A third example: “caning” in Malaysia is
considered barbaric by organisations such as Amnesty International and Human Right’s
Watch. In March 2011, it was revealed that over 30,000 people were caned in Malaysia.
In Singapore, caning is also meted out for criminals. But women and older persons are
not caned. So why are there gender and age discrepancies? And why did Singapore
and Malaysia continue to keep these outdated colonial laws in place? How does caning
make a society more civilised? These questions have no correct or wrong answers. But
they point towards the importance of the subjectivity in the interpretation of laws in
states and territories. It is part of the human condition. Perceived moral justifications,
differences in opinion of the use of medical marijuana or even the practice of judicial
corporal punishment are a result of interpretations of ideals that a society sees value in
preserving.
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The problem of the human condition is that crime exists because of both sides of the
nature and nurture debates. Technology presents opportunities to modify and moderate
human behaviour according to Antonio L Rappa. The presence of the quantified self
and the Internet of things has meant that now than ever before, digital technology is
concomitantly creating unprecedented opportunities to encourage, enable and empower
more sustainable behaviours. (Johnson, 2013) It promises to change aspects of behaviour
that years of education, public education programme and parenting were not able to do.
The pace is unprecedented and the potential for it to in turn impact behaviour once again
is equally unprecedented as well.

Watch

This streaming video requires Internet connection. Access it via Wi-Fi
to avoid incurring data charges on your personal mobile plan.
Click here to watch the video. i

i

https://d2jifwt31jjehd.cloudfront.net/SEC337/others/SEC337_SEC337%20Interview
%20Video.mp4
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Chapter 1: Nature vs Nurture
What shapes us - Nature or Nurture? The debates between the two have gone on since
the time of Aristotle. Antonio Rappa argues that there is a need to understand that
the meaning of the human condition itself does not suggest an essentialist quality to
the phrase, “human condition”. It is for want of a better label, Rappa says, that it is a
pity that being human is nothing less than conditional. The dilemma of Locke versus
Hobbes resurfaces. This debate stems from the tug-of-war between hereditary and genetic
predispositions with that of the environment that ultimately shapes an individual. The
debate albeit still ongoing, continues to touch and influence many facets of life including
policy especially in the field of education, migration and even security. Furthermore, it
will be the parameters of human nature that will ultimately help influence the parameters
within which societies function and are governed.

Source: JSTOR, 2019
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1.1 Nature
Are men and women born good or evil? This presumes that there is an essentialist quality
to crime and that some people are by nature predisposed to criminal activities. Many
assume, however, that the manner in which an individual responds to this age-old debate
will have an impact in the manner in which legislation is framed.
Amongst those that disagree with the view that people are by nature predisposed to criminal
activities is Antonio Rappa who believes that such essentialism or reductionism is harmful
and misguided (Rappa, 1997; Rappa, 2002; Rappa, 2004; Rappa & Wee, 2006; Rappa,
2011; Rappa, 2012, unpublished manuscript). The place of technology in late modernity
suggests that it prevails in terms of terrorising the human condition. This was argued
by one of Rappa’s teachers, Majid Tehranian, the Harvard-trained political scientist
and government communications’ scholar. Tehranian’s work titled Technologies of Terror
exemplifies how certain belief-systems that are steeped in cultural violence tend towards
an afflictive level of disorder. People who believe in the Bell Curve debacles and the
erroneous methods used by Herrnstein and Murray tend to support the essentialist view
of the human condition. Rappa explains that the essentialist view is dangerous because
it means we judge a book by its cover: essentialism is dangerous, according to Rappa,
because someone who is judged by the way he or she looks not only brings harm to the
individual, it also bears harm on society as a whole. Essentialisms and reductionism, says
Rappa, lead to false stereotype casting (Rappa, 2002). Criminal behaviour is therefore not
related to the nature model proponents who believe that if your father was a crook, you
will be a crook.
The Italian school of criminology is one such paradigm that believes that some people are
born as naturally predisposed to crime and that criminal tendencies are in the genes. This
school was founded at the end of the 19th century by Cesare Lombroso (1835–1909) and
two of his Italian disciples, Enrico Ferri (1856–1929) and Raffaele Garofalo (1851–1934).
The central idea of Lombroso's work came to him as he autopsied the body of a notorious
Italian criminal named Giuseppe Villela. As he contemplated Villela's skull, he noted
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that certain characteristics of it (specifically, a depression on the occiput that he named
the median occipital fossa) reminded him of the skulls of "inferior races" and "the lower
types of apes, rodents, and birds". The term Lombroso used to describe the appearance of
organisms resembling ancestral (prehuman) forms of life is atavism.

Source: JSTOR, 2019

Born criminals were thus viewed by Lombroso in his earliest writings as a form of human
sub-species (in his later writings he came to view them less as evolutionary throwbacks
and more in terms of arrested development and degeneracy). Lombroso believed that
atavism could be identified by a number of measurable physical stigmata, which included
protruding jaw, drooping eyes, large ears, twisted and flattish nose, long arms relative
to the lower limbs, sloping shoulders, and a coccyx that resembled "the stump of a
tail." The concept of atavism was glaringly wrong, but like so many others of his time,
Lombroso sought to understand behavioural phenomena with reference to the principles
of evolution as they were understood at the time. If humankind was just at one end of
the continuum of animal life, it made sense to many people that criminals — who acted
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"beastly" and who lacked reasoned conscience — were biologically inferior beings. Thus
understood, atavism became a popular concept, used for instance by the novelist Emile
Zola in the Rougon-Macquart.
In addition to the "atavistic born criminal", Lombroso identified two other types:
the "insane criminal", and the "criminaloid". Although insane criminals bore some
stigmata, they were not "born criminals"; rather, they become criminal as a result "of
an alteration of the brain, which completely upsets their moral nature." Among the
ranks of "insane criminals" were alcoholics, kleptomaniacs, nymphomaniacs, and child
molesters. "Criminaloids" had none of the physical peculiarities of the "born" or "insane
criminal", became involved in crime later in life, and tended to commit less serious
crimes. "Criminaloids" were further categorised as "habitual criminals", who become so
by contact with other criminals, the abuse of alcohol, or other "distressing circumstances."
This category included "juridical criminals", who fall afoul of the law by accident; and the
"criminal by passion", hot-headed and impulsive persons who commit violent acts when
provoked.
Central to this was the notion of biological determinism wherein all human behaviour
is innate. The two other instrumental figures in the criminology continue to have a
lasting impact on the manner through which the ideas surrounding the debates on
nature and nurture are determined. Ferri, for instance, was particularly instrumental in
the conceptual formation of social defence, which was based principally on assumptions
of biological positivism. His seminal work on social defence reinforced ideas where the
purpose or punishment of criminals would serve to incapacitate the individual in so far
as they do not pose a security threat to society at large. Ferri did make exceptions to
this. He noted that efforts to use a more pastoral approach were dependent on nature of
the criminal and were possible if the person was not a career criminal. In this instance,
rehabilitation and reintegration were possible.
Garofalo on the other hand had been known for the conceptual notion of natural crime
that he had propounded. This was “based fundamentally on the idea that for scientific
purposes, the concept of crime cannot be accepted as a legal category since the factors
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which produce the legal definitions of crime are contingent and capricious and display no
consistent, unifying principle.” (Allen, 1955) Natural crimes are evil in themselves (mala
in se), whereas other kinds of crimes (mala prohibita) are wrong only because they have
been defined as such by the law. Punishment should fit the criminal and not the crime. For
Garofalo, however, the only question to be considered at sentencing was the danger the
offender posed to society, which was to be judged by an offender's "peculiarities." (Walsh
& Ellis, 2006) He developed four categories of criminals, each meriting different forms of
punishment: "extreme", "impulsive", "professional", and "endemic". (Walsh & Ellis, 2006)
Extreme criminals were to be dealt with quickly as their presence impacts the safety and
security of the community. The impulsive criminal was one who had the tendency to
function on impulse due to external factors such as alcoholism or internal factors such
as mental instability. Professional criminals were ones who calculated their actions and
consequences and finally, endemic criminals in turn could be controlled if there were
amendments to the law or if pervasive crime in geographic areas could be dealt with
swiftly.

1.2 Nurture
On the other end of the nature and nurture spectrum is that of the role played by nature.
This presumes that society determines the outcome of criminal behaviour and that young
children, for example, who are placed in a social milieu of criminal activities will become
criminals themselves. For example, in an old Palavian myth, the Kingdom of Shan was
founded in the second century B.C. by a Brahmin prince named Amakashivalakshimi who
created a communal place for brigands. Over time, this place became ghettoised and hence
became a self-fulfilling prophecy.
The proponents of the nurture model believe that whether your father was a crook or not
does not matter because it is up to society. Society will determine whether you are a crook
or a good citizen.
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Aside from the Italian school of criminology that was mentioned earlier, the other schools
of thought in criminology believe in nurture as a cause of crime, criminal tendencies and
criminal activity.
The Classical School, which developed in the mid-17th century, was based on utilitarian
philosophy. Cesare Beccaria, author of On Crimes and Punishments (1763–64), Jeremy
Bentham, inventor of the Panopticon, and other classical school philosophers argued that
1.

People have free will to choose how to act.

2.

Deterrence is based upon the notion of the human being as a ‘hedonist’ who
seeks pleasure and avoids pain, and a ‘rational calculator’ weighing up the costs
and benefits of the consequences of each action. Thus, it ignores the possibility
of irrationality and unconscious drives as motivational factors.

3.

Punishment (of sufficient severity) can deter people from crime, as the costs
(penalties) outweigh benefits, and that severity of punishment should be
proportionate to the crime.

4.

The more swift and certain the punishment, the more effective it is in deterring
criminal behaviour.

1.2.1 Positivist School
The Positivist school presumes that criminal behaviour is caused by internal and external
factors outside of the individual's control. The scientific method was introduced and
applied to study human behaviour. Positivism can be broken up into three segments that
include biological, psychological and social positivism.
Lombroso's Italian school was rivalled, in France, by Alexandre Lacassagne and his
school of thought, based in Lyon and influential from 1885 to 1914. The Lacassagne
School rejected Lombroso's theory of "criminal type" and of "born criminals", and
strained the importance of social factors. However, contrary to criminological tendencies
influenced by Durkheim's social determinism, it did not reject biological factors. Indeed,
Lacassagne created an original synthesis of both tendencies, influenced by positivism,
phrenology and hygienism, which alleged a direct influence of the social environment
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on the brain and compared the social itself to a brain, upholding an organicist position.
Furthermore, Lacassagne criticised the lack of efficiency of prison, insisted on social
responsibilities towards crime and on political voluntarism as a solution to crime, and thus
advocated harsh penalties for those criminals thought to be unredeemable ("recidivists"),
for example, by supporting the 1895 law on penal colonies or opposing the abolition of
the death penalty in 1906.
Sociological positivism postulates that societal factors such as poverty, membership of
subcultures, or low levels of education can predispose people to crime. Adolphe Quetelet
made use of data and statistical analysis to gain insight into relationship between crime
and sociological factors. He found that age, gender, poverty, education, and alcohol
consumption were important factors related to crime. Rawson W. Rawson utilised crime
statistics to suggest a link between population density and crime rates, with crowded
cities creating an environment conducive for crime. Joseph Fletcher and John Glyde also
presented papers to the Statistical Society of London on their studies of crime and its
distribution. Henry Mayhew used empirical methods and an ethnographic approach to
address social questions and poverty, and presented his studies in London Labour and
the London Poor. Émile Durkheim viewed crime as an inevitable aspect of society, with
uneven distribution of wealth and other differences among people.

1.2.2 The Chicago School
The Chicago School arose in the early twentieth century, through the work of Robert
E. Park, Ernest Burgess, and other urban sociologists at the University of Chicago. In
the 1920s, Park and Burgess identified five concentric zones that often exist as cities
grow, including the "zone in transition" which was identified as most volatile and
subject to disorder. In the 1940s, Henry McKay and Clifford R. Shaw focused on juvenile
delinquents, finding that they were concentrated in the zone of transition.
Chicago School sociologists adopted a social ecology approach to studying cities, and
postulated that urban neighbourhoods with high levels of poverty often experience
breakdown in the social structure and institutions such as family and schools. This
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results in social disorganisation, which reduces the ability of these institutions to control
behaviour and creates an environment ripe for deviant behaviour.

1.3 Criminals and Terrorists Compared

“A criminal is not necessarily a terrorist. A terrorist is necessarily a criminal” argues
Antonio L Rappa in a recent interview. This is simply because terrorism is a type (subset)
of crime, and not the other way around. This makes terrorists a specific type of criminal.
The reader should note that while deviance and crime are overlapping sets, this is not the
case for terrorism and crime; terrorism is strictly a subset within crime. In other words,
there may be some deviant behaviours which are not criminal in nature and some criminal
behaviours which are not deviant in nature (i.e. even though some are classified as crimes,
such as flying kites and radio-controlled aeroplanes at no-fly zones in Singapore. Whilst
this has been criminalised, terrorism, however, is considered strictly a crime, in that there
are no acts of terrorism, which are not considered as crimes. All terrorist activities are
criminal and liable to prosecution.
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Figure 2.1
source: “Venn diagram of crime, deviance and terrorism”. Yasser
Mattar, 2011

According to terrorism scholar Bruce Hoffman:
"It is not only individual agencies within the same governmental apparatus that cannot
agree on a single definition of terrorism. Experts and other long-established scholars
in the field are equally incapable of reaching a consensus. In the first edition of his
magisterial survey, “Political terrorism: A Research Guide,” Alex Schmid devoted more
than a hundred pages to examining more than a hundred different definitions of terrorism
in an effort to discover a broadly acceptable, reasonably comprehensive explication of the
word. Four years and a second edition later, Schimd was no closer to the goal of his quest,
conceding in the first sentence of the revised volume that the “search for an adequate
definition is still on”. Walter Laqueur despaired of defining terrorism in both editions of
his monumental work on the subject, maintaining that it is neither possible to do so nor
worthwhile to make the attempt."
Nonetheless, Hoffman himself believes it is possible to identify some key characteristics
of terrorism. He proposes that:
By distinguishing terrorists from other types of criminals and terrorism from other forms
of crime, we come to appreciate that terrorism is:
• ineluctably political in aims and motives

SU2-15

SEC337

Technology, Policing and Intelligence

• violence or threats of violence
• designed to have far-reaching psychological repercussions beyond the immediate
victim or target
• conducted by an organisation with an identifiable chain of command or
conspiratorial cell structure (whose members wear no uniform or identifying
insignia) and
• perpetrated by a subnational group or non-state entity.
In early 1975, the Law Enforcement Assistant Administration in the United States formed
the National Advisory Committee on Criminal Justice Standards and Goals. One of the
five volumes that the committee wrote was entitled Disorders and Terrorism, produced by
the Task Force on Disorders and Terrorism under the direction of H.H.A. Cooper, Director
of the Task Force staff. The Task Force classified terrorism into six categories as follows.
1.

Civil disorder – A form of collective violence interfering with the peace, security,
and normal functioning of the community.

2.

Political terrorism – Violent criminal behaviour designed primarily to generate
fear in the community, or substantial segment of it, for political purposes.

3.

Non-Political terrorism – Terrorism that is not aimed at political purposes but
which exhibits “conscious design to create and maintain a high degree of fear
for coercive purposes, but the end is individual or collective gain rather than the
achievement of a political objective.”

4.

Quasi-terrorism – The activities incidental to the commission of crimes of
violence that are similar in form and method to genuine terrorism but which
nevertheless lack its essential ingredient. It is not the main purpose of the quasiterrorists to induce terror in the immediate victim as in the case of genuine
terrorism, but the quasi-terrorist uses the modalities and techniques of the
genuine terrorist and produces similar consequences and reaction. For example,
the fleeing felon who takes hostages is a quasi-terrorist, whose methods are
similar to those of the genuine terrorist but whose purposes are quite different.
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5.

Limited political terrorism – Genuine political terrorism is characterised by a
revolutionary approach; limited political terrorism refers to “acts of terrorism”
which are committed for ideological or political motives but which are not part
of a concerted campaign to capture control of the state.

6.

Official or state terrorism –“referring to nations whose rule is based upon fear
and oppression that reach similar to terrorism or such proportions.” It may also
be referred to as Structural Terrorism defined broadly as terrorist acts carried out
by governments in pursuit of political objectives, often as part of their foreign
policy.
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Figure 2.2 Löckinger’s Typological Tree of Terrorism
source: G. Löckinger, Terrorismus, Terrorismusabwehr, Terrorismusbekampfung.
Vienna: Ministry of Defence
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Lockinger organises the different forms of terrorism into four categories as listed above actors, means and methods, motives, and, finally, by geographic areas of operation. The
different forms of terrorism are further divided into sub-forms, which help in the manner
through which they in turn can be conceptualised.
Amongst the scholars that have impacted the study of the crime-terror nexus are Tamara
Makarenko and Louis Shelly. Makarenkos’ and Shelly’s work on the Crime–Terror
Continuum is based on the notion that crime and terrorism operate on a continuum. She
devotes her work on analysing the ideological and operational nature of the convergence.
She contends that a group or actor can move up and down the scale depending on
the environment in which a group or actor operates. Louise Shelly on the other hand
looks at the crime and terror through the lens of what she calls the Unholy Trinity Transnational Crime, Corruption, and Terrorism. Her exploration of areas and subthemes
that are complicit between and amongst each other present pertinent food for thought in
understanding Crime and Terrorism.
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Activity 2.1
There are numerous typologies of terrorism.
Discuss the Convergence of Crime and Terrorism through the following as listed by
the UN;
a.

Transactional, where there are operational linkages between the groups,
such as financing, procurement of arms and control of territory;

b.

Ideologies and aims, where the goals of the group are identified according
to their objectives;

c.

Relationship to and nature of the state, where the groups can be assessed
upon the degree to which they align with or distinguish themselves from the
state; and finally,

d.

Strategic use of violence, where the nature and use of violence can be used
to analyse the nature of the organised crime and terrorism nexus.
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Chapter 2: Technology, Intelligence and Security
Assessments
Intelligence refers to discrete or secret information with currency and relevance, and
the abstraction, evaluation, and understanding of such information for its accuracy and
value. Sometimes called "active data" or "active intelligence", intelligence typically regards
the current plans, decisions, and actions of people, as these may have urgency or may
otherwise be considered "valuable" from the point of view of the intelligence-gathering
entity. Active intelligence is treated as a constantly mutable component, or variable, within
a larger equation of understanding the secret, covert, or otherwise private "intelligence"
of an opponent, or competitor, to answer questions or obtain advance warning of events
and movements deemed to be important or otherwise relevant.
"Intel" is in contrast with "data", which typically refers to precise or particular information,
and "fact", which typically refers to verified information.
As used by intelligence agencies and related services, "intelligence" refers integrally
to both active data as well as the process and the result of gathering and analysing
such information, as these together form a cohesive network. In a sense, this usage of
"intelligence" at the national level may be somewhat associated with the concept of social
intelligence, albeit one, which is tied to, localised or nationalist tradition, politics, law, and
the enforcement thereof.

2.1 Types of Intelligence
The types of intelligence listed below are principally based on the various modes used
in the collection of intelligence. These reference the various means through which data
collection is made. Human Intelligence (HUMINT) is the collection of information from
people. Signals Intelligence (SIGINT) is the collection of electronic communications
information such as phone conversations or communications data. Measurement and
Signature Intelligence (MASINT) is information collected by sensors developed to record
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different characteristics of a target. Imagery Intelligence (IMINT) is information collected
from photographs and imagery. Open Source Intelligence (OSINT) is information that is
collected through channels and avenues that are available in the public domain. These
go beyond that of the cyber and social media domain and include that of any and all
means of open and available data. Surveillance is the activity of watching and following
a target. Cyber Intelligence refers to the collection of information derived through ‘cyber’
intrusions, (i.e. computer hacking).
The following are 10 different types of Intelligence that can be gathered.
Table 2.1 Types Of Intelligence

1

HUMINT'
(Human Intelligence)

Gathered from a person on the ground. Through
the means of:
a.

Espionage

b.

Friendly accredited diplomats

c.

Military attaches

d.

Non-governmental organisations
(NGOs)

e.

Patrolling (Military police, patrols, etc.)

f.

Prisoners of war (POWs) or detainees

g.

Refugees

h.

Strategic reconnaissance, as by Special
Forces

i.

Traveller debriefing (e.g. CIA Domestic
Contact Service)

2

GEOINT
(Geospatial Intelligence)

3

MASINT

Gathered from satellite, aerial photography,
mapping/terrain data. Most often using the
method of IMINT (Imagery Intelligence).
Gathered from a host of alternative platforms:
a.

Electro-optical MASINT
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(Measurement

and

i.

Signature Intelligence)

Airborne Electro-Optical
Missile Tracking MASINT

ii.
b.

Tactical Countermortar Sensors

Infrared MASINT
i.

Optical Measurement of
Nuclear Explosions

c.

LASER MASINT
i.

Spectroscopic MASINT

ii.

Hyperspectral Imagery
MASINT

iii.

Space-based Staring Infrared
Sensors

d.

Nuclear MASINT
i.

Radiation survey and
dosimetry

ii.

Space-based Nuclear Energy
Detection

iii.

Effects of Ionising Radiation on
materials

e.

Geophysical MASINT
i.

Weather and Sea Intelligence
MASINT

ii.

Acoustic MASINT (also known
as ACOUSTINT or ACINT Acoustic phenomena)

f.
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Seismic MASINT

iv.

Magnetic MASINT

v.

Gravitimetric MASINT

Radar MASINT
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i.

Line-of-Sight Radar MASINT

ii.

Synthetic aperture radar (SAR)
and Inverse Synthetic Aperture
Radar (ISAR)

iii.

Non-Cooperative Target
Recognition

4

OSINT
(Open

iv.

Multistatic Radar MASINT

v.

Passive Covert Radar

g.

Materials MASINT

h.

Chemical Materials MASINT

i.

Biological Materials MASINT

a.

Nuclear test analysis

b.

Radiofrequency MASINT

c.

Frequency Domain MASINT

d.

Electromagnetic Pulse MASINT

e.

Unintentional Radiation MASINT

Gathered from open sources. Can be further
Source

Intelligence)

segmented by source type; Internet/General,
Scientific/Technical and various HUMINT
specialties (e.g. trade shows, association meetings,
interviews, etc.).

5

SIGINT

Gathered from interception of signals.

(Signals Intelligence)
6

COMINT
(Communications
Intelligence)

Gathered from the communications of
individuals. These include communication across
a variety of platforms including but not limited
to telephone conversations, text messages and
various types of online interactions.
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7

ELINT
(Electronic Intelligence)

Gathered from non-communications electronic
emission. These often include that of FISINT—
Foreign Instrumentation Signals Intelligence and
TELINT—Telemetry Intelligence: the collection
and analysis of telemetry data from the target's
missile or sometimes from aircraft tests.

8

TECHINT
(Technical Intelligence)

9

MEDINT
(Medical Intelligence)

Gathered from analysis of weapons and
equipment used by the armed forces of foreign
nations, or environmental conditions.
Gathered from analysis of medical records and/
or actual physiological examinations to determine
health and/or particular ailments/allergenic
conditions for exploitation.

10

FININT

Gathered from analysis of monetary transactions.

(Financial Intelligence)

2.2 Intelligence Cycle and Security Assessment
Intelligence as used here, when done properly, serves a function for organisations similar
to that which intelligence (trait) serves for individual humans and animals. Intelligence
collection is often controversial and seen as a threat to privacy. It additionally highlights
the dominant challenge between the ideas of safety and security.
Intelligence is essential for government policy formation and operations and while usually
associated with warfare, intelligence can also be used to preserve peace. The wrongful and
inappropriate collection and use of intelligence sparks fears and discussions of impact on
existing privacy laws of the state.
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Figure 2.3 Intelligence Cycle

The intelligence cycle above is a means through which methods of collective dovetail
within. At its crux, threat assessments are an in-depth, analytical analysis of existing
or future threats. Threat Assessments are centred on the threat, risk and vulnerability
assessment that are undertaken. Effective threat assessments help provide a level of
protective intelligence to both strategic level where policy decision decisions are made
and to the front line where active work is done to protect frontlines of defence of a state.
Do the objectives of the Intelligence Cycle change with businesses or the private sector?

When conducted by the private sector, it is important to consider the difference in the goals
of security and safety. “Whereas government institutions are committed to the safety and
security of citizens at virtually any cost, the core objectives of businesses revolve around
profit. Security for personnel, assets, or the enterprise must be balanced against costs and
revenue goals.” (Davydoff, 2017)
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Activity 2.2
Discussion
Technology used in intelligence work can also and often does backfire. This is
because criminals and terrorists often gain access to the same technology used by the
intelligence community.
Why is this the case?

SU2-27

SEC337

Technology, Policing and Intelligence

Summary
Most scholars seem to think that the human criminal condition is born out of nature as
well as nurture. As we earlier read and discovered, Antonio Rappa reminded us that there
is an urgent need to view the human-security condition as non-essentialist. “Our humansecurity condition”, for want of a better label Rappa says, “is contingent by nature. It
seems a pity that being human is nothing less than conditional on the prospect of its own
purpose.”
While scholars often shy away from “to take sides” in discussions over security and
technology and the shifting role that law enforcement and security agencies play, in part
due to the unbridled challenges that most of these discussions often surface, the growing
focus of the role of technology and the impact on the policing and intelligence collection
has become more pronounced in recent times. Management of these challenges whilst
ensuring that the parameters of safety and security are adhered to has meant that states
have been forced to relook existing legislation on the use of technology and its impact
on intelligence and policing. The only way forward will be a consistent updating of
legislation to ensure that security legislation will keep up with the shifts in new tactics,
trends and available platforms that criminals are able to tap on to evade enforcement and
intelligence agencies.

Lesson Recording
Technology, Police and Security Agencies in Asia (and the Pacific)
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Additional Resources
Sharon Pickering, Jude McCulloch, David Wright-Neville, Counter Terrorism
Policing: Community, Cohesion and Security, (Springer 2008).
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Formative Assessment
1.

According to Antonio L Rappa, security technology provides an opportunity to
_________ human behaviour.
a. change terrorists training camps in Singapore.
b. energise
c. modify
d. mutilate

2.

Fighting crime in modern democracies is dependent on the legal and political system
and not so much of the verbal or spoken tribal conditions. Identify the statement that
ACCURATELY explains this.
a. A system that values the law over the oral tradition.
b. A tribal system in place that values the oral tradition over the legal one.
c. One may have a system in place but the flexibility of the system is important
d. An interpretive modern legal system in a democracy is less important than the
village tribal process.

3.

Identify a statement that explains the nurture model.
a. The society does not determine the future of a person.
b. The parents’ criminality determines that the children will become crooks.
c. The person born to a family of criminals will end up getting into trouble with
the law.
d. The person born to a family of criminals can lead a socially responsible lifestyle.

4.

Identify a statement that ACCURATELY explains the essentialist view of security.
a. Judging a criminal by his face saves time and energy.
b. Judging a criminal by his past technical record leads to greater productivity.
c. Judging a criminal by the law is the least unfair means of prosecution.
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d. Judging a criminal by using a technologically advanced method such as
webcams is superior than in person (or face-to-face).
5.

Lombroso believed that atavism could be identified by looking at the _______ of
criminals.
a. values
b. lifestyle
c. appearance
d. attitude

6.

Ferri’s concept of ‘social defense’ promotes __________
a. punishment based on features of criminals.
b. rehabilitation of criminals.
c. punishment that deters criminals.
d. punishment that incapacitates criminals for as long as possible.

7.

According to Garofalo, crime should be anchored in human nature. Provide as
accurate as possible a description of this belief from the choices below.
a. A given act would be considered a crime if it were universally condemned
b. A given act should be criminalised based on petty legislation
c. Deducing the negative impact of the action on a particular society should
criminalise a given act.
d. A given act should be measured based on the intention of criminals.

8.

In Security Studies, the classical school of thought has long valued that _____________
EXCEPT
a. punishment should be swift and painless.
b. punishment should deter people from acceptable behaviour.
c. criminals are free to choose their punishment.
d. Criminals are forced to perform certain acts within their own free will.
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According to Quetelet, the following factors affect crime EXCEPT _________
a. Education
b. Alcohol consumption
c. Gender
d. Marital status

10. Terrorism’s six classifications may be analysed along the following lines:
a. The problematic of civil disorder, the dangers of political terrorism, religious
terrorism, semi-terrorism, or quasi-terrorism, and the most dangerous of all,
state terrorism.
b. Analyses of environmental works, carnage during war, the study of financial
terrorists in the Sudan, aviation terrorism, maritime terrorism, and serpentine
terrorism in Southeast Asia.
c. Mental disorders, political terrorism, non-political terrorism, quasi-terrrorism,
limited political terrorism, official terrorism.
d. Civil disorder, martial terrorism, non-political terrorism, quasi-terrrorism,
limited political terrorism, official terrorism.
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Solutions or Suggested Answers
Formative Assessment
1.

According to Antonio L Rappa, security technology provides an opportunity to
_________ human behaviour.
a.

change terrorists training camps in Singapore.
Incorrect. There are none of these camps in Singapore. Also, refer to study
unit 2.

b.

energise
Incorrect. Technology provides a means to invigorate human behaviour but
there is a better option here if you read carefully. Refer to study unit 2.

c.

modify
Correct. Technology provides an opportunity to change human behaviour
through behaviour modification such as stem cell research and cloning of
criminals by transnational criminal syndicates. Refer to study unit 2.

d.

mutilate
Incorrect. Technology can also be used for good. Refer to study unit 2.

2.

Fighting crime in modern democracies is dependent on the legal and political system
and not so much of the verbal or spoken tribal conditions. Identify the statement that
ACCURATELY explains this.
a.

A system that values the law over the oral tradition.
Correct. One may have a system in place but the interpretation of the laws
that is important. Refer to study unit 2.

b.

A tribal system in place that values the oral tradition over the legal one.
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Incorrect. This is because a tribal system is not a modern democracy. Refer
to study unit 2.
c.

One may have a system in place but the flexibility of the system is important
Incorrect. The flexibility of the system is not as important when compared to
the importance of interpreting the law. Refer to study unit 2.

d.

An interpretive modern legal system in a democracy is less important than
the village tribal process.
Incorrect. There are no village tribal processes in modern democracies. Refer
to study unit 2.

3.

Identify a statement that explains the nurture model.
a.

The society does not determine the future of a person.
Incorrect. Society can nurture a person to become a good citizen. Refer to
study unit 2.

b.

The parents’ criminality determines that the children will become crooks.
Incorrect. The parents’ criminality not necessarily determines the children’s
future. The nurture of the children plays a significant role in changing their
lifestyle. Refer to study unit 2.

c.

The person born to a family of criminals will end up getting into trouble with
the law.
Incorrect. The person born to a family of criminals can avoid trouble with the
law if he was given nurtured to do so. Refer to study unit 2.

d.

The person born to a family of criminals can lead a socially responsible
lifestyle.
Correct. The nurture model argues that society can guide a person despite
the person’s criminal family background. Refer to study unit 2.

4.

Identify a statement that ACCURATELY explains the essentialist view of security.
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a.

Judging a criminal by his face saves time and energy.
Incorrect. This is inaccurate. It brings more harm than good. Refer to study
unit 2.

b.

Judging a criminal by his past technical record leads to greater productivity.
Incorrect. This phrase is a false one and it does not lead to greater
productivity. Refer to study unit 2.

c.

Judging a criminal by the law is the least unfair means of prosecution.
Correct. This is because the law is the lowest common denominator for
organizing society in a systematic and fair manner. Refer to study unit 2.

d.

Judging a criminal by using a technologically advanced method such as
webcams is superior than in person (or face-to-face).
Incorrect. This is untrue and webcams have not been proven to be
technologically superior to face-to-face judgements. Refer to study unit 2.

5.

Lombroso believed that atavism could be identified by looking at the _______ of
criminals.
a.

values
Incorrect. According to Lombroso, values of a person do not determine the
criminogenic tendency of that person. Refer to study unit 2.

b.

lifestyle
Incorrect. According to Lombroso, lifestyle of a person does not determine
the criminogenic tendency of that person. Refer to study unit 2.

c.

appearance
Correct. The physical stigmata such as protruding jaw used to identify
criminals. Refer to study unit 2.

d.

attitude
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Incorrect. According to Lombroso, the attitude of a person does not
determine the criminogenic tendency of that person. Refer to study unit 2.
6.

Ferri’s concept of ‘social defense’ promotes __________
a.

punishment based on features of criminals.
Incorrect. According to Ferri, punishment is not based on features of
criminals but rather more on long-term incapacitation or inprisonment. Refer
to study unit 2.

b.

rehabilitation of criminals.
Incorrect. According to Ferri, punishment is not rehabilitation of criminals. It
aims for long-term incapacitation rather than short term ones. Refer to study
unit 2.

c.

punishment that deters criminals.
Incorrect. According to Ferri, punishment should include long-term
incapacitation as short terms in prison do not effectively deter criminals.
Refer to study unit 2.

d.

punishment that incapacitates criminals for as long as possible.
Correct. This is because Ferri argues in the discussion in study unit 2
as well as elsewhere that long-term imprisonment tends to correct and
modify behaviour in a manner that is socially more acceptable than shortterm remands.

7.

According to Garofalo, crime should be anchored in human nature. Provide as
accurate as possible a description of this belief from the choices below.
a.

A given act would be considered a crime if it were universally condemned
Correct. Garofalo opined that such universally accepted norms make for
legitimate criminalization of specific acts that everyone can agree are
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heinous and unacceptable as part of social and political life. Refer to study
unit 2.
b.

A given act should be criminalised based on petty legislation
Incorrect. Garofalo opined that criminal behaviours should be acts that are
against the community norm and universally accepted. There is not such
thing as petty legislation. Refer to study unit 2.

c.

Deducing the negative impact of the action on a particular society should
criminalise a given act.
Incorrect. Garofalo opined that criminal behaviours should be classified
based on universally accepted norm rather than just any given act that would
bring a negative outcome to a particular society. Refer to study unit 2.

d.

A given act should be measured based on the intention of criminals.
Incorrect. Garofalo opined that criminal behaviours should be classified
according to a universally accepted norm rather than individualised, based
on the intention of the criminals. Refer to study unit 2.

8.

In Security Studies, the classical school of thought has long valued that _____________
EXCEPT
a.

punishment should be swift and painless.
Incorrect. Punishment should be given in a swift manner to prevent repeated
offending behaviour. Refer to study unit 2.

b.

punishment should deter people from acceptable behaviour.
Incorrect. The objective of punishment is to deter from further offending
behaviour. Refer to study unit 2.

c.

criminals are free to choose their punishment.
Correct. The classical school of thought does not believe in criminals
having the freedom to choose their own punishment because the
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punishment should fit the crime regardless of what the criminal thinks
should be his or her punishment. Also, refer to study unit 2.
d.

Criminals are forced to perform certain acts within their own free will.
Incorrect. The classical school of thought argues that criminals are forced to
perform certain acts not out of their own free will. Refer to study unit 2.

9.

According to Quetelet, the following factors affect crime EXCEPT _________
a.

Education
Incorrect. Education is a significant factor because for the most part, the
higher the education, the less heinous the crime. Refer to study unit 2.

b.

Alcohol consumption
Incorrect. Alcohol consumption is a significant factor because people found
to have consumed alcohol were more likely to have committed a crime
because of lower inhibitions than people who had not. Refer to study unit 2.

c.

Gender
Incorrect. Gender is a significant factor as men are most likely to cause
heinous crimes than women although this is not perfectly true in all cases.
Refer to study unit 2.

d.

Marital status
Correct. Marital status is not a significant factor as there appears to be
no correlatin between marriage and crime. This is not to say that married
people are unlikely or more likely to commit crimes. All this answer/choice
is arguing is that there is no causal relationship between marital status and
crime. Refer to study unit 2.

10. Terrorism’s six classifications may be analysed along the following lines:
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a.

The problematic of civil disorder, the dangers of political terrorism, religious
terrorism, semi-terrorism, or quasi-terrorism, and the most dangerous of all,
state terrorism.
Correct. This is the right evaluation as the various classifications here have
significant evidence in modern politics. Refer to study unit 2.

b.

Analyses of environmental works, carnage during war, the study of
financial terrorists in the Sudan, aviation terrorism, maritime terrorism, and
serpentine terrorism in Southeast Asia.
Incorrect. There is no such thing as serpentine terrorism. Refer to study unit 2.

c.

Mental disorders, political terrorism, non-political terrorism, quasiterrrorism, limited political terrorism, official terrorism.
Incorrect. Mental disorders is not one of the 6 categories. State terrorism is
the term that is now generally preferred to official terrorism. Refer to study
unit 2.

d.

Civil disorder, martial terrorism, non-political terrorism, quasi-terrrorism,
limited political terrorism, official terrorism.
Incorrect. Martial disorder is not part of the 6 categories. It should be political
terrorism instead. Refer to study unit 2.
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Learning Outcomes
Knowledge & Understanding (Theory Component)
By the end of this course, you should be able to
1.

Develop the relationship between technology, criminals and terrorists.

2.

Appraise models of security technology.

3.

Evaluate differences between criminals and terrorists.

4.

Assess technology, police and security agencies in Asia.

5.

Debate the use of technology in state enforcement.

6.

Compare security technology in Southeast Asia.

7.

Distinguish "first generation" and "new generation" security technology.

8.

Debate the idea of social media and its impact on security.

9.

Evaluate energy, environment, health and food security technology.

10.

Compare terrorist financing, cyberspace and cybercrime.

Key Skills (Practical Component)
By the end of this course, you should be able to:
11.

Contrast the state, criminals and technology.

12.

Apply security studies concepts to seminar discussions.

13.

Interpret work-based problems with concepts in security studies.

14.

Demonstrate competence in academic writing (political science).
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Overview
The Fourth Industrial Revolution has the potential to empower individuals
and communities, as it creates new opportunities for economic, social, and
personal development. But it also could lead to the marginalization of some
groups, exacerbate inequality, create new security risks, and undermine
human relationships.
Klaus Schwab

Source: JSTOR, 2018

We saw earlier that security and technology are interdependent variables. This
Study Unit examines the relationship between legislation, enforcement, as well
as security technology in Southeast Asia. In this Study Unit, we have leveraged
on the dominant assumption that technology systems and platforms are a
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“given” in today’s day and age; furthermore, the notion that technology will
continue to serve the master that pays for it. The assumption therein is that
the highest bidder controls the use of technology. Present realities, with the
dropping cost of technology however, have resulted in the questioning of these
governing norms. The dropping cost of technology in turn will continue to
open doors for explorative avenues wherein attempts are made across sectors
to navigate the complex terrain of technology. The ability for technology to
open the doors and push the envelope vis-à-vis security and privacy amongst
others will remain a dominant challenge.
This Study Unit also invites students to consider different variations of
models of security technology and the impact that it in turn shares with
legislation. At the end of this Study Unit, students should be able to discuss the
relationship between technology, criminals and terrorists. Students should also
be able to appraise models of security technology. The links between security,
technology, crime and terrorism are akin to a spider web of intersecting and
interlocking attachments, relationships, and hierarchies.
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Chapter 1: Terrorist Legislation
Amongst the primary avenues for countering the threat of terrorism, is the use of
terrorism legislation as a tool to actively mitigate the threat of terrorism. Terrorism
legislation remains an important vanguard for states in the fight against terrorism.
Terrorism legislation certainly differs from state to state and this is the same with the
rest of the ASEAN region. A better understanding of the legislative impetus for decisions
undertaken is important. As the Southeast Asian region continues to make the necessary
revisions to existing terrorism legislation, it is important to consider the manner through
which legislation can act as a force for deterrence against the evolving threat of terrorism.
Most recently in 2017, Singapore revised its laws on terrorism legislation to include
the death penalty for acts of nuclear terrorism. The new law includes extra-territorial
jurisdiction. The revisions come as a result of the changing nature of the threat of
terrorism and shifts in capability and capacity of the groups both globally and within
the region. These include the explorations of the possibility of conducting a nuclear act
of terrorism. With the changing times, placing a legal framework in action remains a
foremost task to ensure that there is a level of adaptations as the legal frameworks expand
and evolve in view of present terrorism threat dynamics. The commitment of a fatal act of
terrorism using radioactive material or nuclear explosive devices will face the mandatory
death penalty “The legislation paves the way for Singapore’s ratification of the United
Nations’ (UN) International Convention for the Suppression of Acts of Nuclear Terrorism
(ICSANT)”.1
Over the last 2 decades, efforts have been made to strategically mitigate the threat of
terrorism at a regional level. These efforts have been made not only at the level of efforts
to improve the present legislation through an active review of the counter terrorism

1

Justin Ong, Singapore to enforce death penalty for nuclear terrorism acts, 8 May 2017,
Channel News Asia Online Edition, https://www.channelnewsasia.com/news/singapore/singaporeto-enforce-death-penalty-for-nuclear-terrorism-acts-8827782
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legislation, but additionally, expand the present legislative frameworks to enable the state
to be in a better position to embrace the legal challenges of the future.

Source: JSTOR, 2019

1.1 Anti-Terrorism / Counter-Terrorism Legislation
The terrorist legislation only emerged in Singapore after 9-11, which possibly indicates
the seriousness of the criminal element within terrorist networks. We recall that like
other scholars, Rappa has argued that all terrorists are criminals but not all criminals are
terrorists. For example, a shoplifter or a petty thief is usually not a terrorist. “Usually”
because their criminal act does not reveal anything more than what they have done at that
point in time. Perhaps more pertinent, is the dependence on the ability to criminalise acts
of terrorism. It is the criminal record that is more important. The criminal record reveals
more about the person.
While legislation is often seen to be an immutable part of the framework of a just system
of governance, Max Hill QC, the Independent Reviewer of Terrorism Legislation in
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reviewing the existing laws in Britain noted that “Britain cannot ‘legislate its way out
of’ the threat from returning Isis fighters and home-grown extremists.”2 He was of the
view that additional legislation has an inherent tendency to “ ‘aggravate’ conventional
crimes like murder and possessing an offensive weapon to hand would-be terrorists
longer sentences.”3

1.1.1 Definitional Debate and Legislation
The debates on the definition of terrorism impact the manner through which the
UN Security Council can come up with reasonable solutions. Under Security Council
resolution 1373 (2001), on matters of mutual legal assistance, the Security Council decides
that all States must afford one another the greatest measure of assistance. The purpose
of this provision is to encourage States, and thus their competent judicial authorities,
to interpret broadly, without worrying about technical issues, the scope of the mutual
assistance that can be given, even if it includes forms that are not expressly mentioned in
the resolution and the universal instruments against terrorism. In addition, the Council
calls upon all States to find ways of intensifying and accelerating the exchange of
operational information.
2 (e) of the resolution, notes that States shall ensure that any person who participates
in the financing, planning, preparation or perpetration of terrorist acts or in supporting
terrorist acts is brought to justice.56 Furthermore, the resolution prohibits granting safe
haven to perpetrators of terrorist acts (paragraph 2 (c)). In order to give full effect to
those provisions, States are to apply the extradite or prosecute (aut dedere aut judicare)
principle.

2

Lizzie

Dearden,

independent

Terror
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laws
of

should
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be

scrapped,

legislation,
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Independent,

Government's
19

August

2017, https://www.independent.co.uk/news/uk/home-news/terror-laws-uk-offences-abolish-max3

hill-interview-independent-reviewer-legislation-isis-attack-a7883836.html
Ibid
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1.1.2 Counter-Terrorism Legislation vs Anti-Terrorism Legislation
The nuanced dynamics of counter-terrorism legislation and anti-terrorism legislation have
added complexity to a nuanced understanding of the legal and operational differences
that exist on legislating against acts of terrorism.

Activity 3.1
Reflect
What are the differences between Anti-Terrorism Legislation and Counter-Terrorism
Legislation?

1.1.3 Human Rights and Counter Terrorism Legislation
In a recent assessment of Counter Terrorism Legislation in European Union Countries,
Amnesty International warned of a “deep and dangerous state of permanent
securitisation” that was sweeping across Europe. Amnesty International worked on the
publication of a comprehensive human rights analysis of counter-terrorism measures
across 14 EU member states. The report noted that “deluge of laws and amendments
passed with break-neck speed, is undermining fundamental freedoms and dismantling
hard-won human rights protections.”
Central to formulation of legislation is the need to keep human rights and international
security in view in the process of both the formulation of the legislation and execution.
For the United Nations, the Security Council has undertaken several counter-terrorism
actions against States through the use of sanctions.
Central to the discussion on the use of terrorism legislation is its assumed tendency to
infringe on human rights and privacy. Navigating the terrain between safety, security and
privacy has been on the rise in light of the increasing role of technology.
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1.1.4 Legislation and Technology
A fundamental question of the remit of managing crime and terrorism is the role of
technology and the manner through which legislation today is forced to chase new
world crime. Rand estimates that “The Federal Aviation Administration (FAA) Aerospace
Forecast estimates that there will be between 2.75 million and 4.47 million aircraft flown
by hobbyists and between 0.24 million and 1.62 million aircraft flown commercially by
2021.”4. The numbers in this case, provide a lens wherein legislation is forced to compete
with new challenges impacting Traffic Monitoring and Management of technology and
its impact on safety and security.

Activity 3.2
Reflect
Visit the Singapore Statutes Online website for a better appreciation for the legal
statutes.
Read report on Operation Classific: A Report on the Use of Terrorism Legislation. The
report focuses on the use of the UK terrorism legislation by the police in the course of
their criminal investigation.

1.2 Security in Southeast Asia
Security arrangements in Southeast Asia have sought for cooperation between ASEAN
members for mutual benefit. In this regard, the Five Power Defence Arrangements
(FPDA) is the prime security arrangement in Southeast Asia. They are a series of defence
relationships established by a series of bilateral agreements between the United Kingdom,

4

Kuhn, Kenneth, “Small Unmanned Aerial System Certification and Traffic Management Systems”.
Santa Monica, CA:RAND Corporation, 2017 https://www.rand.org/pubs/perspectives/PE269.html
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Australia, New Zealand, Malaysia and Singapore signed in 1971, whereby the five states
will consult each other in the event of external aggression or threat of attack against
Peninsula Malaysia (East Malaysia is not included as part of the area of responsibilities
under the FPDA) or Singapore.
The FPDA was set up following the termination of the United Kingdom's defence
guarantees of Malaysia and Singapore as a result of Britain's decision in 1967 to withdraw
its armed forces east of Suez. The FPDA provides for defence co-operation and for
an Integrated Air Defence System (IADS) for Malaysia and Singapore based in RMAF
Butterworth under the command of an Australian Air Vice-Marshal (2-star). RMAF
Butterworth, until 1988 under the control of the Royal Australian Air Force, is now owned
by the Royal Malaysian Air Force, but hosts rotating detachments of aircraft and personnel
from all five countries.
In 1981, the five powers organised the first annual land and naval exercises. Since 1997,
the naval and air exercises have been combined. In 2001, HQ IADS was re-designated
Headquarters Integrated "Area" Defence System. It now has personnel from all three
branches of the armed services, and co-ordinates the annual five-power naval and air
exercises, while moving towards the fuller integration of land elements. In 2017, under
the shadow of current challenges, it includes counter-terrorism and maritime security
countries which reiterated their continued importance amidst the challenges that ensued.
Expanding on its efforts, in the “spirit of promoting transparency, the FPDA will enhance
its observers programme for non-member countries.”5
Joint security arrangements in Southeast Asia are important because this region
has frequently had episodes of political violence. These have included activities by
Communist groups (for example, in Malaysia, Thailand and the Philippines) and activities
directed against ruling Communist regimes (such as the bomb attacks in Laos in

5

Adrian Lim, Five Power Defence Arrangements remain relevant to deal with today's security
threats, The Straits Times, 2 June 2017, https://www.straitstimes.com/singapore/five-power-defencearrangements-remain-relevant-to-deal-with-todays-security-threats
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2000-2001). Violence has also at times been state-sponsored or condoned, as in the
case of Christian anti-separatist groups in the southern Philippines (opposing Muslim
secessionists) and militias in East Timor, Papua and other parts of Indonesia.
Security in Southeast Asia has become more of an issue as of late. The Bali bombings on
12 October 2002 to the attacks in that Indonesia have faced in Jakarta in January 2016 have
directed attention to the issues that Southeast Asia is a region conducive to the activities
of both indigenous and international terrorist groups, and that elements of the two have
been closely interlinked.
The Afghan experience has been central to the recent development of more radical Islamic
groups in Southeast Asia. Today the waves of foreign fighters that have gone to join
fighters in Syria and in Iraq face the same fate. Some have estimated that close to 40,000
foreign fighter joined the war in Syria and Iraq. The great majority of Southeast Asia’s
estimated 230 million Muslims (20 percent of the world total) has moderate and tolerant
views and have been willing to coexist with other religious groups and secular institutions.
However, the more strident and anti-pluralist vein of Islam propounded from areas such
as Saudi Arabia, Pakistan and Afghanistan has had an appeal to a minority. This appeal
was deepened by the process of international recruitment for the anti-Soviet resistance in
Afghanistan and many leaders of Southeast Asia’s radical Islamic groups served or were
trained there. In addition, many Southeast Asians have studied in madrasas (religious
schools) - either in Southeast Asian countries or overseas, for example, in Pakistan - where
a more strict interpretation of Islam is taught.
The advent of a large-scale and radical Islamic resistance in Afghanistan also added
a new dimension to Southeast Asian Islamic separatism, whereby local groups could
now gain added inspiration, assistance and funding from prestigious and well-financed
international movements. Southeast Asia up to the 1980s already had several regionalist
and separatist Islamic based movements, notably in southern Thailand, the long running
resistance in Aceh and especially in the southern Philippines. While the Afghanistan
conflict had comparatively little impact on the situation in southern Thailand or in Aceh, it
has had a major impact on southern Philippines, where Islamic radicals have found added
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sources of support and finance. The situation was often exacerbated by the presence of
cases of kidnap for ransom by the Abu Sayyaf Group in Southern Philippines.
Socio-economic factors have fostered further support for radical Islamic groups in the
region. Efforts to attain autonomy by Islamic movements have often either been resisted
by central governments or have been implemented ineffectively (as in the southern
Philippines). The Asian financial crisis since 1997 has also put pressures on regional
governments and spending on crucial areas such as education has been restricted. This
has increased the attraction of religious schools. Furthermore, well-funded Islamic radical
movements have been able to offer financial support both to adherents and their families
(for example, in the event of death in combat). This has had considerable appeal to those
in outlying and economically disadvantaged areas.
Several additional factors make Southeast Asian states ‘countries of convenience’ for
terrorist activists and groups.
Borders are often porous and immigration controls and systems of administration weak.
Malaysia, for example, has not until recently required visas for anyone from Muslim
countries which are members of the Organisation of Islamic Countries (OIC). The
Philippines has a weak immigration system and it is easy for foreigners to marry Filipino
citizens and effectively change their identity. Administrative requirements can also be
circumvented through corruption.
There are long-standing economic and trade links between Southeast Asia and Middle
Eastern and South Asian countries, many of which are outside normal financial channels
and not readily monitored by governments. These have facilitated funds transfers from
the Middle East and South Asia to radical groups in the region.
Criminal activity (including drugs traffic) is widespread in the region and can assist
resources movement by radical groups.
Southeast Asia has large supplies of weapons, both indigenously produced and imported.
It is increasingly evident that Southeast Asia has become an important arena for
international terrorism, notably Al Qaeda. Al Qaeda is a highly decentralised and
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elusive transnational terrorist network that is difficult to identify and combat. The
International Institute of Strategic Studies has argued that while Al Qaeda has been
damaged by coalition operations since September 11 in Afghanistan and elsewhere, the
organisation may well retain two-thirds of its core leadership and the great majority of the
approximately 20,000 activists who were trained in its Afghan camps after 1996.
The Singapore based terrorism specialist Rohan Gunaratna estimated in early 2002 that
about one-fifth of Al Qaeda’s organisational strength was in Asia overall. Gunaratna
argues that “their leaders are handpicked, mostly educated in the Middle East, speak
Arabic unlike the vast majority of Asian Muslims, and were already of a radical bent. Al
Qaeda’s Asian core is handpicked from several hundred jihadi volunteers who fought
in Afghanistan, including, inter alia, Central Asians, Chinese, Pakistanis, Bangladeshis,
Indonesians, Malaysians, Singaporeans and Filipinos”.(Gunaratna, 2002, p.168)
In Southeast Asia, Al Qaeda’s activities appear to have been concentrated in the
Philippines, Malaysia, Singapore and Indonesia. Al Qaeda established contacts in
Southeast Asia from 1988 and established a logistics base in the Philippines in the early
1990s. This base included use of Islamic charities and specially established businesses to
channel funds. While many of its activities remain to be revealed, it has been alleged that
Al Qaeda developed ambitious plans to conduct a series of bombings of airlines in the
region, as several cases have illustrated:
A series of attacks and assassinations was planned by the Pakistan-born Al Qaeda member
Ramzi Yousef (who had led the bomb attack on the World Trade Centre in New York in
February 1993). Yousef came close to destroying a Philippines Airlines flight from Manila
to Tokyo with a bomb in November 1994. He also was involved in planning a series of
bombings and assassinations before his plans were uncovered after bomb components
set off a fire in his Manila apartment in February 1995. Al Qaeda went on, however,
to establish extensive links with two radical groups, Abu Sayyaf and the Moro Islamic
Liberation Front (MILF), both based in the southern Philippines (see below).

SU3-13

SEC337

Technology, Security and Analysis

Another activist, Fathur Rohman al-Ghozi, born in Indonesia and trained by Al Qaeda,
operated extensively in the Philippines and organised a series of five bombings in Manila
on 30 December 2000 which killed 22 and injured over 100.
Another major plan was uncovered by Singapore’s Internal Security Department and
revealed in January 2002. Singapore activists associated with the radical Islamic group
Jemaah Islamiah planned with external help to develop large truck bombs to attack targets
in Singapore. These included U.S. personnel, installations including the U.S. Embassy and
possibly the adjacent Australian High Commission.
Arrests in Singapore and later Malaysia and the Philippines since late 2001 suggest that
Jemaah Islamiah (JI) has had an extensive capacity to organise a large and possibly still
largely unknown network of ‘sleeper cells’, both logistical and operational (as an official
Singapore statement on these issues from September 2002 has argued). Jemaah Islamiah
appears to operate in loose association with several other groups including the Moro
Islamic Liberation Front (MILF) and, according to Rohan Gunaratna, together they have
been ‘part of a regional terrorist network operating under the aegis of Al Qaeda. JI is
conceivably Al Qaeda’s instrument connecting mainstream and renegade terrorists and
guerrilla elements in the region.’ (Gunaratna, 2002, p. 193).
Terrorist groups have been reported to be active in at least four countries: Indonesia,
Malaysia, Thailand and the Philippines. Several groups have been accused of having links
with Al-Qaeda and several have links with other movements in the region.
Jemaah Islamiah (JI) was founded in the mid-1990s and has the grand aim of establishing
an independent Islamic state encompassing Indonesia, Malaysia and the southern islands
of the Philippines. Intelligence officials (notably from Singapore) have investigated the
group since it came to wide attention in January 2002. JI has also been implicated in a
number of bombings including those in Manila in December 2000. JI is alleged to be led
by a radical Indonesian cleric, Abu Bakar Bashir, who runs a Muslim boarding school in
Solo, central Java (Bashir, also sometimes described as the movement’s ‘spiritual leader’,
has denied in recent interviews a connection with JI). The plot to stage bombings in
Singapore was allegedly organised by a deputy to Bashir, Riduan Isamuddin, also known
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as Hambali (whose current location is unknown). JI is thought to be associated with other
groups including the Kumpulan Mujahideen Malaysia (KMM). Singapore has alleged
that JI received some funding from Al Qaeda over three years. Singapore officials have
also claimed that Hambali has been seeking to coordinate the activities of JI with Muslim
radicals in Thailand and separatists in the southern Philippines, especially the Moro
Islamic Liberation Front (MILF) into an alliance called Rabatitul Mujaihidin.
Laskar Jihad (LJ) was established as the paramilitary wing of Forum Komunikasi
Ahlus Sunnah wal Jammah (Communications Forum of the Followers of the Sunnah),
established in Jogjakarta in early 1998. The LJ was formed on 30 January 2000 in
response to religious violence in Maluku. The LJ arranged for military training to be
given to volunteers at a camp in Bogor, near Jakarta. The LJ sent several thousand
fighters to Maluku in the months after April 2000. The Brussels based non-governmental
organisation the International Crisis Group has stated that ‘The conclusion is unavoidable
that the LJ received the backing of elements in the military and the police. It was obviously
military officers who provided them with military training and neither the military nor
the police made any serious effort to carry out the President’s order preventing them
from going to Maluku’. LJ claims a three- part mission – social work, Muslim education
and a ‘security mission’ – and it has had over 10,000 members, some of whom have
been active in eastern Indonesia in communal violence. Laskar Jihad has gained support
from Indonesia’s armed forces (TNI) and has also been able to embezzle money from
the military (over US$ 9 million). Its founder claims to have rejected approaches from
Al-Qaeda but supported the September 11 attacks in the US. In mid-October, Laskar
Jihad announced that it had been disbanded but the veracity of this claim has yet to be
determined decisively.
The Front Pembela Islam (Islamic Defenders Front–FPI) is another Indonesian radical
Islamic group. The FPI was formed in August 1998 and now claims branches in 22
provinces. Based in Jakarta, the FPI is led by Habib Muhammad Riziek Syihab, a religious
teacher who was educated in Saudi Arabia. Like Habib, many of the top FPI leaders have
Arab blood. The FPI’s stated goal is the full implementation of Islamic Sharia law, although

SU3-15

SEC337

Technology, Security and Analysis

it supports Indonesia’s present constitution and avoids calling for an Islamic state. The
FPI has a paramilitary wing called Laskar Pembela Islam and is well known for organising
raids on bars, massage parlours and gaming halls. The FPI justifies these raids on the
grounds that the police are unable to uphold laws on gambling and prostitution. Sceptical
observers suspect that the police turn a blind eye to, or are complicit in, these activities,
knowing that the victims will be encouraged to maintain protection monies to the police.
The FPI in late 2001 took the lead in threatening to sweep Americans out of Indonesia
because of the US operations in Afghanistan, although the threat was not in fact carried
out.
A coordinated attack on 14 January 2016 by four Indonesian militants in the Thamrin area
of Jakarta sent waves of alarm in the Indonesian capital city with ripple effects felt in
the Southeast Asian region. Claiming responsibility for the attack, the so-called Islamic
State (IS) released a statement titled “Islamic State Special Operation Targets Gathering
of Crusader Coalition Citizens in Jakarta” through its news agency – Amaq News via the
Telegram messaging app. According to the statement, the attack was conducted by the
junud khilafah or soldiers of the caliphate. The four operatives, who were killed during
the attack, represent part of the IS network in Indonesia.
Unlike the hierarchical nature of the groups that had dominated the Indonesian terrorism
landscape in the past such as the Al Qaeda linked Jemaah Islamiyah (JI), the present
alliance of a loose network of operatives is in a better tactical position to hide its activities.
The challenge of self-radicalised individuals, lone wolves and sleeper cells threatens the
management of the security of the regional landscape in Asia as IS aspires to target urban
city centres.
The asymmetric threat posed by terrorist organisations is never static. The evolution of
the groups in Indonesia poses a challenge to security officials as Indonesia and Southeast
Asia brace themselves for the strategic challenge of urban terrorism in the future.
Abu Sayyaf (Bearer of the Sword) is an outgrowth of the long-term struggle for autonomy
in the southern Philippines, is opposed to any accommodation with the Christians and
believes that violent action is the only solution. Abu Sayyaf has mounted terror and
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criminal attacks since 1991 and directed a wave of such attacks against Christian civilians
in 1993. Its founder Abdurajak Janjalani was a veteran of the Afghanistan conflict who
had brought back with him enthusiastic followers of radical Islamic ideology. It has strong
Al-Qaeda links – Osama bin Laden is reported to have sent the Pakistani terrorist Ramzi
Yousef (who attacked the World Trade Centre in 1993) for training with Abu Sayyaf and
Al Qaeda has given financial assistance. Abu Sayyaf has also gained extensive revenue
from kidnapping – including a $25 million payment from Libya to free hostages in March
2000. The group has recently suffered from serious internal divisions and its factions. The
main faction is led by Radulon Sahiron. The interests of the group have evolved to appear
primarily criminal.
The Moro Islamic Liberation Front (MILF) has disclaimed connections with Al-Qaeda but
hundreds of its members are reported to have trained with Al-Qaeda in Afghanistan.
MILF split from the Moro National Liberation Front (MNLF), which had led a struggle for
autonomy for Muslim areas of the southern Philippines from 1972. The MNLF suffered a
series of setbacks in the 1990s, with a number of leaders either defecting to the government
or joining MILF. MILF is led by Hashim Salamat who was educated at Cairo’s Al-Azhar
University. MILF’s eventual aim is an independent Moro Muslim state and by the 1990s
it had become the primary Moro rebel movement. The movement has been able to gain
funds from sympathetic Islamic organisations abroad, including in Malaysia, Pakistan
and the Middle East. It has had up to 35,000 members and has trained members of other
groups, including JI. Major problems confront the goal of an Islamic Moro state, not least
the fact that long-term immigration into the southern Philippines means that non-Muslims
outnumber Muslims in most provinces of Mindanao.
The New People’s Army (NPA) was declared to be a terrorist organisation by the US
government in August 2002 but it is a different kind of group from those discussed above.
The NPA is the military wing of the Communist Party of the Philippines (CPP) and is a
further Philippines radical group. Although primarily a rural based group, the NPA has an
active urban infrastructure to conduct terrorism and uses city-based assassination squads.
The NPA derives most of its funds from contributions by supporters in the Philippines,
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Europe and elsewhere and from ‘revolutionary taxes’ levied on businesses. The NPA
opposes any US military presence and reports in 2001 suggest that it seeks to target U.S.
personnel – its strength is estimated at over 10,000.
A new fervour has since been reignited both globally and in the region with the
announcement of the self-styled Islamic State (IS) on 29 June 2014. Given its territorial
losses, IS has steadily positioned itself to increase guerrilla tactics and capitalise on the
cyber domain. The group’s influence, continued appeal and residual territorial aspirations
will continue to overwhelm the security and intelligence communities around the world.
The threat of terrorism, looks poised to continue.
In its current form, the IS militant group has a hybrid structure comprising both a
centralised command and a diffused global network. Their followers who call themselves
junud khalifa or soldiers of the caliphate are a good example of organised chaos. The
soldiers of the caliphate include lone wolves, homegrown terrorists, small cells and
diffused network structures. Radicalised by charismatic individuals or slick online
propaganda under the shadows of encrypted messaging platforms, compared to a
formally organised network, this loose collection of operatives is in a better tactical
position to hide their activities and can be far more effective.
This intensifies the challenge posed by foreign fighter returnees with the collapse of the
IS bases in both Mosul and its self-proclaimed capital in Raqqa. Involving not just those
who have fought and lost in the Islamic States’ militant battles but also deportees who
were turned away from countries bordering Iraq and Syria, these returning fighters may
be gunning for a fight, having been unsuccessful in their bid to contribute to Islamic
State. Worse, these might not just be nationals returning to Southeast Asia but experienced
foreign terrorists with the ability to wreak all sorts of havoc. It would be inaccurate to
assume that foreign fighter returnees would only return to their countries of origin. Many
come from nationalities outside Asia. In the most recent siege in Marawi, among those
killed were Chechen, Yemeni and Saudi nationals. The siege in Marawi suggests foreign
involvement in the militants' consolidation and planning efforts, and reinforced the intent
of creating a regional base in the Philippines.
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Given its seriousness and sustain presence, in many circles, terrorism while having been
considered a non-traditional security threat in the past has edged its way towards what
most states deem as a traditional threat. The military, police and security organisations are
being trained to effectively mitigate this threat on the state, the region and the international
system as a whole. Today, faster than before, the role of the military forces is changing
from fighting conventional wars to both fighting unconventional wars and to an extent
supporting other branches of government manage and reduce unconventional threats. To
a considerable extent, the role of technology has helped level the playing field.

Activity 3.3
Reflect
Reflect on the shifting trends in Terrorism in Southeast Asia.
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Chapter 2: Theories of Technology

Source: JSTOR, 1998

Technology continues to transform our way of life in rapid ways. Given the intensity and
use of information and communication technology, research highlights the importance of
focusing on cyber-security where challenges posed by cyber-crime and cyber-terrorism,
as well as the possibility of the crime-terror nexus in the cyber-domain is real. In an
interconnected world, there is a need to improve regional cyber capabilities, manage and
even counter cyberattacks in an arena where cyberspace will be the battlespace of the
future.
The theories of technology attempt to address the relationship between technology and
society. And since legislation is an essential part of society, especially statehood, theories
of technology contain debates on the informal part of societal life (culture and networks),
as well as the formal part of societal life (citizenship, legislation and law enforcement).
This section will describe these various theories of technology and the application of these
theories to security issues will follow from here.
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Firstly, we look at actor-network theory (ANT). This theory posits a heterogeneous
network of humans and non-humans as equal interrelated actors. It strives for impartiality
in the description of human and nonhuman actors and the reintegration of the natural and
social worlds. Thus, instead of worrying whether we are anthropomorphizing technology,
we should embrace it as inherently anthropomorphic: technology is made by humans,
substitutes for the actions of humans, and shapes human action. What are important are
the chain and gradients of actors' actions and competences, and the degree to which we
choose to have figurative representations. Key concepts include the inscription of beliefs,
practices, and relations that embody technology.
Another theory we can consider is the social construction of technology (SCOT) theory.
This theory argues that technology does not determine human action, but that human
action shapes technology. One of the key concepts of this theory is the idea of "interpretive
flexibility". This concept refers to how technological artefacts are culturally constructed
and interpreted. In this sense, not only that there is flexibility in how people think of
or interpret artefacts but also that there is flexibility in how artefacts are designed. This
theory believes that each social group has a particular shared set of meanings about a
given artefact. This does not mean that everyone in that group will always agree, or that
they will automatically understand what the artefacts mean. There is always a process of
deliberation and consensus-building on such meaning, influenced greatly by the wider
social, political and economic context within which the group resides.
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Source: JSTOR, 2007

Another theory to consider is the structuration theory, which defines structures as rules
and resources organised as properties of social systems. The theory does not recognize
technology per se as an artefact, rather, it pays particular attention to how people's
interaction with technology creates "structures" that suggests norms and practices on how
to use said the technology.
Another theory we could consider is the "social presence theory". This theory argues
that the social impact of a communication medium depends on the social presence it
allows communicators to have. The theory assumes that more contact will increase the
key components of "presence": greater intimacy, immediacy, warmth and inter-personal
rapport. As a consequence of social presence, social influence is expected to increase. In
the case of communication technology, the assumption is that more text-based forms of
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interaction (e-mail, instant messaging) are less social, and therefore less conducive to social
influence.

Activity 3.4
Reflect
Indonesia’s initial ban of Telegram and WhatsApp had caused an uproar. Discuss
the challenges arising from the use of encrypted technology by both terrorist and
criminals.
See articles listed in the URLs Below.
https://www.reuters.com/article/us-indonesia-security-apps/indonesia-to-liftban-on-telegram-message-service-over-security-idUSKBN1AH40K
http://indianexpress.com/article/technology/social/indonesia-proposeswhatsapp-ban-after-obscene-third-party-gif-images-get-circulated-4925387/
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Summary
In an integrated and interconnected world, the challenge of understanding the evolving
security landscape and evaluating possible courses of action is underscored by the
necessity to work together. Technology, security and analysis involve the application of
theoretical models and concepts that are used in security to understand the security
environment and the security theatre. The legal dimension is also a critical component
because within a state, without terrorist legislation, there can be no lawful way to imprison
terrorists. However, in states such as Libya and North Korea, people who are deemed
terrorists do not have to go through a democratic legal process. Indeed, these two states
are known for exporting what has come to be called state-sponsored terrorism. Security
analyses of these countries’ systems are difficult because of access to data. In this Study
Unit, we have assumed that technology systems and platforms are a “given”; and that
technology will continue to serve the master that pays for it. The highest bidder controls
the use of technology.

Lesson Recording
Technology, Security and Analysis

Additional Resources
Human Rights, Terrorism and Counter-terrorism
Office of the United Nations High Commissioner for Human Rights
https://www.ohchr.org/Documents/Publications/Factsheet32EN.pdf
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Formative Assessment
1.

The legislation on terrorism was developed in Singapore due to ____________
a. Singapore’s unstable economical climate
b. Singapore’s keen interest in developing legislations
c. Singapore was threatened by a terrorist
d. Singapore wanted to take precautionary measures after September 11 attack.

2.

Identify a key concept in the security studies political actor-network theory (ANT).
a. Inscriptions of security studies political beliefs, security studies political
practices and security studies political relations that embody technology.
b. Most political actors are immoral beings.
c. All assignations are about the allocation of security studies political agency to
non-human actors.
d. All actors are not equal in the network for security studies.

3.

What is the key concept in the security studies paradigm involving the social
construction of technology?
a. The idea of interpretive flexibility in the security studies paradigm of the social
construction of technology.
b. The idea of limited reliability of human engineers in the security studies
paradigm of the social construction of technology.
c. The idea of non-involvement of governmental agencies in the security studies
paradigm of the social construction of technology.
d. The idea that requires only support from technical expertise.

4.

Which statement below that depicts security studies interpretation of social presence
theory?
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a. The communication medium has a significant social impact. @ Correct! The
social presence theory highlights communication
b. The social network has no significance on the social presence theory.
c. The individual can create an impact with his own effort.
d. The individual cannot create a social presence using technology.
5.

Modern Southeast Asian (SEA) states require firm and close security technology
arrangements because of __________
a. a lack of support from Britain after the post-Cold War.
b. lack of finance to support military technology development.
c. low levels of political stability, regional racial harmony, and the SEA arms race.
d. lack of resources from Australia and Japan.

6.

Examine each of these statements and identify four Southeast Asian (SEA) countries
that have the most active terrorist groups.
a. Bhutan, Thailand, Malaysia and Philippines
b. Indonesia, Malaysia, Thailand and Philippines
c. Vietnam, Malaysia, Thailand and Philippines
d. Laos, Vanuatu, Thailand and Philippines

7.

The Front Pembela Islam is fighting for
a. implementation of patent law in security operations.
b. the implementation of Technical Law so as to achieve harmony and equality
for all Malaysians.
c. implementation of Sharia Law
d. implementation of criminal law in Singapore.

8.

The plot to stage bombings in Singapore was allegedly organised by some members
of the foreign “technical committee” of:
a. Laskar Jihad Al Mohumadiyal (LJAM)
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b. Front Pemangku Payong (FPP)
c. Al-Qaeda al Teknikal (AQAT)
d. Jemaah Islamiah (JI)
9.

The MILF Camp Abu Bakar and Camp Vietnam had terrorists who had received
security technology training from the:
a. military
b. terrorist cells in Bahrain County, Philadelphia
c. technologists from ITM in Johor
d. CPT

10. Identify the states known for state-sponsored terrorism
a. Singapore and Malaysia
b. Libya and North Korea @ Correct! These two countri
c. Malaysia and Thailand
d. Pakistan and Indonesia
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Solutions or Suggested Answers
Formative Assessment
1.

The legislation on terrorism was developed in Singapore due to ____________
a.

Singapore’s unstable economical climate
Incorrect. Singapore’s economy was stable when the legislation was
developed. Refer to study unit 3.

b.

Singapore’s keen interest in developing legislations
Incorrect. Singapore was not simply developing legislation. There was a need
for such regulation after September 11 attack in the US. Refer to study unit 3.

c.

Singapore was threatened by a terrorist
Incorrect. A terrorist did not threaten Singapore when the legislation was
developed. Refer to study unit 3.

d.

Singapore wanted to take precautionary measures after September 11 attack.
Correct. The legislation on terrorism was developed after the terror attack
in US. Refer to study unit 3.

2.

Identify a key concept in the security studies political actor-network theory (ANT).
a.

Inscriptions of security studies political beliefs, security studies political
practices and security studies political relations that embody technology.
Correct. The security studies political ANT focuses on technology. Refer
to study unit 3.

b.

Most political actors are immoral beings.
Incorrect. This is one of the criticisms of ANT and of politics as a whole rather
than a key concept. Refer to study unit 3.
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c.

All assignations are about the allocation of security studies political agency
to non-human actors.
Incorrect. ANT focuses on technology. Refer to study unit 3.

d.

All actors are not equal in the network for security studies.
Incorrect. ANT opines that all actors are equal in a network. Refer to study
unit 3.

3.

What is the key concept in the security studies paradigm involving the social
construction of technology?
a.

The idea of interpretive flexibility in the security studies paradigm of the
social construction of technology.
Correct. The concept believes that social factors such as market forces
shapes technology. Refer to study unit 3.

b.

The idea of limited reliability of human engineers in the security studies
paradigm of the social construction of technology.
Incorrect. The concept believes that human engineers are an important factor
that shapes technology security studies paradigm of the social construction
of technology. Refer to study unit 3.

c.

The idea of non-involvement of governmental agencies in the security
studies paradigm of the social construction of technology.
Incorrect. The concept believes that governmental agencies are important
factor that shapes technology. Refer to study unit 3.

d.

The idea that requires only support from technical expertise.
Incorrect. The concept believes that social factors shapes have an implication
on technology. Refer to study unit 3.

4.

Which statement below that depicts security studies interpretation of social presence
theory?
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a.

The communication medium has a significant social impact. @ Correct! The
social presence theory highlights communication
Correct. The social presence theory highlights communication as an
important medium. Refer to study unit 3.

b.

The social network has no significance on the social presence theory.
Incorrect. The social network plays a role in the social presence theory as the
theory explains that the key component of “presence” will increase through
greater intimacy etc. Refer to study unit 3.

c.

The individual can create an impact with his own effort.
Incorrect. The individual without support from others cannot create
‘presence’. Refer to study unit 3.

d.

The individual cannot create a social presence using technology.
Incorrect. Technology allows an individual to mingle and create ‘presence’
using social media such as e-mail. Refer to study unit 3.

5.

Modern Southeast Asian (SEA) states require firm and close security technology
arrangements because of __________
a.

a lack of support from Britain after the post-Cold War.
Incorrect. The lack of support from Britain is not a valid reason for close
security technology arrangements as well as the fact that Britain is no longer
a world power, just a world voice. Refer to study unit 3.

b.

lack of finance to support military technology development.
Incorrect. The lack of finance is not the real reason for greater security
technology arrangements within the SEA states. Refer to study unit 3.

c.

low levels of political stability, regional racial harmony, and the SEA arms
race.
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Correct. The frequent episodes of political violence and racial
indifferences

require

the

need

for

closer

security

technology

arrangements. Refer to study unit 3.
d.

lack of resources from Australia and Japan.
Incorrect. Lack of resources is not a valid reason for security technology
arrangements for any state or at any regional level. Refer to study unit 3.

6.

Examine each of these statements and identify four Southeast Asian (SEA) countries
that have the most active terrorist groups.
a.

Bhutan, Thailand, Malaysia and Philippines
Incorrect. Bhutan has no active terrorist groups although the other three
countries do and Bhutan is not in Southeast Asia. Refer to study unit 3.

b.

Indonesia, Malaysia, Thailand and Philippines
Correct. These four countries are known to have active terrorist groups that
include Jemaah Islamiyah, PULO, MILF, and Abu Sayyaf. Refer to study
unit 3.

c.

Vietnam, Malaysia, Thailand and Philippines
Incorrect. Vietnam is not known to have active an terrorist group. Refer to
study unit 3.

d.

Laos, Vanuatu, Thailand and Philippines
Incorrect. Vanuatu is not in the SEA region. Refer to study unit 3.

7.

The Front Pembela Islam is fighting for
a.

implementation of patent law in security operations.
Incorrect. They are not fighting for patent law in security operations or any
other kind of operations for that matter. Think about a more political reason.
Refer to study unit 3.
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b.

the implementation of Technical Law so as to achieve harmony and equality
for all Malaysians.
Incorrect. They are not fighting for Civil and Technological Law. Besides, FPI
does not operate in Malaysia. Refer to study unit 3.

c.

implementation of Sharia Law
Correct. The group is fighting for full implementation of the Islamic Law
in Indonesia. Refer to study unit 3.

d.

implementation of criminal law in Singapore.
Incorrect. Singapore already has criminal law and it derives from the Penal
Code. The FPI does not operate in Singapore. Also refer to study unit 3.

8.

The plot to stage bombings in Singapore was allegedly organised by some members
of the foreign “technical committee” of:
a.

Laskar Jihad Al Mohumadiyal (LJAM)
Incorrect. There is no such group although one called Laskar Jihad was
formed because of the religious violence in Maluku. Refer to study unit 3.

b.

Front Pemangku Payong (FPP)
Incorrect. This group does not exist. Also refer to study unit 3.

c.

Al-Qaeda al Teknikal (AQAT)
Incorrect. There is no such group. Refer to study unit 3.

d.

Jemaah Islamiah (JI)
Correct. This was the group that tried to stage bombings in Singapore
at the American Embassy, the American Club, the American School and
Gleneagles Hospital. Refer to study unit 3.

9.

The MILF Camp Abu Bakar and Camp Vietnam had terrorists who had received
security technology training from the:
a.

military
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Correct. The group received their security training from military. Refer to
study unit 3.
b.

terrorist cells in Bahrain County, Philadelphia
Incorrect. There are no terrorist cells known to exist in Philadelphia and there
is no Bahrain County in PA either. Refer to study unit 3.

c.

technologists from ITM in Johor
Incorrect. The training was not provided by anyone or any group from ITM
in Johor. Also refer to to study unit 3.

d.

CPT
Incorrect. The CPT no longer exists. Refer to study unit 3.

10. Identify the states known for state-sponsored terrorism
a.

Singapore and Malaysia
Incorrect. These two countries actively prosecute terrorists. Refer to study
unit 3.

b.

Libya and North Korea @ Correct! These two countri
Correct. These two countries do not have democratic legal processes to deal
with terrorists. Refer to study unit 3.

c.

Malaysia and Thailand
Incorrect. These two countries work together to detect terrorism. Refer to
study unit 3.

d.

Pakistan and Indonesia
Incorrect. These two countries work towards eradicating terrorism. Refer to
study unit 3.
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Learning Outcomes
Knowledge & Understanding (Theory Component)
By the end of this course, you should be able to
1.

Develop the relationship between technology, criminals and terrorists.

2.

Appraise models of security technology.

3.

Evaluate differences between criminals and terrorists.

4.

Assess technology, police and security agencies in Asia.

5.

Debate the use of technology in state enforcement.

6.

Compare security technology in Southeast Asia.

7.

Distinguish "first generation" and "new generation" security technology.

8.

Debate the idea of social media and its impact on security.

9.

Evaluate energy, environment, health and food security technology.

10.

Compare terrorist financing, cyberspace and cybercrime.

Key Skills (Practical Component)
By the end of this course, you should be able to:
11.

Contrast the state, criminals and technology.

12.

Apply security studies concepts to seminar discussions.

13.

Interpret work-based problems with concepts in security studies.

14.

Demonstrate competence in academic writing (political science).
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Overview
Technology, the source of the problem, will once again prove to contain within
itself the germs of a solution compatible with the betterment of man's lot and
dignity.
Charles Susskind

This Study Unit is concerned with how first or old generation security technology and new
generation security technology are used to solve and anticipate problems. With progress
and the reinvigoration of security platforms, the real challenge of training in the use of
these platforms as well as the consolidation of existing security platforms have become a
pertinent factor in creating the necessary balance between technology, safety and security.
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Source: JSTOR, 2019

We recall that security and technology are interdependent variables. This Study
Unit examines the relationship between technology, criminals and terrorists. At the
metaphorical level, one can say that technology like fire is a good slave but a poor master.
This Study Unit invites students to consider different generations of security technology
and explore the challenges raised by the over reliance on technology. At the end of this
Study Unit, students should be able to appraise models of security technology.
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Chapter 1: Security And Technology

Figure 4.1
Source: Antonio L. Rappa, “Notes on Modernity, 1999”

Security technology has gone through multiple phases of development. “Technology can
be defined as the activity by which people give form to nature for human ends by means
of tools.” (Schuurman, 1980) By phases we mean overlapping kinds of technologies that
emerge to solve problems in some areas while inventing new efficiencies in other areas.
One example is prison technologies where there are reinventions of lock-ups and cells on
the one hand, while on the other hand internal surveillance technology and movement
monitoring devices have also changed significantly. These changes in turn continue to
impact prison systems that have had an impact on the manner through which security
technology has impacted security within prison systems.
While newer forms have replaced some of the earlier forms of security technology, not
all of them have. In other words, some earlier forms of security technology are still
retained for use, albeit in a modified manner or for specific purposes only. Understanding
the role that technology places in the larger security architecture and in modernity
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presents the challenge that scholars and practitioners alike strive to undertake. Central to
discussions in this Study Unit is the work of French scholar Michel Foucault who “sought
to denounce the pernicious effects of what he called modern ‘technologies of power,’ but
also deliberately evoked the more positive values associated with ‘technology’.” (Behrent,
2013) It is this complexity that modernity is compelled to embrace with speed.

1.1 First Generation Security Technology
The first generation of security technology for a campus, building, office, or physical
space uses crime prevention through environmental design to deter threats. Some of the
most common examples are also the most basic - barbed wire, warning signs and fencing,
concrete bollards, metal barriers, vehicle height-restrictors, site lighting and trenches.
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Source: “First Generation Technology” Antonio L Rappa, 2008

Over time, the instinctive security and adaptive nature of human societies helped map a
second generation of security technology for the built-environment. Note that technology
is not about a computer, plasma TV, iPod, AppleTV alone or iPhone5 alone. Technology
is about controlling the environment in which humans live to make life more efficient,
pleasurable or less stressful.
Examples of first generation food security would include such basic measures seen in
early forms of food preservation using salt, vinegar, hot lava rocks, or food kept fresh in
cold water streams. This is closely tied with the environment as well as health.
Early humans had higher tolerance for higher levels of bacteria. People in modernity have
had their levels of tolerance shift from high to low. Indeed, increasing amount of allergens
in the environment is itself a security hazard.
These food/health/energy security issues were often learnt from interacting with the
existing environment.
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Activity 4.1
Reflect
Identify challenges in food safety and security. How have these challenges been
mitigated by the use of technology?
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1.2 Second Generation Security Technology
Remember that technology is about controlling the environment in which humans live to
make life more efficient, pleasurable or less stressful. It is also about making the human
environment more humane and less animal-like.
The second generation of security technology is mechanical and includes gates, doors,
and locks. Key control of the locks becomes a problem with large user populations
and any user turnover. Keys quickly become unmanageable forcing the adoption of
electronic access control. Electronic access control easily manages large user populations,
controlling for user lifecycles times, dates, and individual access points. For example, a
user's access rights could allow access from 0700 to 1900 Monday through Friday and
expires in 90 days. Another form of access control (procedural) includes the use of policies,
processes and procedures to manage the ingress into the restricted area. An example of
this is the deployment of security personnel conducting checks for authorised entry at
predetermined points of entry. This form of access control is usually supplemented by the
earlier forms of access control (i.e. mechanical and electronic access control), or simple
devices such as physical passes.

Figure 4.2
Source: Antonio L. Rappa Photography, 2011
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1.3 Third Generation Security Technology
Remember that technology is about controlling the environment in which humans live
to make life more efficient, pleasurable or less stressful. It is also about making the
human environment more humane and less animal-like. It is also about making redundant
technologies work in tandem with new technologies. It is not about merely shifting from
one technological paradigm to another. There is as such always a technological overlap.
The third generation of security technology is intrusion detection systems or alarms.
Intrusion detection monitors for attacks. It is less a preventive measure and more a
response measure, although some security specialists would argue that it is a deterrent.
Intrusion detection has a high incidence of false alarms. In many jurisdictions, law
enforcement will not respond to alarms from intrusion detection systems.

1.4 Fourth Generation Security Technology
The fourth generation of security technology is video monitoring systems. Security
cameras can be a deterrent in many cases, but their real power comes from incident
verification and historical analysis. For example, if alarms are being generated and there
is a camera in place, the camera could be viewed to verify the alarms. In instances
when an attack has already occurred and a camera is in place at the point of attack, the
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recorded video can be reviewed. Although the term closed-circuit television (CCTV) is
common, it is quickly becoming outdated as more video systems lose the closed circuit
for signal transmission and are instead transmitting on computer networks. Advances
in information technology are transforming video monitoring into video analysis. For
instance, once an image is digitised, it can become data that sophisticated algorithms can
act upon. As the speed and accuracy of automated analysis increase, the video system
could move from a monitoring system to an intrusion detection system or access control
system. It is not a stretch to imagine a video camera inputting data to a processor that
outputs to a door lock. Instead of using some kind of key, whether mechanical or electrical,
a person's visage is the key. FST21, an Israeli company that entered the US market,
markets intelligent buildings that do just that. When actual design and implementation
are considered, there are numerous types of security cameras that can be used for many
different applications. One must analyse their needs and choose accordingly.

1.5 Fifth Generation Security Technology
Remember that technology is about controlling the environment in which humans live
to make life more efficient, pleasurable or less stressful. It is also about making the
human environment more humane and less animal-like. It is also about making redundant
technologies work in tandem with new technologies. It is not about merely shifting from
one technological paradigm to another. There is always a technological overlap.
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In recent times, new developments in information and communications technology have
widened the scope of physical security apparatus. Fire alarm systems, for example, are
increasingly becoming based on Internet Protocol, thus leading to them being accessible
via local and wide area networks within organisations. Emergency notification is now a
new standard in many industries, as well as physical security information management
(PSIM). A PSIM application integrates all physical security systems in a facility, and
provides a single and comprehensive means of managing all of these resources. It
consequently saves on time and cost in the effectual management of physical security. A
PSIM system is used to tie various security systems together through a single interface
for total security control. The single operating platform helps to consolidate and integrate
existing systems on a unified platform. This in turn helps to simplify employee training.
Time saved through training and response highlights the time and effort saved when
conventional disparate systems attempt to be integrated through less technologically
sophisticated means employed. Instead of learning how to use each and every security
system in a complex, employees now need only learn one—the PSIM platform. It is since
seen as a method of increasing productivity and performance. This interoperability needs
to be continually enhanced with sophisticated automation and AI. (Xie, 2018)
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Figure 4.3 PSIM Best Practices
Source: My Tech Decisions

Hyper connectivity and smart systems will require the dynamic sharing of real-time
threat intelligence across network systems and then coordinate resources to stop largescale attacks. Anticipating and responding to threats before they can impact our network
of networks, including critical infrastructure, will let us successfully defend ourselves
against the next generation of cyber threats targeting our digitised society. (Xie, 2018)
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With the presence of hyper connectivity is the presence of dominating challenges. Bring
Your Own Device (BYOD), otherwise also known as Bring Your Own Technology (BYOT),
Bring Your Own Phone (BYOP) and Bring Your Own PC (BYOPC) initiatives have
unyieldingly added to the complexity of the cyber security landscape. While all of them
have evolved to empower workforces through the so-called 'consumerisation of IT', the
nightmare of BYOD is giving rise to a new generation of intelligent, highly scalable
security products and platforms. (Kleyman, Information Week, 2013)
In a Cisco Enterprise Mobility Landscape Survey in 2015, it was noted that BYOD helps
in several key areas, namely (a) Provide more work options, (b) Give employees the
flexibility to work where and when they want, (c) Reduce your employees' risk of
introducing malware or losing sensitive data, (d) Streamline operations, (e) Decrease
company expenditures, (f) Alleviate work delays, and lower operating costs and finally,
(g) Help staff get more done while Improve collaboration and productivity with greater
speed and efficiency. (Cisco, 2018)
On the other hand, for lost or stolen devices, if devices with company data are lost,
stolen or misplaced, this could enable unwanted third-party individuals to gain access to
your business’s valuable information. This is especially true if devices aren’t secured with
passwords or passcodes. While this is true regardless of whether the devices belong to
the individual or that of the company, the challenge is perhaps more pronounced when
individuals leave the company. If an employee leaves the company abruptly, one may not
have time to wipe devices clean of company passwords and information especially if they
belong to the employee. This will allow former employees to gain unauthorised access to
systems after they’re gone.
Broadly, the lack of firewall or anti-virus software updates done, although efforts are made
to widely encourage to regularly update firewall and anti-virus software when utilising
their own devices in the workplace, can create weak networks and holes in systems.
The accessing of unsecured Wi-Fi by employees who will mostly be utilising their devices
outside of the workplace, will have them run the chance that they’ll access unsecured
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Wi-Fi connections at airports, coffee shops, stores, or even their own home. Unsecured
networks can provide hackers with easy access to your company’s systems or networks.

Activity 4.2
Reflect
Critical Infrastructure Protection is at the heart of food/health/energy security.
Explore the challenges and measures that have been put in place to protect these
critical infrastructures that impact security.
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Chapter 2: The Human-machinery Technological Nexus
At all points in the development of security technology, humans have always played
a crucial role. The first generation, for example, employs guards as patrols and at
checkpoints. In the second generation, human gatekeepers are required to administer
electronic access control. In the third generation, human security officers are needed to
respond to alarms. The response force must be able to arrive on site in less time than it is
expected that the attacker will require to breach the barriers.
In the fourth generation, human audio-visual specialists are required to monitor and
analyse video. Users obviously have a role also by questioning and reporting suspicious
people. Aiding in identifying people as known versus unknown are identification
systems. Often, photo ID badges are used and are frequently coupled to the electronic
access control system. Visitors are often required to wear a visitor badge. In the fifth
generation, IT systems specialists are needed to maintain computer servers and set up
protocols to integrate security software and security hardware.

Figure 4.4
Source: “Second Generation Technology” Antonio L Rappa, 2008
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2.1 Technologies of the Self
French Philosopher Michel Foucault noted that there are four major types of
“technologies,” each a matrix of practical reason: (I) technologies of production, which
permit us to produce, transform, or manipulate things; (2) technologies of sign systems,
which permit us to use signs, meanings, symbols, or signification; (3) technologies of
power, which determine the conduct of individuals and submit them to certain ends
or domination, an objectivising of the subject; (4) technologies of the self, which permit
individuals to effect by their own means or with the help of others a certain number of
operations on their own bodies and souls, thoughts, conduct, and way of being, so as
to transform themselves in order to attain a certain state of happiness, purity, wisdom,
perfection, or immortality. (Foucault, 1988)
An example of technologies of the self is remote-sensing. Another is biometric passports
as identifiers of legitimate citizens. A third example of technologies of the self is a
self-impregnated chip containing information about oneself that cannot be concealed in
any other point on the human body without being readily detected. Such concealment
is necessary because the “self” is contingent on individual rights and privacy. Also,
there is a need to understand that technologies of the self work best under democratic
conditions. This is because during the Cold War, for example, technologies of the self
that were designed from the outside-in based on environmental and energy security
models, were used to abuse and experiment on innocent human beings. “Technology
industry needs to address the darker, more offensive side of some of its more
spectacular advancements.” (Brackeen, 2018). For instance, Tech CEO Brian Brackeen of
a facial recognition company noted that artificial intelligence algorithms powering facial
recognition need massive amounts of data to function. He added that in his experience
present systems have not been given enough data on people of colour to function properly.
This could inadvertently lead to wrongful arrests of individuals of colour.
Remember that technology is about controlling the environment in which humans live
to make life more efficient, pleasurable or less stressful. It is also about making the
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human environment more humane and less animal-like. It is also about making redundant
technologies work in tandem with new technologies. It is not about merely shifting from
one technological paradigm to another. There is always a technological overlap. And part
of that technological overlap is the belief in technology as the saviour of the world’s
problems. This is, of course, not an entirely plausible argument to make from the position
of security studies. This is also in part a question of the meaning and extent of using
technologies of the self in ways that are not counterproductive.
Technologies of the self involve means and ways to use technology against terrorist
attacks and natural disasters. Remote sensing technologies used by the Singapore Civil
Defence Force is one example of discovering trapped persons deep within a cavern that
has no other access by humans or tracker animals. There are many ways of employing
technologies of the self through formal and informal methods. Formal methods are those
deliberately constructed by experts to prevent disaster while informal ones are innately
dependent on instinct. We will now examine a deeper conception of technologies of the
self in terms of the work of Michel Foucault.

Source: JSTOR
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2.2 Foucault and the Self
Technologies of the self (also called care of the self or practices of the self) are what
Michel Foucault calls the methods and techniques ("tools") through which human beings
constitute themselves. Foucault argued that we as subjects are perpetually engaged in
processes whereby we define and produce our own ethical self-understanding. According
to Foucault, technologies of the self are the forms of knowledge and strategies that “permit
individuals to effect by their own means or with the help of others a certain number of
operations on their own bodies and souls, thoughts, conduct, and way of being, so as
to transform themselves in order to attain a certain state of happiness, purity, wisdom,
perfection, or immortality.”
Foucault was interested in the history of the subject in Western societies. He claimed
that in order to begin piecing together such a history, one must examine the interplay
between the micro-relations of the subject in space and time, and macrological structures
of power: political economy, juridical legal apparatus, education, health services, and
state administrative strategies. The interaction between self and self, and self to social
reality represents performative processes whereby ‘truth’ is negotiated and legitimated
through discursive fields at various scales. In other words, he was interested in how
subjects came to represent to themselves the ‘truth’ of their own thoughts and practices
and how this ‘truth’ was constructed in relation to governmental, institutional, and social
administrative structures of power and knowledge.
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Figure 4.5
Source: “Personal injury and the urban built-environment” 2011

Foucault argued that technologies of the self must be understood as inextricably linked
to his notion of governmentality: the guiding rationalities whereby individuals and
social structures regulate and police norms of thought and behaviour. Burchell states,
“government, is a ‘contact point’ where techniques of domination and technologies of
the self ‘interact’. According to Foucault, this “contact point” is where “technologies of
domination of individuals over one another have recourse to processes by which the
individual acts upon himself and, conversely,... where techniques of the self are integrated
into structures of coercion.”

2.3 Technicism
Technicism was closely related to the work of Henry S. Kariel, a famous postmodern
professor at the University of Hawaii. Technicism also known as technological
determinism is a way of approaching the world that places its confidence in technology
as a benefactor of society and one of the driving forces for change in society. Some
intellectuals see absolute technicism as a replacement of religion, in which technology is
essentially replacing religion as a higher moral authority which we follow. “Technicism is
the pretension of humans, as self-declared lords and masters using the scientific-technical
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method of control, to bend all of reality to their will in order to solve all problems, old and
new, and to guarantee increasing material prosperity and progress.” (Schuurman, 2003:
69)
Antonio L Rappa like Kariel, interprets the notion of technicism as the terrifying effect of
technology on human populations. This references the idea of reliance on technology to
the extreme. Of course, Kariel wrote and argued about the terrifying effects of technology
in the 1960s and continuously until his death some years ago. He could not have
anticipated the disastrous effects of the Japanese tsunami in March 2011. Yet the fallout
from the impact of the earthquake and tsunami on the Japanese nuclear reactors is
instructive.

We can also understand how technology may be used against peace-loving and “good”
people. Computer viruses, malware, and time-bombs make for negative outcomes within
technologies that were created for “good” and yet have been manipulated for “bad” by
terrorists and criminals.
Technicism is an over-reliance or overconfidence in technology as a benefactor of society.
Taken to the extreme, some argue that technicism is the belief that humanity will
ultimately be able to control the entirety of existence using technology. In other words,
human beings will eventually be able to master all problems, supply all wants and needs,
possibly even control the future.
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More commonly, technicism is a criticism of the commonly held belief that newer,
more recently-developed technology is "better." For example, more recently-developed
computers are faster than older computers, and more recently-developed cars have
greater gas efficiency and more features than older cars. Because current technologies
are generally accepted as good, future technological developments are not considered
circumspectly, resulting in what seems to be a blind acceptance of technological
developments.

Figure 4.6
Source: “Quick Redial Buttons: Invention or Innovation?” Antonio
L. Rappa Photography, 2009
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Summary
In conclusion, the students must realise that there are conceptual and imaginary
dimensions in security and technology. These dimensions are critical to the success of the
fight against criminals and terrorists. Students must understand that new technologies
must continuously be invented and innovated to create a large software resource
from which counterterrorist agents and police can draw. First generation technologies
in security are both anachronistic and redundant. New generation technologies are
expensive and complex. The difference between first gen-tech and new gen-tech is clear:
the opportunity cost of insecurity of lives and property.
The benefit that technology brings to our society and convenience that technology brings
have even been claimed that Singapore’s success hinges on the consistent research of
technology. Big data fuels intelligence-led interventions with the need to assess the cyber
risk to the individual as well as to organisations.

Lesson Recording
Energy, Environment, Health and Food Security Presentation 1
Energy, Environment, Health and Food Security Presentation 2
Energy, Environment, Health and Food Security Presentation 3

Additional Resources
Foucault, Michel. “Technologies of the Self.” Lectures at University of Vermont Oct. 1982,
in Technologies of the Self, 16-49. Univ. of Massachusetts Press, 1988
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Formative Assessment
1.

Identify an example of the first generation technology in a building.
a. Light weight walls
b. Vehicle height-restrictors
c. Air-conditioner ventilator
d. Solar power energy

2.

Accurately identify the statement below that explains security technology in Security
Studies from your readings.
a. Security technology is about changing the environment for humans to become
economically stable.
b. Security technology is about changing the security environment to suit the
needs of human beings especially if they work in the cities.
c. Security technology is about controlling the environment in which humans live
to make life more efficient, more impactful or more effective in order to save
time, costs, and effort.
d. Security technology is about changing the environment to increase the
productivity level in the agricultural sector.

3.

Identify a second generation technology.
a. Barb wire mesh
b. Early electric fencing
c. Metal barriers
d. Steel locks

4.

Identify a third generation technology.
a. Intrusion detection system
b. Lock
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c. Video monitoring system
d. Height-restrictors
5.

Video monitoring system is part of ________________
a. first generation security technology
b. fourth generation security technology
c. third generation security technology
d. second generation security technology

6.

Identify the statement below that accurately explains the role of humans in the
development of security technology.
a. Humans continue to play a significant role in the fifth generation security
technology.
b. Humans play a limited role in any generation of security technology.
c. Humans play a greater role only in the fourth generation technology.
d. Humans are not required in the formation of security technology.

7.

What is part of the technologies of the self?
a. Prison cell @ Incorrect. The prison cell is not part of t
b. biometric passports
c. closed circuit television
d. intrusion detection system

8.

Foucault argues that technologies of self as
a. human-dislike producing technology to protect themselves
b. Human-dislike conducting themselves in the most ethical manner
c. human performative acts that are immoral because of technology
d. humans produce their own ethical self-understanding through engagement in
the security developmental processes.
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Technicism is a security technology concept that assumes _________
a. humanity will eventually control the entire existence of security technology
b. humanity cannot control the development of security through technology
c. humanity will fail to co-exist with the development of technology
d. humanity will project greater dependency on technology

10. Identify a statement that accurately reflects the differences between first generation
technology and new generation technology.
a. First generation is better than the new generation technology.
b. The generation can be compared according to the cost of insecurity of lives.
c. New generation technology is cheaper to implement.
d. The generation can be compared according to the user-preferences.
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Solutions or Suggested Answers
Formative Assessment
1.

Identify an example of the first generation technology in a building.
a.

Light weight walls
Incorrect. This is not part of the first generation technology. Refer to study
unit 4.

b.

Vehicle height-restrictors
Correct. This is part of the first generation technology in a building. Refer
to study unit 4.

c.

Air-conditioner ventilator
Incorrect. This is not part of the first generation technology. Refer to study
unit 4.

d.

Solar power energy
Incorrect. This is part of the third generation technology. Refer to study unit 4.

2.

Accurately identify the statement below that explains security technology in Security
Studies from your readings.
a.

Security technology is about changing the environment for humans to
become economically stable.
Incorrect. Technology does not change the environment for the sake of
economical gains. This statement also has nothing to do with security
technology. Refer to study unit 4. Refer to the additional readings on security
technology.

b.

Security technology is about changing the security environment to suit the
needs of human beings especially if they work in the cities.
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Incorrect. To a certain extent this is true but there is perhaps a better statement
among the four choices. Refer to study unit 4.
c.

Security technology is about controlling the environment in which humans
live to make life more efficient, more impactful or more effective in order to
save time, costs, and effort.
Correct. Technology controls the environment for humans to live
comfortably. Refer to study unit 4.

d.

Security technology is about changing the environment to increase the
productivity level in the agricultural sector.
Incorrect. This statement is too narrow and you should think of a broader
response. Refer to study unit 4.

3.

Identify a second generation technology.
a.

Barb wire mesh
Incorrect. This is part of the first generation technology. Refer to study unit 4.

b.

Early electric fencing
Incorrect. This is part of the first generation technology. Refer to study unit 4.

c.

Metal barriers
Incorrect. This is part of the first generation technology. Refer to study unit 4.

d.

Steel locks
Correct. The second generation technology illustrated here is considered
as mechanical technology. Refer to study unit 4.

4.

Identify a third generation technology.
a.

Intrusion detection system
Correct. This is part of the third generation technology because it involves
remote sensing. Refer to study unit 4.
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b.

Lock
Incorrect. This is part of the second generation mechanical technology. Refer
to study unit 4.

c.

Video monitoring system
Incorrect. This is part of the fourth generation technology. Refer to study unit
4.

d.

Height-restrictors
Incorrect. This is part of the first generation technology. Refer to study unit 4.

5.

Video monitoring system is part of ________________
a.

first generation security technology
Incorrect. Barb wire is first generation security technology. Refer to study
unit 4.

b.

fourth generation security technology
Correct. Video monitoring system is part of the fourth generation
technology. Refer to study unit 4.

c.

third generation security technology
Incorrect. Alarm is part of the third generation technology. Refer to study
unit 4.

d.

second generation security technology
Incorrect. Lock is part of the second generation technology. Refer to study
unit 4.

6.

Identify the statement below that accurately explains the role of humans in the
development of security technology.
a.

Humans continue to play a significant role in the fifth generation security
technology.
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Correct. Humans play a role in developing the programmes in the fifth
generation security technology. Refer to study unit 4.
b.

Humans play a limited role in any generation of security technology.
Incorrect. Humans play significant role in various generation security
technology. Refer to study unit 4.

c.

Humans play a greater role only in the fourth generation technology.
Incorrect. Humans play significant role in various generation security
technology. Refer to study unit 4.

d.

Humans are not required in the formation of security technology.
Incorrect. Humans play significant role in various generation security
technology. Refer to study unit 4.

7.

What is part of the technologies of the self?
a.

Prison cell @ Incorrect. The prison cell is not part of t
Incorrect. The prison cell is not part of technologies of the self as it is external
to the self and has no intimate data about the subject in question. Refer to
study unit 4.

b.

biometric passports
Correct. This is part of technologies of the self as the details of the subject
are recorded in the biometric passport itself on a microchip. Refer to study
unit 4.

c.

closed circuit television
Incorrect. This is not part of technologies of self and there appears to be no
intimate data about the subject in question. Refer to study unit 4.

d.

intrusion detection system
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Incorrect. This is not part of technologies of self and in fact refers to
technologies of object sensing. Refer to study unit 4.
8.

Foucault argues that technologies of self as
a.

human-dislike producing technology to protect themselves
Incorrect. Technologies of self allow humans to effect regulations onto
themselves. Refer to study unit 4.

b.

Human-dislike conducting themselves in the most ethical manner
Incorrect. Technologies of self allow humans to produce their own ethical
understanding. Refer to study unit 4.

c.

human performative acts that are immoral because of technology
Incorrect. This is not part of Foucault believes in technologies of self. Refer
to study unit 4.

d.

humans produce their own ethical self-understanding through engagement
in the security developmental processes.
Correct. This is part of Foucault believes in technologies of self. Refer to
study unit 4.

9.

Technicism is a security technology concept that assumes _________
a.

humanity will eventually control the entire existence of security technology
Correct. This is an accurate believe of the technicism. Refer to study unit 4.

b.

humanity cannot control the development of security through technology
Incorrect. Technicism involves the use of technology to control entirety of
existence. Refer to study unit 4.

c.

humanity will fail to co-exist with the development of technology
Incorrect. Technicism is about the use of technology to control entirety of
existence. Refer to study unit 4.
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d.

humanity will project greater dependency on technology
Incorrect. Technicism involves the use of technology to control entirety of
existence. Refer to study unit 4.

10. Identify a statement that accurately reflects the differences between first generation
technology and new generation technology.
a.

First generation is better than the new generation technology.
Incorrect. The opportunity cost of the insecurity of lives and property is the
differences between the first and new generation. Refer to study unit 4.

b.

The generation can be compared according to the cost of insecurity of lives.
Correct. The comparison is based on the opportunity cost of insecurity of
lives and property. Refer to study unit 4.

c.

New generation technology is cheaper to implement.
Incorrect. The opportunity cost of the insecurity of lives and property is the
differences between the first and new generation. Refer to study unit 4.

d.

The generation can be compared according to the user-preferences.
Incorrect. The opportunity cost of the insecurity of lives and property is the
differences between the first and new generation. Refer to study unit 4.
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Learning Outcomes
Knowledge & Understanding (Theory Component)
By the end of this course, you should be able to
1.

Develop the relationship between technology, criminals and terrorists.

2.

Appraise models of security technology.

3.

Evaluate differences between criminals and terrorists.

4.

Assess technology, police and security agencies in Asia.

5.

Debate the use of technology in state enforcement.

6.

Compare security technology in Southeast Asia.

7.

Distinguish "first generation" and "new generation" security technology.

8.

Debate the idea of social media and its impact on security.

9.

Evaluate energy, environment, health and food security technology.

10.

Compare terrorist financing, cyberspace and cybercrime.

Key Skills (Practical Component)
By the end of this course, you should be able to:
11.

Contrast the state, criminals and technology.

12.

Apply security studies concepts to seminar discussions.

13.

Interpret work-based problems with concepts in security studies.

14.

Demonstrate competence in academic writing (political science).
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Overview
Our enslavement to the machine has never been more complete.
John Zerman and Alice Carnes
Ethics in an Age of Technology: The Gifford Lectures 1989-1991,
Volume 2

Source: JSTOR, 1962

The previous Study Unit focused on how first or old generation security technology and
new generation security technology were used to solve and anticipate problems in terms
of energy, the natural environment, health and food security. In this Study Unit, we can
begin evaluating the impact and implications of security in terms of energy, environment,
health and food. The reason why we are doing so across two Study Units is because
[energy, environment, health and food] are complex variables that are often interrelated
and impact on each other. Social scientists refer to a situation where two variables impact
on each other as bidirectional covariance.
This means that X and Y can occur under the same or common conditions while having an
impact [X, Y ] or [ Y, X ] on one another. For example, the police cars in a high-speed chase
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during the O.J. Simpson trial in Los Angeles, California were also causing environmental
degradation through air pollution as well as the wear and tear of the police vehicles in
hot pursuit. However, the social variable – which is “chasing the criminal suspect”, in this
case – also impacts energy and the environment in an indirect manner. Greater wear and
tear of vehicles and the use of fossil fuels for combustion also degrade the environment
as we seek to preserve social order and maintain control over the criminal element.
Non-traditional Security
The discussions in this Study Unit on energy, the natural environment, health and
food security address these resonant challenges through the lens of issues that impact
the survival of states and individuals that are typically beyond that of the military.
As with most studies that are entrenched on debates surrounding moral juxtaposition,
“two decades since scholars began to rethink the meaning of security, there remains no
consensus.” (Caballero-Anthony, 2015) After the cold war, the issues that had dominated
conversations on issues that have a critical impact to states and societies have included
energy security, environmental security and food security amongst others. “These
challenges, seen in almost every part of the world, cannot but raise questions about what
a secure world means in contemporary times for different people from different parts of
the world.” (Caballero-Anthony, 2015)
Human Security
The 1994 Human Development Report prepared by the United Nations Development
Programme (UNDP) raised the notion of Human Security. The late Mahbub ul Haq,
a development economist, noted that - Security today is ‘reflected in the lives of the
people, not in the weapons of our country’. (Haq, 1994). The centrality of the concept of
Human Security anchors much of the discussions on critical issues in this Study Unit. The
reframing of security as a concept was raised in the first Study Unit. The importance of
reframing notions of security and technology is a steadfast presence over the last decade.
From the devastating impact of climate change, to the unbridled challenges of refugees
and internally displaced people, these discussions resonate with long standing discussion
on the use of technology to enhance notions of safety and security in uncertain times.
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Closely tied to the concept of safety and security addressed in the first Study Unit is this
notion of Human Security.
Existential Threat
The idea of that which is an existential threat can shift depending on the referent object in
the discussion. Dependent on the perceived gravity of the threat, technology can play a
fundamental role in ensuring that threats to the existence of the individual or elements of
society can be mitigated. A factor to consider in many a discussion on safety and security
is the extent towards which an entity is indeed a existential threat and if so the necessity to
reevaluate and revisit the most cost effective means through which threats to the existence
of humanity can be mitigated. The unprecedented changes that the world has born witness
to since the cold war result in the realization that the military paradigm is not the sole
paradigm through which issues of security need to be discussed. A greater appreciation
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Chapter 1: Security and Technology
The world around us is one that both feeds and clothes us as well as one that may cause
much destruction. More people have died from the effects of earthquakes, tidal waves,
tsunamis, and acts of God or acts of nature than all the world wars and smaller hot wars
combined. We need to strive, nevertheless, to enhance and develop new technologies in
all fields and in all areas to ensure that we have greater security. Technology presents a
cost effective platform and an avenue to work towards better mitigation of risks in areas
wherein science can actively contribute towards enhancing safety and security.

1.1 Food Security
In the 2010 Youth Olympic Games in Singapore while the planners worked very hard, they
did not focus on food security in a comprehensive manner. At the 2010 Youth Olympic
Games, 21 members of the YOG organizing committee workforce were struck by food
poisoning. The vendor for the YOG in Singapore in 2010 prepared the food under hygienic
conditions. The vendor then used approved packaging to divide and transport the food
to the YOG volunteers. However, it was probably because the food remained in plastic/
Styrofoam for too long that the level of bacteria rose disproportionately. Hence, when the
volunteers for the YOG ate their food, it was already contaminated. Another example
of [X, Y] and [Y, X] may be seen in food security. So whose fault is it? This situation
could have been avoided if the food vendor had prepared the food for Just-in-Time
delivery. Alternatively, perhaps it was not the vendor or vendors’ fault but the fault of
the organisers. Did the organisers request for the food too early? Was it in fact the facult
of Vivien Balakrishnan who was the minister at the time and mistook or miscalculated
the cost of the YOG by $200 million. The Opposition had a field day. $10-20 is an honest
mistake. But $200 million by one of the highest paid political ministers in the world? That
is resignation time. But he was somehow forgiven and remains a minister today. At least he
owned up. Know any Southeast Asian political leader who hasn’t owned up to some form
of subterfuge? Who still thinks that he is innocent of the abuse of power and corruption?
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Or was there a delay in the timings along the way so that the volunteers had no time to
eat. Alternatively, it could have happened in a different manner.
In 2015, during the SEA Games, Singapore and Malaysian Cyclists were hit by food
poisoning. Between 26 and 30 December 2012, a total of 453 people came down with
severe stomach flu after attending weddings and company events on separate occasions
at Man Fu Yuan, a restaurant at Hotel InterContinental. A total of 183 people came down
with food poisoning after consuming durian pastries from the hotel's bakery between the
middle of March and April 2016. The investigations showed that there were instances
of poor personal and food handling hygiene practices during the preparation of durian
pastries at Goodwood Park Hotel. In this instance, could the illnesses and deaths have
been forestalled? Examples of first generation food security would include such basic
measures seen in early forms of food preservation using salt, vinegar, hot lava rocks,
or food kept fresh in cold water streams. This is closely tied with the environment as
well as health. Early humans had higher tolerance for higher levels of bacteria. People in
modernity have had their levels of tolerance shift from high to low. Indeed, increasing
amounts of allergens in the environment are itself a security hazard. These food/health/
energy security issues were often learned from interacting with the existing environment.
The organisers of the various events may not have been given proper instructions or
they may have had inexperienced leaders who did not plan carefully. One might even
question the values that the volunteers themselves had – were they hygienic? Did they
eat without washing their hands? Was the food left out in the sun? Was the food
contaminated along the way? As we can see, there are many possible variables in our
analysis. But the conclusion must be that it cannot be the fault of the volunteers since
there were many of them and all those who ate from the food packets fell ill. It is difficult
to anticipate everything. Today with technology, pH meters, infrared thermometers,
wearable prompting guides and automatic cleaning systems are just a few of the many
technology advancements in the food industry. (Mushrush, 2017)
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1.2 Absence of Overt Systems
Another example is the absence of significant and overt measures to protect Singapore’s
water supplies from toxification and terrorist attack. Many Singaporeans believe that in
Singapore, “something” must happen before something is done. One example would be
when the security technology is insufficient as in the case of the Swiss national and his
accomplice who broke into the Singapore MRT “base” depot to paint a train with some
relatively creative “graffiti”.

Source: JSTOR

We know from this example that security encompasses a far greater realm and girth than
most ordinary people anticipate. No one person can claim to know everything about
security. But given the right resources, the dangers from human activities can be learned.
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With technological advancements, the Internet of things, or IOT, and the use of sensors
scan facilitate the reporting of real time data and can be seen by the food industry
as a means through which to track shipping to in-store displays. In this instance,
the “automated temperature monitoring systems can spot problems promptly and
alert management to take immediate corrective actions to prevent excessive product
temperature abuse that can impact its safety and quality.” (Mushrush, 2017).

1.3 Energy Technology
Founded in 1974, International Energy Authority (IEA) was initially designed to help
countries co-ordinate a collective response to major disruptions in the supply of oil, such
as the crisis of 1973/4. While this remains a key aspect of its work, the IEA has evolved and
expanded significantly. (International Energy Authority, 2019) In 2018, the world energy
authority noted that “(major transformations are underway for the global energy sector,
from growing electrification to the expansion of renewables, upheavals in oil production
and globalisation of natural gas markets. Across all regions and fuels, policy choices made
by governments will determine the shape of the energy system of the future.” (World
Energy Authority, 2018) The report additionally noted that “governments will have a
critical influence in the direction of the future energy system. Under current and planned
policies, modelled in the New Policies Scenario, energy demand is set to grow by more
than 25% to 2040, requiring more than $2 trillion a year of investment in new energy
supply.” (World Energy Authority, 2018).
Energy technology is composed of various types. Fossil fuels are fuels formed by
natural resources such as anaerobic decomposition of buried dead organisms. The age
of the organisms and their resulting fossil fuels is typically millions of years, and
sometimes exceeds 650 million years. The fossil fuels, which contain a high percentage
of carbon, include coal, petroleum, and natural gas. Fossil fuels range from volatile
materials with low carbon-hydrogen ratios like methane, to liquid petroleum to nonvolatile
materials composed of almost pure carbon, like anthracite coal. Methane can be found
in hydrocarbon fields, alone, associated with oil, or in the form of methane clathrates.
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It is generally accepted that they formed from the fossilized remains of dead plants and
animals by exposure to heat and pressure in the Earth's crust over millions of years.
Fossil fuels are non-renewable resources because they take millions of years to form, and
reserves are being depleted much faster than new ones are being made. The production
and use of fossil fuels raise environmental concerns. The burning of fossil fuels produces
around 21.3 billion tonnes (21.3 gigatonnes) of carbon dioxide (CO2) per year, but it is
estimated that natural processes can only absorb about half of that amount, so there is
a net increase of 10.65 billion tonnes of atmospheric carbon dioxide per year (one tonne
of atmospheric carbon is equivalent to 44/12 or 3.7 tonnes of carbon dioxide). Carbon
dioxide is one of the greenhouse gases that enhances radiative forcing and contributes to
global warming, causing the average surface temperature of the Earth to rise in response,
which most climate scientists agree will cause major adverse effects. A global movement
towards the generation of renewable energy is therefore under way to help meet increased
energy needs.
Climate change concerns, coupled with high oil prices, peak oil, and increasing
government support, are driving increasing renewable energy legislation, incentives and
commercialization. New government spending, regulation and policies help the industry
weather the global financial crisis better than many other sectors.
As articulated on their mission statement, the IEA is focused on the following four areas:
1.

Energy Security: Promoting diversity, efficiency, flexibility and reliability for all
fuels and energy sources;

2.

Economic Development: Supporting free markets to foster economic growth and
eliminate energy poverty;

3.

Environmental Awareness: Analyzing policy options to offset the impact of
energy production and use on the environment, especially for tackling climate
change and air pollution; and

4.

Engagement Worldwide: Working closely with partner countries, especially
major emerging economies, to find solutions to shared energy and
environmental concerns. (International Energy Agency, 2018)
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The role of the IEA has become more pertinent today than ever before as they navigate
the resonant challenges of climate change and the continued politicization of this climate
change initiatives globally. Much of this is seen to play out even as the US Presidential
elections are slated in 2020 with the presence of the Green New Deal.

Source: JSTOR

1.4 Environmental Technology
Renewable energy is a more sustainable form of energy that is environmentally friendly.
Renewable energy is energy, which comes from natural resources such as sunlight,
wind, rain, tides, and geothermal heat, which are renewable (naturally replenished).
The Renewables 2018 Global Status Report is a series that contributes to the stipulated
objective of the UN Secretary-General’s Sustainable Energy for All. The report broadly
underscores the status of renewable energy usage.
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The world's largest geothermal power installation is The Geysers in California, with a
rated capacity of 750 MW. Brazil has one of the largest renewable energy programmes
in the world, involving production of ethanol fuel from sugar cane, and ethanol now
provides 18% of the country's automotive fuel. Ethanol fuel is also widely available in the
USA.
While many renewable energy projects are large-scale, renewable technologies are also
suited to rural and remote areas, where energy is often crucial in human development.
Globally, an estimated 3 million households get power from small solar PV systems.
Micro-hydro systems configured into village-scale or county-scale mini-grids serve many
areas. More than 30 million rural households get lighting and cooking from biogas made
in household-scale digesters. A total of 160 million households use biomass cook stoves.
The ability to make large-scale technology accessible to the masses continues to be a
challenge. Poverty, lack of access to economic resource harnessing of technology of this
scale impacts the manner through which technology is availed to the masses.

1.5 Health Technology
Health technology is any intervention that may be used to promote health, to prevent,
diagnose or treat disease or for rehabilitation or long-term care. This includes the
pharmaceuticals, devices, procedures and organizational systems used in health care.
Medical technology extends and improves life. It alleviates pain, injury and handicap.
Its role in healthcare is essential. Incessant medical technology innovation enhances the
quality and effectiveness of care. Billions of patients worldwide depend on medical
technology at home, at the doctor’s clinic, at hospital and in nursing homes where
wheelchairs, pacemakers, orthopaedic shoes, spectacles and contact lenses, insulin pens,
hip prostheses, condoms, oxygen masks, dental floss, MRI scanners, pregnancy tests,
surgical instruments, bandages, syringes, life-support machines are available.
The term health technology may also refer to the duties performed by clinical laboratory
professionals in various settings within the public and private sectors. The work of
these professionals encompasses clinical applications of chemistry, genetics, haematology,
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immunohematology (blood banking), immunology, microbiology, serology, urinalysis
and miscellaneous body fluid analysis. These professionals may be referred to as Medical
Technologists (MT) and Medical Laboratory Technologists.

1.6 Food Technology
Food technology is the application of food science to the selection, preservation,
processing, packaging, distribution, and use of safe, nutritious, and wholesome food.
Louis Pasteur's research on the spoilage of wine and his description of how to avoid
spoilage in 1864 were an early attempt to put food technology on a scientific basis.
Besides research into wine spoilage, Pasteur did research on the production of alcohol,
vinegar, wines and beer, and the souring of milk. He developed pasteurisation—the
process of heating milk and milk products to destroy food spoilage and diseaseproducing organisms. In his research into food technology, Pasteur became the pioneer
into bacteriology and of modern preventive medicine.
Following Pasteur, there have been some important developments in food technology,
which include:
• Instantised Milk Powder - D.D. Peebles (US patent 2,835,586) developed the first
instant milk powder, which has become the basis for a variety of new products that
are rehydratable in cold water or milk. This process increases the surface area of the
powdered product by partially rehydrating spray-dried milk powder.
• Freeze Drying - The first application of freeze drying was most likely in the
pharmaceutical industry; however, a successful large-scale industrial application of
the process was the development of continuous freeze drying of coffee.
• High-Temperature Short Time Processing - These processes for the most part are
characterised by rapid heating and cooling, holding for a short time at a relatively
high temperature and filling aseptically into sterile containers.
• Decaffeination of Coffee and Tea - Decaffeinated coffee and tea was first developed
on a commercial basis in Europe around 1900. The process is described in US patent
897,763. Green coffee beans are treated with steam or water to around 20% moisture.
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The added water and heat separate the caffeine from the bean to its surface. Solvents
are then used to remove the caffeine from the beans. In the 1980s, new non-organic
solvent techniques have been developed for the decaffeination of coffee and tea.
Carbon dioxide under supercritical conditions is one of these new techniques.
US patent 4,820,537 was issued to General Foods Corp. for a CO2 decaffeination
process.
• Process Optimisation - Food Technology now allows production of foods to be more
efficient. Oil saving technologies are now available on different forms. Production
methods and methodology have also become increasingly sophisticated.
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Chapter 2: Terrorist Financing
While the fund required for a terrorist act may be as small as US$400, the process
of recruiting, training and sustaining sleeper operations over years requires significant
amounts of money. The Super Ferry 14 attack, the most maritime lethal attack in Southeast
Asia cost US$400.
Since it is becoming more difficult for terrorists to raise funds from charities, they have
resorted to money laundering. Terrorists are now working with drug traffickers and
criminals to make and launder the proceeds of crimes like fraud, prostitution, intellectual
property theft, smuggling - this is now routine for them.
Terrorists use low value but high volume fraud activity to fund their operations.
Paramilitary groups in Northern Ireland are using legitimate businesses such as hotels,
pubs and taxi operators to launder money and fund political activities. Even beyond
Ireland, terrorists are buying out/controlling front-end businesses especially cashintensive businesses including in some cases money services businesses to move monies.
Bulk cash smuggling and placement through cash-intensive businesses is one typology.
They are now also moving monies through the new online payment systems. They also
use trade-linked schemes to launder monies. Nonetheless, the older systems have not
given way. Terrorists also continue to move monies through MSBs/Hawalas, and through
international ATM transactions. Charities also continue to be used in countries where
controls are not so stringent.
Operation Green Quest was the US multi-agency task force set up in October 2001 to
combat terrorist financing and had developed a checklist of suspicious activities. The
following patterns of activity indicate collection and movement of funds that could be
associated with terrorist financing:
1.

Account transactions that are inconsistent with past deposits or withdrawals
such as cash, travellers’ cheques, personal cheques, and wire transfers.
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Transactions involving a high volume of incoming or outgoing wire transfers,
with no logical or apparent purpose that come from, go to, or transit through
locations of concern, that is, sanctioned countries, non-cooperative nations and
sympathiser nations.

3.

Unexplainable clearing or negotiation of third party cheques and their deposits
in foreign bank accounts.

4.

Structuring at multiple branches or the same branch with multiple activities.

5.

Corporate layering, transfers between bank accounts of related entities or
charities for no apparent reasons.

6.

Wire transfers by charitable organisations to companies located in countries
known to be bank or tax havens.

7.

Lack of apparent fund raising activity, for example, a lack of small cheques or
typical donations associated with charitable bank deposits.

8.

Using multiple accounts to collect funds that are then transferred to the same
foreign beneficiaries.

9.

Transactions with no logical economic purpose, that is, no link between the
activity of the organisation and other parties involved in the transaction.

10.

Overlapping corporate officers, bank signatories, or other identifiable
similarities associated with addresses, references and financial activities.

11.

Cash debiting schemes in which deposits in the US correlate directly with ATM
withdrawals in countries of concern. Reverse transactions of this nature are also
suspicious.

12.

Issuing cheques, money orders or other financial instruments, often numbered
sequentially, to the same person or business, or to a person or business whose
name is spelt similarly.

Even as legislation has shifted and improved over the last 2 decades, the impact of terrorist
financing through patterns listed has now come to include the use of the cyber domain
through the use of cryptocurrency and even the crowdsourcing of funds to conduct illicit
activities.
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In 2018, the US government listed a comprehensive strategy to combat terrorism and other
illicit activities. This was spelt out in the revised CT Financing legislation that brought
together a multi-agency framework to manage and mitigate the threat posed by terrorist
financing. The multi-agency framework used “law enforcement, financial sanctions, and
other financial measures to dismantle and disrupt terrorist financing networks, closing
existing gaps in the US financial system that have been used to facilitate TF, and engage
with foreign partners and the private sector to develop a secure global framework that
will effectively deny terrorist groups the ability to access the international financial system
to raise, move and use funds.” (National Terrorist Financing Risk Assessment, 2018)
The findings of the NTFRA raised a seep seated point of contention, i.e. the “most common
type of TF activity in the United States involves individuals who knowingly provide funds
to terrorists, terrorist groups, or their supporters abroad. This includes multiple groups
designated by the United States as foreign terrorist organisations (FTOs), including the
Islamic State of Iraq and Syria (ISIS) and its regional affiliates, Al-Qaida (AQ) and its
regional affiliates Al Nusra Front (ANF), Al Shabaab, Hezbollah and Hamas.” (National
Terrorist Financing Risk Assessment, 2018)
Challenges Arising from Quantum and Process
With the challenge arising from the self-styled Islamic State (IS), there have been several
case studies that highlight some of these dominant challenges. Tasmina Salsabila, an
Indonesian migrant worker in Hong Kong, significantly assisted Katibah al-Iman’s
recruitment and funding. Tasmina recruited Riswandi alias Iwan, who is skilled in
bomb making, and her husband, Zainal, into Katibah al-Iman. She additionally recruited
Syuhada Umar, a pro-IS supporter based in Bekasi, a suburb of Jakarta, into Katibah alIman. Furthermore, Tasmina funded Katibah al-Iman, transferring 8 million rupiah (US
$615) for the group’s armament. (Jerard, 2016).
The cell, led by Abu Gar, which conducted the first IS attack in Southeast Asia in Thamrin
Jakarta, received 200 million rupiah (US$15,384) from an Indonesian IS fighter and
leader of Katibah Masyaariq, Abu Jandal, in 2015. While in prison, Aman Abdurrahman
summoned Abu Gar and instructed him to copy the Paris attack. Aman Abdurrahman
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noted that the instruction came from IS. Rois alias Iwan Darmawan Muntho, who was
also incarcerated in Nusa Kambangan, assisted Abu Gar in materialising the plan. Hendro
Fernando, who was arrested in Bekasi after the Jakarta attacks, led the fourth cell. (Jerard,
2016).
Another cell leader in Indonesia Hendro received a total of 1.3 billion rupiah (US$97,000)
from the leader of Katibah Nusantara, Bahrumsyah, in several instalments throughout
2015. The money was channelled to the pro-IS groups in the region, Mujahidin Indonesia
Timur (MIT) and Ansharul Khilafah Philippines (AKP), as well as to fund plots to attack
Bali and Jakarta’s main airport and an international school. (Jerard, 2016). The money sent
would help to facilitate operations on Southeast Asia.

2.1 Activities
It would be difficult to determine by the activity alone whether the particular act
was related to terrorism or to organised crime. For this reason, these activities must
be examined in context with other factors in order to determine a terrorist financing
connection. Simple transactions can be found to be suspect and money laundering derived
from terrorism will typically involve instances in which simple operations had been
performed (retail foreign exchange operations, international transfer of funds) revealing
links with other countries including FATF blacklisted countries. Some of the customers
may have police records, particularly for trafficking in narcotics and weapons and may be
linked with foreign terrorist groups. The funds may have moved through a state sponsor
of terrorism or a country where there is a terrorism problem. A link with a Politically
Exposed Person (PEP) may ultimately link up to a terrorist financing transaction. A charity
may be a link in the transaction. Accounts (especially student) that only receive periodic
deposits withdrawn via ATM over two months and are dormant at other periods could
indicate that they are becoming active to prepare for an attack.
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2.2 Sixth Column
We saw earlier that the Internet according to Rappa is a “sixth column” of protest. But it
is also a site where terrorists can inflict grave damage as seen in the Stuxnet virus.
Stuxnet is a kind of PC inhabiting “worm” that first emerged in the summer of 2010. The
worm attacks industrial-scale software and their attendant processes. Existing PC anti
malware and anti-viruses as well as anti-anti virus viruses may evolve into more powerful
versions in future. Stuxnet was a myth that has become part of the reality of cyberculture.
According to Computerworld, September 16, 2010:
The Stuxnet worm is a "groundbreaking" piece of malware so devious in its use
of unpatched vulnerabilities, so sophisticated in its multipronged approach,
that the security researchers who tore it apart believe it may be the work of
state-backed professionals. "It's amazing, really, the resources that went into
this worm," said Liam O Murchu, manager of operations with Symantec's
security response team. "I'd call it groundbreaking," said Roel Schouwenberg,
a senior antivirus researcher at Kaspersky Lab. In comparison, other notable
attacks, like the one dubbed Aurora that hacked Google's network and
those of dozens of other major companies, were child's play. O Murchu and
Schouwenberg should know: They work for the two security companies that
discovered that Stuxnet exploited not just one zero-day Windows bug but four
-- an unprecedented number for a single piece of malware.
Is the Stuxnet virus to become part of the cyber-counter-culture? In the world of viruses
and egoistic hacking of computers, newer versions of it are likely to take its place.

2.3 Cyber Culture
Cyberculture is the culture that has emerged, or is emerging, from the use of computer
networks for communication, entertainment and business. It is also the study of
various social phenomena associated with the Internet and other new forms of network
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communication, such as online communities, online multi-player gaming, and e-mail
usage.
Since the boundaries of cyberculture are difficult to define, the term is used flexibly, and its
application to specific circumstances can be controversial. It generally refers at least to the
cultures of virtual communities, but extends to a wide range of cultural issues relating to
"cyber-topics", e.g. cybernetics, and the perceived or predicted cyborgization of the human
body and human society itself. It can also embrace associated intellectual and cultural
movements, such as cyborg theory and cyberpunk. The term often incorporates an implicit
anticipation of the future.
Cyberculture is a wide social and cultural movement closely linked to advanced
information science and information technology; their emergence, development and rise
to social and cultural prominence between the 1960s and the 1990s. Cyberculture was
influenced at its genesis by those early users of the Internet, frequently including the
architects of the original project. These individuals were often guided in their actions by
the hacker ethic. While early cyberculture was based on a small cultural sample and its
ideals, the modern cyberculture is a much more diverse group of users and the ideals that
they espouse.
Manifestations of Cyberculture include various human interactions mediated by
computer networks. They can be activities, pursuits, games, places and metaphors, and
include a diverse base of applications. Some are supported by specialised software and
others work on commonly accepted web protocols. Examples include but are not limited
to:
1.

Blogs

2.

Social networks

3.

Games

4.

Chat

5.

Usenet

6.

Bulletin Board Systems
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7.

E-Commerce

8.

Peer-to-peer file sharing

9.

Virtual worlds

There are several qualities that cybercultures share that make them warrant the prefix
“cyber-“. Some of those qualities are that cyberculture:
1.

Is a community mediated by ICTs.

2.

Is culture “mediated by computer screens.”

3.

Relies heavily on the notion of information and knowledge exchange.

4.

Depends on the ability to manipulate tools to a degree not present in other forms
of culture.

5.

Allows vastly expanded weak ties and has been criticised for overly emphasising
the same.

6.

Multiplies the number of eyeballs on a given problem, beyond that which would
be possible using traditional means, given physical, geographic, and temporal
constraints.

7.

Is a “cognitive and social culture, not a geographic one.”

8.

Is “the product of like-minded people finding a common ‘place’ to interact.”

9.

Is inherently more “fragile” than traditional forms of community and culture.

2.4 Cyber Crime
Cybercrime refers to any crime that involves a computer and a network. The computer
may have been used in the commission of a crime, or it may be the target. Netcrime
refers, more precisely, to criminal exploitation of the Internet. Issues surrounding this type
of crime have become high-profile, particularly those surrounding hacking, copyright
infringement, child pornography, and child grooming. There are also problems of privacy
when confidential information is lost or intercepted, lawfully or otherwise.
Computer crime encompasses a broad range of potentially illegal activities. Generally,
however, it may be divided into one of two types of categories: (1) crimes that target
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computer networks or devices directly; (2) crimes facilitated by computer networks or
devices, the primary target of which is independent of the computer network or device.
Cyberterrorism in general, can be defined as an act of terrorism committed through the
use of cyberspace or computer resources. As such, a simple propaganda in the Internet,
that there will be bomb attacks during the holidays can be considered cyberterrorism. As
well, there are also hacking activities directed towards individuals, families, organised
by groups within networks, tending to cause fear among people, demonstrate power,
collecting information relevant for ruining peoples' lives, robberies, blackmailing, etc.
By extension, the use of cybercrime expertise by terrorist and extremists cannot be
negated. The liberal sale of expertise on the deep web and dark web has facilitated access
to resources and the sale of skill sets at an unprecedented pace.
Cyberextortion is a form of cyberterrorism in which a website, e-mail server, or computer
system is subjected to repeated denial of service or other attacks by malicious hackers,
who demand money in return for promising to stop the attacks. According to the Federal
Bureau of Investigation, cyberextortionists are increasingly attacking corporate websites
and networks, crippling their ability to operate and demanding payments to restore their
service. More than 20 cases are reported each month to the FBI and many go unreported in
order to keep the victim's name out of the domain. Perpetrators typically use a distributed
denial-of-service attack.
The US Department of Defense (DoD) notes that cyberspace has emerged as a nationallevel concern through several recent events of geo-strategic significance. Among those are
included the attack on Estonia's infrastructure in 2007, allegedly by Russian hackers. "In
August 2008, Russia again allegedly conducted cyber attacks, this time in a coordinated
and synchronised kinetic and non-kinetic campaign against the country of Georgia.
Fearing that such attacks may become the norm in future warfare among nation-states,
the concept of cyberspace operations impacts and will be adapted by warfighting military
commanders in the future.
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Summary
At many levels, the role of technology and security has diversified over time. Technology
whilst facilitating the path to ascertain levels of safety and security has been met
with resonating challenges. These challenges stem from the inability to access available
technology due to cost incurred as seen in the lack of access to technology such as
solar panels for renewable resources despite the benefits that can be reaped over time.
Conversely, technology has reduced the cost of the exchange of ideas and skillsets. This
exchange of ideas can be witnessed through a multiplicity of platforms. This reduction in
cost and increased accessibility has resulted in the exchange of ideas at an unprecedented
pace. Technology, crime and terrorism continue to intersect and impact each other not
only in the manner through which terrorists and criminals attempt to evade enforcement
agencies, but additionally the manner through which enforcement agencies are forced to
ensure that old world law enforcement strategies and policies do not chase new world
crime.

Lesson Recording
Technology, Crime and Terrorism Presentation 1
Technology, Crime and Terrorism Presentation 2
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Formative Assessment
1.

Bidirectional covariance refers to_______________
a. A situation where two variables impact on one another.
b. A situation where three variables impact on one another.
c. A situation where two variables have no impact on one another.
d. A situation where none of the variable have an impact on one another

2.

Identify the statement where bidirectional covariance exists.
a. A situation during the YOG in Singapore where food contamination occurred.
b. A situation during the YOG in Singapore where the athletes performed below
expectations.
c. A situation during the YOG in Singapore where the use of internet resources
were limited.
d. A situation during the YOG in Singapore where volunteers failed to help out
at the event.

3.

Overt measures are necessary to ____________
a. To prevent malnourishment in children
b. To calculate the economical gains
c. To ensure successful completion of prisoners
d. To protect security of a country

4.

Energy technology includes fossil fuels which are non-renewal resources. Burning of
fossil fuels results in _________
a. increasing the community involvement
b. increasing the world population
c. decreasing the volcanic ashes
d. increasing the surface temperature
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Renewable energy is
a. harmful to the environment
b. costly to implement
c. environmentally friendly
d. harder to sustain

6.

The study of terrorist financing indicates a pattern of operation. Identify the pattern
that was documented from the Operation Green Quest by the US multi-agency task
force.
a. Use of just one account to transfer funds
b. Use of legitimate business model to perform fund transfer
c. Use of inconsistent deposits or withdrawal methods such as cash, wire
transfers
d. Use of government funds to support terror activities

7.

Identify the statement that accurately describes cyber culture.
a. A culture mediated by computer screens.
b. A culture that decreases cognitive development.
c. A culture that increases the barriers geographically
d. culture that decreases social cohesiveness

8.

Cybercrime includes the following EXCEPT:
a. computer crime
b. cyberterrorism
c. cyberextortion
d. value creation

9.

Food technology includes the following EXCEPT:
a. selection of food
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b. processing of food
c. distribution of food
d. marketing of food
10. Health technology includes the following EXCEPT:
a. topology
b. hematology
c. immunology
d. serology
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Solutions or Suggested Answers
Formative Assessment
1.

Bidirectional covariance refers to_______________
a.

A situation where two variables impact on one another.
Correct. This is a situation where X and Y can occur under the same or
common conditions while having an impact on either X,Y or Y,X. Refer to
study unit 5.

b.

A situation where three variables impact on one another.
Incorrect. This is not the definition for bidirectional covariance. Refer to study
unit 5.

c.

A situation where two variables have no impact on one another.
Incorrect. This is a situation where two variables have an impact on one
another. Refer to study unit 5.

d.

A situation where none of the variable have an impact on one another
Incorrect. This is a situation where two variable have an impact on one
another. Refer to study unit 5.

2.

Identify the statement where bidirectional covariance exists.
a.

A situation during the YOG in Singapore where food contamination
occurred.
Correct. The food contamination highlights the bidirectional covariance
which resulted in the food contamination. Refer to study unit 5.

b.

A situation during the YOG in Singapore where the athletes performed below
expectations.
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Incorrect. The athletes performed well within their means. Refer to study unit
5.
c.

A situation during the YOG in Singapore where the use of internet resources
were limited.
Incorrect. The event used various internet resources for recruitment and
publicity of the event. Refer to study unit 5.

d.

A situation during the YOG in Singapore where volunteers failed to help out
at the event.
Incorrect. Volunteers assisted in ensuring the success of the event. Refer to
study unit 5.

3.

Overt measures are necessary to ____________
a.

To prevent malnourishment in children
Incorrect. Overt measures relates to security measures. Refer to study unit 5.

b.

To calculate the economical gains
Incorrect. Overt measures are not concern about economical gains, though
security measures are an important factor for consistent economical gains.
Refer to study unit 5.

c.

To ensure successful completion of prisoners
Incorrect. Overt measures are not just successful completion of prisoners. It
is about security measurement as a whole. Refer to study unit 5.

d.

To protect security of a country
Correct. Overt measures are required to prevent security threat such as
terror attack in Singapore. Refer to study unit 5.

4.

Energy technology includes fossil fuels which are non-renewal resources. Burning of
fossil fuels results in _________
a.

increasing the community involvement
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Incorrect. The burning harms the planet and has no positive implication.
Refer to study unit 5.
b.

increasing the world population
Incorrect. The burning results in negative implications. Refer to study unit 5.

c.

decreasing the volcanic ashes
Incorrect. The burning results in negative implications. Refer to study unit 5.

d.

increasing the surface temperature
Correct. The burning results in negative implication such as increasing the
surface temperature. Refer to study unit 5.

5.

Renewable energy is
a.

harmful to the environment
Incorrect. It is a good for the environment. Refer to study unit 5.

b.

costly to implement
Incorrect. It is cheaper based on long term usage. Refer to study unit 5.

c.

environmentally friendly
Correct. Renewable energy is more sustainable and environmentally
friendly. Refer to study unit 5.

d.

harder to sustain
Incorrect. Renewable energy is sustainable. Refer to study unit 5.

6.

The study of terrorist financing indicates a pattern of operation. Identify the pattern
that was documented from the Operation Green Quest by the US multi-agency task
force.
a.

Use of just one account to transfer funds
Incorrect. The study indicated use of multiple accounts to transfer funds.
Refer to study unit 5.

SU5-30

SEC337

Technology, Crime and Terrorism

b.

Use of legitimate business model to perform fund transfer
Incorrect. The study indicated use of illegitimate business model to perform
funds transfer. Refer to study unit 5.

c.

Use of inconsistent deposits or withdrawal methods such as cash, wire
transfers
Correct. The study indicated inconsistency in the deposits and withdrawal
methods to ensure poor detection of the funds transfer. Refer to study unit
5.

d.

Use of government funds to support terror activities
Incorrect. The government do not support terror activities. Refer to study
unit 5.

7.

Identify the statement that accurately describes cyber culture.
a.

A culture mediated by computer screens.
Correct. Cyber culture highlights close affiliation to information
technology. Refer to study unit 5.

b.

A culture that decreases cognitive development.
Incorrect. Cyber culture may promote cognitive development. Refer to study
unit 5.

c.

A culture that increases the barriers geographically
Incorrect. Cyber culture decreases the boundaries between countries. Refer
to study unit 5.

d.

culture that decreases social cohesiveness
Incorrect. Cyber culture promotes social cohesiveness using multi-media
platforms such as facebook. Refer to study unit 5.

8.

Cybercrime includes the following EXCEPT:
a.

computer crime
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Incorrect. This is part of the cybercrime classification. Refer to study unit 5.
b.

cyberterrorism
Incorrect. This is part of the cybercrime classification. Refer to study unit 5.

c.

cyberextortion
Incorrect. This is part of the cybercrime classification. Refer to study unit 5.

d.

value creation
Correct. This is not part of the cybercrime classification. Cybercrime
results in negative implication. Refer to study unit 5.

9.

Food technology includes the following EXCEPT:
a.

selection of food
Incorrect. The selection of food is part of the food technology. Refer to study
unit 5.

b.

processing of food
Incorrect. The processing of food is part of the food technology. Refer to study
unit 5.

c.

distribution of food
Incorrect. The distribution of food is part of the food technology. Refer to
study unit 5.

d.

marketing of food
Correct. The marketing of food is not part of the food technology though
for perishable items this may require consideration. Refer to study unit 5.

10. Health technology includes the following EXCEPT:
a.

topology
Correct. Topology is not part of the health technology. Refer to study unit 5.

b.

hematology
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Incorrect. Hematology is part of health technology. Refer to study unit 5.
c.

immunology
Incorrect. Immunology is part of health technology. Refer to study unit 5.

d.

serology
Incorrect. Serology is part of the health technology. Refer to study unit 5.
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Learning Outcomes
Knowledge & Understanding (Theory Component)
By the end of this course, you should be able to
1.

Develop the relationship between technology, criminals and terrorists.

2.

Appraise models of security technology.

3.

Evaluate differences between criminals and terrorists.

4.

Assess technology, police and security agencies in Asia.

5.

Debate the use of technology in state enforcement.

6.

Compare security technology in Southeast Asia.

7.

Distinguish "first generation" and "new generation" security technology.

8.

Debate the idea of social media and its impact on security.

9.

Evaluate energy, environment, health and food security technology.

10.

Compare terrorist financing, cyberspace and cybercrime.

Key Skills (Practical Component)
By the end of this course, you should be able to:
11.

Contrast the state, criminals and technology.

12.

Apply security studies concepts to seminar discussions.

13.

Interpret work-based problems with concepts in security studies.

14.

Demonstrate competence in academic writing (political science).
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Overview
What we call Man's power over Nature turns out to be a power exercised by
some men over other men with Nature as its instrument.
C. S. Lewis
In this Study Unit, we are going to compare and contrast the state, criminals and
technology. We are also going to explore and evaluate the shifting impact of crime,
custodial detention and rehabilitation. All this is captured succinctly within the context
of prisons. We intend to focus on prisons to help illustrate the learning objectives of this
Study Unit. Prisons capture the interplay of incarceration, rehabilitation, punishment,
technology, crime, and punishment and state power very effectively. Today, a secure
prison in form and a benevolent corrections system in function is the ideal that countries
aspire to work towards with the aim of a programme that has pastoral values as its
foundation. “Functional corrections systems are also a prerequisite to efforts to tackle
“new" global threats, such as violent extremism and transnational organised crime, which
are affecting an increasing number of conflict and post-conflict settings” (United Nations
Department of Peacekeeping Operations 2015).
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Chapter 1: Prisons: The Nexus of Technology, Security,
Crime and Punishment
Imprisonment or incarceration is a legal penalty that may be imposed by the state for the
commission of a crime. A prison is a place in which people are physically confined and,
usually, deprived of a range of personal freedoms.
As well as convicted or suspected criminals, prisons may be used for internment of those
not charged with a crime. Prisons may also be used as a tool of political repression to
detain political prisoners, prisoners of conscience, and "enemies of the state", particularly
by authoritarian regimes. In times of war or conflict, prisoners of war may also be detained
in prisons.

Changi Prison Guard Tower

1.1 Space and Security
Prisons rely on various Generations of technology. Dependent on the level of
sophistication of the facility and the level at which the prison is classified, the level of
security ascribed to the prison facilities would differ.
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Physically speaking, they are normally surrounded by fencing, walls, earthworks,
geographical features, or other barriers to prevent escape. Multiple barriers, concertina
wire, electrified fencing, secured and defensible main gates, armed guard towers, lighting,
motion sensors, dogs and roving patrols may all also be present depending on the level of
security. Remotely controlled doors, CCTV monitoring, alarms, cages, restraints, nonlethal
and lethal weapons, riot-control gear and physical segregation of units and prisoners may
all also be present within a prison to monitor and control the movement and activity of
prisoners within the facility.
Even prior to its official declaration, the ‘Islamic State’ (IS) has been championing the
release of prisoners. In a 2012 audio statement, “Destroying the Gates,” Baghdadi noted
that “We remind you of your top priority, which is to release the Muslim prisoners
everywhere, and making the pursuit, chase, and killing of their butchers from amongst
the judges, detectives, and guards to be on top of the list.” The “Breaking of the Walls”
campaign by Abu Bakar Al-Baghdadi then began on 12 September 2012 with the release
of 100 prisoners from Tikrit.
While there have been a number of instances of prison breaks in Indonesia in 2013, they
were not conducted by IS. They were in part due to overcrowding and mismanagement
of prison security. On 11 July 2013 at the Tanjung Gusta, Medan 200 escaped during a
prison riot including Fadli Sadama, who was later caught in Malaysia. Fadli, a courier
for Noordin Mohamed Top, was a member of Kumpulan Militant Indonesia (KMI).
Subsequently, on 18 August 2013 in North Sumatra 80 escaped from prison. Thereafter on
20 August 2013 in West Aceh’s Meulaboh Prison, 9 prisoners escaped after they sawed
through the prison bars. Moving forward, lax prison security coupled with increasing
calls for freeing prisons both online and in the real world could push efforts at prison
population reduction forward.
Similar efforts have been seen most recently in the Philippines by IS. On 27 August 2016 at
about 5.30pm, a jail break took place at the Provincial Jail Compound, Marawi City, Lanao
del Sur when approximately 20 armed men forcibly entered the jail bringing with them
four RPGs on-board eight vehicles. The incident resulted in the escape of 30 prisoners.
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Securing prisons will continue to be a challenge where understaffed and overcrowded
prisons generally contribute to a permissive environment for both recruitment and
radicalisation. In this instance, space and elements of security work hand in hand. (Jerard,
2016)
Modern prison designs have sought to increasingly restrict and control the movement of
prisoners throughout the facility while permitting a maximal degree of direct monitoring
by a smaller corrections staff. As compared to traditional large landing-cellblock designs
which were inherited from the 19th century and which permitted only intermittent
observation of prisoners, many newer prisons are designed in a decentralised "podular"
layout. Smaller, separate and self-contained housing units known as "pods" or "modules"
are designed to hold between sixteen and fifty prisoners each and are arranged around
exercise yards or support facilities in a decentralised "campus" pattern. A small number
of corrections officers, sometimes a single officer, is assigned to supervise each pod.
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Figure 6.1
Source: ©2010 QuarterFlash Advantage

The pods contain tiers of cells arranged around a central control station or desk from
which a single officer can monitor all of the cells and the entire pod, control cell doors
and communicate with the rest of the prison. Pods may be designed for high-security
"indirect-supervision", in which officers in segregated and sealed control booths monitor
smaller numbers of prisoners confined to their cells. An alternative is "direct-supervision",
in which officers work within the pod and directly interact with and supervise prisoners,
who may spend the day outside their cells in a central "dayroom" on the floor of the pod.
Movement in or out of the pod to and from exercise yards, work assignments or medical
appointments can be restricted to individual pods at designated times and is generally
centrally controlled.
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Goods and services, such as meals, laundry, commissary, educational materials, religious
services and medical care can increasingly be brought to individual pods or cells as well.
Despite these design innovations, overcrowding at many prisons, particularly in the US,
has resulted in a contrary trend, as many prisons are forced to house large numbers of
prisoners, often hundreds at a time, in gymnasiums or other large buildings that have
been converted into massive open dormitories. Lower-security prisons are often designed
with less restrictive features, confining prisoners at night in smaller locked dormitories
or even cottage or cabin-like housing while permitting them freer movement around the
grounds to work or do activities during the day.
Prisons can be classified into various levels of security. With increasing levels of security,
more and more forms of technology to control behaviour and prevent escape are utilised.
These levels of security are given different names in different countries, but generally, they
try to categorise criminals into how dangerous they are and how much control they need.
The broad categorisation of prisons from high security, medium security and low security
prison complex can be ascribed by the various layers of security to the facility and the
management of inmates within the custodial setting. It is important to note that these
categorisations are not universal and countries have adapted the use of these multiple
levels of security within the remit of their respective prison systems.
In the US, the Federal Bureau of Prisons, inmates are placed into one of five security
levels. The inmates are assigned to a specific level of security based on their custody and
classification score, which is initially calculated by the Bureau of Prisons’ Designation
and Sentence Computation Center (DSCC). The classification score is given based on
prisoner’s criminal history, history of violence, severity of current conviction, time
remaining on sentence, disciplinary history, history of escape, educational level, and age
amongst others. (Zuokis, Prisoner Resource, 2019)

The table below summarises the means of classification undertaken within the DSCC:
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Also known as Federal Prison Camps

Minimum Security
0-11 Points (Male) / 0-15 Points (Female)

(FPCs), minimum security prisons
house inmates convicted of non-violent
offences in dormitory-style housing.
There are few (if any) fences, lower
staffing levels and minimal violence.
Sex offenders are precluded from
placement at federal prison camps, so
too are those with a history of escape or
group demonstrations. Only those with
less than 10 years remaining on their
sentences and a very minimal history of
violence are placed at camps.
Also known as Federal Correctional

Low Security
12-15 Points (Male) / 16-30 Points
(Female)

Institutions (FCIs), low security prisons
also house inmates in dormitory-style
housing, although they can have some
history of violence. While all FCIs are
surrounded by fences (and sometimes
double rows of them), they usually
lack the traditional spools of razor wire
prevalent at higher security levels.
Violence is also minimal at these prisons,
and prisoners must have less than 20
years remaining on their sentences to be
eligible. Sex offenders are permitted to
be housed at low-security FCIs. Staffing
levels are higher than at camps, but
lower than at medium-security FCIs.
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Also known as Federal Correctional
Institutions (FCIs), medium security
prisons tend to house inmates in cells,
and a number of these inmates do have a
history of violence. All medium-security
FCIs are surrounded by spools of razor
wire and multiple fences, along with an
armed perimeter vehicle that circles the
prison night and day. Depending on the
prison, violence can be prevalent and
severe. Prisoners must have less than 30
years remaining on their sentences to be
housed at medium-security FCIs. Most
prisoners are permitted to be housed at
medium-security FCIs. Staffing levels
are higher than at low-security FCIs,
but lower than at high-security federal
prisons.

High Security
24+ Points (Male) / 31+ Points (Female)

Also known as United States
Penitentiaries (USPs), these are the
highest regular security federal prisons.
Inmates are housed in cells and most
have a significant history of violence.
These are some of the most violent
prisons in the United States, where
prisoners die each and every year
due to gang and other group forms
of violence. All high security federal
prisons have either multiple reinforced
fences or an actual wall surrounding

SU6-10

SEC337

Crime, Security and Technology

the prison. Most also have gun towers.
All types of prisoners are permitted
to be housed in USPs, though some,
such as sex offenders and informants,
have a hard time staying due to violent
acts perpetrated against them. As far as
regular security federal prisons go, USPs
have the highest staffing levels.
These prisons (also known as

Administrative Security
All Point Totals (Male) / All Point Totals
(Female)

unclassified prisons), can be of any
security level, and their specific missions
can be varied.

The 6 levels of security listed below showcase the different levels of security parameters
that have been put in place to vis-à-vis construction, design and measures aimed at
managing inmate behaviour.
6th Level Security: This type of prison is meant for most dangerous types of criminals.
These are mostly terrorists who are deemed to pose a threat to national security. These
inmates have individual cells and are kept in lockdown for 23 hours per day. Meals are
served through "chuck holes" in the cell door, and each inmate is permitted out of their cell
for one hour of exercise per day, alone. They are permitted no contact with other inmates
and are under constant surveillance via closed-circuit television cameras.
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Figure 6.2
Source: ©2010 QuarterFlash Advantage

5th Level Security: This is a custody level in which both design and construction as well
as inmate classification reflect the need to provide maximum external and internal control
and supervision of inmates primarily through the use of high security perimeters and
extensive use of internal physical barriers and check points. Inmates accorded this status
present serious escape risks or pose serious threats to themselves, to other inmates, to staff,
or the orderly running of the institution. Supervision of inmates is direct and constant.
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Figure 6.3
Source: ©2010 QuarterFlash Advantage

4th Level Security: This level of security prisons has highly-secured perimeters (featuring
walls or reinforced fences), multiple- and single-occupant cell housing, the highest staffto-inmate ratio, and close control of inmate movement.
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Figure 6.4
Source: ©2010 QuarterFlash Advantage

Figure 6.5
Source: ©2010 QuarterFlash Advantage

3rd Level Security: A custody level in which design and construction as well as
inmate classification reflect the need to provide secure external and internal control and
supervision of inmates. Inmates accorded to this status may present a moderate escape
risk or may pose a threat to other inmates, staff, or the orderly running of the institution.
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Supervision remains constant and direct. Through an inmate's willingness to comply with
institutional rules and regulations, increased job and programme opportunities exist.

Figure 6.6
Source: ©2010 QuarterFlash Advantage

2nd Level Security: A custody level in which both the design and construction as well as
inmate classification reflect the goal of returning to the inmate a greater sense of personal
responsibility and autonomy while still providing for supervision and monitoring of
behaviour and activity. Inmates within this security level are not considered a serious risk
to the safety of staff, inmates or to the public. Programme participation is mandated and
geared towards their potential reintegration into the community. Additional access to the
community is limited and under constant direct staff supervision.
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Figure 6.7
Source: ©2010 QuarterFlash Advantage

1st Level Security: The Lowest Level of Security to which an inmate can be assigned
directly. This type of Prison is typically a "Prison Farm", or other work-oriented facility,
and most often houses petty or "White collar" criminals.

Figure 6.8
Source: ©2010 QuarterFlash Advantage
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Specific Security
This kind of prison does not follow from the levels of security mentioned above because
its security is ad hoc and designed for a specific purpose. This kind of prisons houses, for
example, the criminally insane and criminals undergoing hospitalisation or hospice care.

1.2 Management of Terrorist Inmates vs Criminal Inmates
In the face of a continued scourge of terrorism, governments have steadfastly
reinvigorated efforts either with the attempts to create a new strategy or to improve
current strategies undertaken to mitigate the threat of terrorism and political violence.
Regional governments in Southeast Asia too have begun to re-evaluate present strategies
in place to mitigate the threat of terrorism. The levels of security provide guidelines that
countries can endeavour to adapt and follow.
In the Southeast Asian region (as with many parts of Europe and Africa), there is
growing consensus that kinetic measures of apprehending terrorists, disrupting cells
and neutralising imminent terrorist threats form a necessary but insufficient means of
addressing the appreciable threat of terrorism. As such, governments have begun to reevaluate present strategies to mitigate the threat of terrorism in the long run.
Amongst the endeavours undertaken, is the exploration of methods in particular
rehabilitation and reintegration as almost a “neglected weapon of Counter Terrorism.”
The European Commission (2006) refers to radicalisation as the “phenomenon of people
embracing opinions, views and ideas that could lead to acts of terrorism. Terrorist ideology
is a source of motivation, a means of recruitment and a framework for action. It provides
legitimacy and justification for terrorist and extremists. If the politico-religious wave of
terrorism is sustained through pervasive violent extremist ideologies, in response, the
milieu of disengagement and deradicalisation has emerged as a strategy undertaken with
the hope that many of those that were incarcerated on acts of terrorism would through
continued engagement recant their ideologies and reintegrate back into mainstream
society. At the crux, rehabilitation deals with an added layer of debunking extremist
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ideology while disengagement refers to the individual’s interest to disengage from
violence, but still harbour extremist thought.
The structures of a successful and sustainable rehabilitation programme are generally
built on several factors working in concert:
1.

Physical Security of the Corrections Facility

2.

Creation of a Nuanced Mechanism for Detainee Classification

3.

Development of Programmes for Rehabilitation and Reintegration

4.

Training Personnel to Implement the Rehabilitation and Reintegration
Programmes

The complexity of the process should not be dismissed. As such, there is a need to ensure
that whilst programmes are put in place, the prison system and the personnel involved
in the function are in a positive and enabling environment. At the crux, deradicalisation
“is a complex and fluid social process, which involves a number of push and pull
factors motivating a gradual decrease in commitment and increase in quitting related
behaviour.” (Koehler, 2016)
Whilst having a multi-pronged approach, countries are able to select modes of
rehabilitation that best suit their culture and circumstance. Each country can select as
many or as few of the modes (or even add a few more modes) that best suit their desired
outcome – ensuring that those who successfully complete the programme are no longer a
security threat to the state.
Regardless of whether prisoners sentenced for terrorist-related crimes are kept in separate
prisons or wings or are dispersed across the prison system, the risk they may pose,
including the risk of radicalising other prisoners, shall be evaluated individually before
their allocation is defined and shall be reviewed at regular intervals. (United Nations
Office on Drugs and Crime 2016a: 47) It is pertinent to bear in mind that while a prison
restricts a terrorist’s ability to orchestrate acts of violence, it is not necessarily an effectively
enforced ‘time out’ from radical activism. Rather, when the prison gate swings shut behind
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them, it opens a new door in front of them for spreading their message and methods.
(Wilner 2010: 10)

1.3 The Panopticon

Figure 6.9
Source: ©2010 QuarterFlash Advantage

The Panopticon was designed by English philosopher and social theorist Jeremy Bentham
in 1785. The concept of the design is to allow an observer to (-opticon) observe (pan-)
all prisoners without the incarcerated being able to tell whether they are being watched,
thereby allowing the guards and wardens to be omniscient and omnipresent. And, as the
guards and wardens cannot be seen, they need not be on duty at all times, effectively
leaving the watching to the watched.

SU6-19

SEC337

Crime, Security and Technology

The Panopticon was a prison noted for its use of physical space as an innovative form
of surveillance. In this way, it used space as technology instead of relying on electronic
or electrical technology like most of today's prisons. The ‘central guiding idea is that of
arranging prisoners in a circle, watched by an all seeing eye at the centre’ (Stedman, 2007)
“The panoptic mechanism arranges spatial unities that make it possible to see constantly
and to recognise immediately. In short, it reverses the principle of the dungeon; or rather
of its three functions – to enclose, to deprive of light and to hide – it preserves only the
first and eliminates the other two. Full lighting and the eye of a supervisor capture better
than darkness, which ultimately protected. Visibility is a trap.” (Foucault 1977, 195-228)
The Panopticon was never built during Bentham's lifetime, but it has come to be seen as
an important development in security, technology, crime and punishment. For instance,
the design was invoked by Michel Foucault (in Discipline and Punish) as metaphor for
modern "disciplinary" societies and their pervasive inclination to observe and normalise.
Foucault proposes that not only prisons but all hierarchical structures like the army,
schools, hospitals and factories have evolved through history to resemble Bentham's
Panopticon.
The notoriety of the design today (although not its lasting influence in architectural
realities) stems from Foucault's famous analysis of it.
Furthermore, the spirit and intention of the Panopticon, that is, having a small number
of invisible "guards" watching over a large number of highly visible "inmates" have been
internalised by security technology specialists today. Electronic and electrical technology
has allowed for the deployment of panoptic structures invisibly throughout society.
Surveillance by closed-circuit television (CCTV) cameras in public spaces is an example
of a technology that brings the gaze of a superior into the daily lives of the populace.
Furthermore, a number of cities in the United Kingdom, including Middlesbrough, Bristol,
Brighton and London have recently added loud-speakers to a number of their existing
CCTV cameras. They can transmit the voice of a camera supervisor to issue audible
messages to the public.

SU6-20

SEC337

Crime, Security and Technology

Despite the restrictions present, the growing security challenge was in the presence of
continued challenges as inmates attempt to push boundaries. Anyone in jail can tell you
that there are ways around any restriction. While the classical way would just be by
shouting under the door, through the back-yard, through the cages in the backyard, that’s
pretty much the easiest way. It is very well organised in there by the brothers, by the
inmates themselves. (Rubinsztein-Dunlop, 2016)
Even on the Internet, which has been praised for its democratic potential and openness,
“Panopticon-like” observation is actually at work. ISPs are able to track users' activities,
IP addresses can be easily captured without the need for elaborate software, and usergenerated content means that daily social activity may be recorded and broadcast online.

Figure 6.10
Source: ©2010 QuarterFlash Advantage
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Chapter 2: Dominant Qyestions
2.1 The Edward Snowden Case Study: Does Technology Improve
Security?
Widely hailed as a whistleblower, cyberstrategist, traitor or patriot, Edward Snowden,
a 29-year-old intelligence contractor created waves in June 2013 when the Guardian
newspaper released incriminating details of PRISM, a surveillance programme that
allowed the National Security Agency (NSA) to collect Internet data from citizens
through their online activity. “PRISM is considered a highly classified program that
allows the National Security Agency and Federal Bureau of Investigation to retrieve
data directly from Microsoft, Yahoo, Google, Facebook, PalTalk, AOL, Skype, YouTube,
and Apple.” (Sottek & Kopfstein, 2013). Broadly, the PRISM surveillance programme
collects information from metadata and content. While debates ensue on the details of the
programmes and the extent of the surveillance that was put in place, the Snowden Case
Study reinvigorated debates on privacy, extent of reach of the security paradigm and the
role of technology. In the information age, the ability for legislation to chase developments
in the cyber domain has been lacklustre at best.
The Snowden Leaks
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Formative Assessment
1.

Identify the statement that accurately depicts a prison.
a. A prison is a place for meditation
b. A prison provides rehabilitation
c. A prison allows vacation
d. A prison encourage violent behavior

2.

Prisons worldwide have been transformed for the benefit of prisoners. Identify one
of the key changes in the modern day prison.
a. Use of technology to enhance the control system in prison
b. Housing the inmates in a gymnasium
c. Allowing family members to assist in prison security
d. Providing choices of beverages to suit the needs of prisoners

3.

Identify the key benefit of using the pods system in a prison.
a. Use of less manpower for control and security
b. Use of less innovative technology
c. Allows the prisoners to exercise regularly
d. Allows the prisoners to compensate the victims

4.

Prisons are divided into 6 different categories to cater to the needs of prisoners.
Identify the key consideration in implementing such a division.
a. educational level of prisoners
b. dietary need of prisoners
c. risk level of prisoners
d. marital status of prisoners

5.

The Panopticon prison aims to _________
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a. punish the prisoners
b. criticize the prisoners
c. scrutinize the prisoners
d. encourage the prisoners to conform
6.

The 5th level security in a prison system provides supervision for ____________
a. low risk criminals
b. high risk criminals
c. low level officers
d. high level officers

7.

Prisons are classified into different categories according to the _________
a. level of food intake
b. level of academic qualification
c. level of dangerousness
d. level of integrity

8.

The modern prison incorporates the “podular” layout. Identify an accurate
description of the layout.
a. Large landing-cellblock
b. Multiple cages
c. Large number of confinement cells
d. Smaller self-contained housing units

9.

Modern prisons are designed with two objectives. Identify an accurate description of
the modern prisons design.
a. High level of control with maximal degree of direct monitoring
b. High level of freedom with maximal degree of direct monitoring
c. Low level of scrutiny with minimum degree of direct monitoring
d. Low level of scrutiny with maximal degree of direct monitoring
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10. The term specific security accurately describes prisons for __________
a. Dangerous criminals
b. Violent criminals
c. Insane criminals
d. White collar criminals
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Solutions or Suggested Answers
Formative Assessment
1.

Identify the statement that accurately depicts a prison.
a.

A prison is a place for meditation
Incorrect. Prison is not a place for meditation though it serves to allow
prisoners to reflect on their rule-breaking behaviour. Refer to study unit 6

b.

A prison provides rehabilitation
Correct. Prison serves to rehabilitate offenders and encourage them to lead
a socially responsible lifestyle. Refer to study unit 6

c.

A prison allows vacation
Incorrect. Prison does not allow vacation though some prisoners are allowed
to be released on a day-release scheme. Refer to study unit 6

d.

A prison encourage violent behavior
Incorrect. Prison seeks to curb violent conduct though some prisoners may
be placed in isolated cells to prevent harm to others. Refer to study unit 6

2.

Prisons worldwide have been transformed for the benefit of prisoners. Identify one
of the key changes in the modern day prison.
a.

Use of technology to enhance the control system in prison
Correct. Technology plays a key role to the modernization of the prison
structure. Refer to study unit 6.

b.

Housing the inmates in a gymnasium
Incorrect. This is not a change. Some countries due to overcrowding of the
prison, employs this alternative. However, this is not for the benefit of the
prisoners. Refer to study unit 6.
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c.

Allowing family members to assist in prison security
Incorrect. This is not an accurate statement. Prison allows family members to
visit but not in managing security of the prison. Refer to study unit 6.

d.

Providing choices of beverages to suit the needs of prisoners
Incorrect! This is not an accurate statement. Prison does not provide choices
for prisoners. Refer to study unit 6.

3.

Identify the key benefit of using the pods system in a prison.
a.

Use of less manpower for control and security
Correct. The pods system encourages prisoners to behave themselves and
requires less manpower to control the prison. Refer to study unit 6.

b.

Use of less innovative technology
Incorrect. Technology has no impact on the pods system. Refer to study unit
6.

c.

Allows the prisoners to exercise regularly
Incorrect. Prison often allows prisoners to exercise regularly. This is not a
benefit of the pods system. Refer to study unit 6.

d.

Allows the prisoners to compensate the victims
Incorrect! Compensation to the victims are usually carried out prior to prison
admission. This is not a benefit of the pods system. Refer to study unit 6.

4.

Prisons are divided into 6 different categories to cater to the needs of prisoners.
Identify the key consideration in implementing such a division.
a.

educational level of prisoners
Incorrect. Educational level is not a consideration in the division of the
prisoners. Refer to study unit 6.

b.

dietary need of prisoners
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Incorrect. Dietary need of a prisoner is not the key consideration in the
division of the prisoners. Refer to study unit 6.
c.

risk level of prisoners
Correct. This is the main reason for division of prisoners as it allows the
prison officers to provide targeted intervention and ensure security. Refer
to study unit 6.

d.

marital status of prisoners
Incorrect. The marital status of a prisoner is not a consideration in the division
of the prisoners. Refer to study unit 6.

5.

The Panopticon prison aims to _________
a.

punish the prisoners
Incorrect. This is not an accurate statement. All prison aims to punish and is
not significant to just the Panopticon prison. Refer to study unit 6.

b.

criticize the prisoners
Incorrect. This is not an accurate statement. Prisons do consider the moral
well-being of prisoners in their rehabilitation process. Refer to study unit 6.

c.

scrutinize the prisoners
Incorrect. All prisons do provide high level of security. This is not a significant
contribution of the Panopticon prison design. Refer to study unit 6.

d.

encourage the prisoners to conform
Correct. This is the aim of the Panopticon prison. The design provides
physical space and use of technology to control the prisoners. Refer to
study unit 6.

6.

The 5th level security in a prison system provides supervision for ____________
a.

low risk criminals
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Incorrect. This is the highest level of supervision for inmates who present
serious escape risks. Refer to study unit 6.
b.

high risk criminals
Correct. This is a custody level for inmates that requires maximum external
and internal control. Refer to study unit 6.

c.

low level officers
Incorrect. This is a classification system for inmates. Refer to study unit 6.

d.

high level officers
Incorrect. This is a classification system for inmates. Refer to study unit 6.

7.

Prisons are classified into different categories according to the _________
a.

level of food intake
Incorrect. Food intake is not a consideration in the classification of prisons.
Refer to study unit 6.

b.

level of academic qualification
Incorrect. Academic qualification is not a consideration in the classification
of prisons. Refer to study unit 6.

c.

level of dangerousness
Correct. Prison classification is done according to the level of
dangerousness so as to assist in controlling the inmates. Refer to study unit
6.

d.

level of integrity
Incorrect. Integrity of the prisoners is not a consideration in the classification
of the prisons. Refer to study unit 6.

8.

The modern prison incorporates the “podular” layout. Identify an accurate
description of the layout.
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a.

Large landing-cellblock
Incorrect. This is a traditional design of prison where monitoring of the
prisoners were limited. Refer to study unit 6.

b.

Multiple cages
Incorrect. Multiple cages are not used in the “podular” layout of a prison. It
is designed in a decentralized “campus” pattern. Refer to study unit 6.

c.

Large number of confinement cells
Incorrect. Confinement cells are necessary but not built in large quantities in
the “podular” layout of a prison

d.

Smaller self-contained housing units
Correct. This is an accurate description of the “podular” layout that allows
smaller number of corrections officer to be utilized in controlling the
prisoners. Refer to study unit 6.

9.

Modern prisons are designed with two objectives. Identify an accurate description of
the modern prisons design.
a.

High level of control with maximal degree of direct monitoring
Correct. Modern prisons design aim to increase restrictions and control the
movement of prisoners with maximal degree of direct monitoring. Refer
to study unit 6.

b.

High level of freedom with maximal degree of direct monitoring
Incorrect. Modern prisons design does not allow high level of freedom and
this is not possible with maximal degree of direct monitoring. Refer to study
unit 6.

c.

Low level of scrutiny with minimum degree of direct monitoring
Incorrect. Modern prisons design does not provide low level of scrutiny and
less monitoring from the officers. Refer to study unit 6.
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d.

Low level of scrutiny with maximal degree of direct monitoring
Incorrect. Modern prisons design does not provide low level of scrutiny and
maximal monitoring from the officers. Refer to study unit 6.

10. The term specific security accurately describes prisons for __________
a.

Dangerous criminals
Incorrect. Dangerous criminals require high level of security, 6th level
security. Refer to study unit 6.

b.

Violent criminals
Incorrect. Violent criminals require high level of security, 5th level security.
Refer to study unit 6.

c.

Insane criminals
Correct. Specific security refers to prisons house meant for specific
group of prisoners such as insane prisoners and those who require
hospitalization or hospice care. Refer to study unit 6.

d.

White collar criminals
Incorrect. White collar criminals require lowest level of security, 1st level
security. Refer to study unit 6.
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